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Cyber Security and how it relates to legacy Schneider Electric PAC PLC controllers 
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Executive summary

Cybersecurity threats are an unfortunate reality for everyone. Schneider Electric is committed to providing solutions that   support your needs for cybersecurity   protection across all business types and industries. 
We apply a rigorous mindset, policies, and methodologies in the development of our products and the implementation of our solutions. Skilled and certified        professionals provide vendor-agnostic services to help you assess your risk,   implement cyber-specific solutions, and maintain your defenses over time at your location.
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Introduction

[bookmark: Introduction]With the recent global uptick of global cyber security issues many customers are taking stock of their controls system and looking to verify that their control systems are suitably protected and hardened against Cyber-attacks.

This document looks to answer said concerns for a certain segment of Schneider Electric Programable Logic Controllers (PLC). Specifically, controllers and associated I/O, communication modules, and controls networks that are deemed Legacy*.

It is not uncommon for Schneider Electric controllers and associated I/O modules to be in active service at customer facilities for several decades. This having been said, Schneider Electric has a clear and published life cycle for controllers / products as explained below.


Product Life Cycle

In general, Schneider Electric follows the procedure outlined below for all Modicon PAC products:

Product Commercialization Objectives: Document released announcing the expected date for Active Sale product and/or support offering.

Product Commercialization: Document released announcing the date for Active Sale product and/or support offering.

Active Sale Product: Product and/or support offer available.

End of Commercialization: Objectives (Time 0) Document released announcing both the expected date for End of Active Sale and the expected date for End of Active Service for a product and/or support offering.

End of Active Sale Confirmation: (Time up to +2 years) Document released announcing the End of Active Sale confirming that the product and/or support offering is no longer sold. Service will continue beyond this period until the expected date for End of Active Service (see Accelerated Phasing below).

End of Active Service Confirmation: (Time up to +10 years) Document released confirming the product and/or support offering is no longer supported by service. 

[bookmark: _Hlk78993861]Note: For more detailed information please refer to
Modicon PAC Offer Lifecycle Management Policy - Customer .pdf
Available via your Schneider Electric Support Channel 
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Considering the ramifications of controller longevity against a finite lifecycle, it is possible Schneider Electric customers may encounter controllers in their facilities that have not been vetted against cyber security vulnerabilities.  Further, the lifecycle of the said controllers dictates that investigation and discovery of potential vulnerabilities will not be performed nor addressed. 
 
[bookmark: _Hlk78993890]List of products considered legacy (not comprehensive)

	984 Chassis Mount
PC-984A xxx                                        PC-984B xxx                        PC-984X xxx
	Magelis XBTGT

	984 Slot Mount
PC-0984-X8X 
PC-E984-X8X
	TSX Premium

	Modicon Compact
PC-A984- 120,130,131,141,145 
PC-E984-245,255,258, 265,275, 285
	TSX Micro

	Modicon micro
110CPU311xx  
110CPU411xx
	Non -Unity Quantum
[bookmark: _GoBack]140CPU113xx, 140NOE77100              140CPU213xx, 140NOE77100                       140CPU424xx, 140NOE211xx                140CPU43412, 140CPU43412A                                        140CPU53414, 140NOE311xx             140CPU53414A, 140NOC77100  

	Non-Unity Momentum
171-CCS-7xx  
171-CCC-7xx 
171-CCC-9xx
	




When customer facilities are evaluating vulnerabilities in relation to legacy controls products, listed below are some important points to consider.

Connectivity:

Considering the controllers mentioned above, most are accessible via a serial connection or dedicated proprietary controls network protocol.  A certain defining characteristic of Cyber Security would be Ethernet connectivity, that an outside agent could use to remotely access and impact a customer’s running process. 
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Two example protocols would be:

Modbus (MB): 
As this protocol default configuration is a serial connection RS-232 9600 Baud with a maximum cable length at ~25’.   Vulnerabilities existing in a controller solely having the above connection would only be possible with direct access connection. The resultant is that this is not a cyber security concern rather a physical security issue.

Modbus Plus (MB+): 
This protocol is a proprietary protocol based on a finite network size and device limitation, requiring direct network access. It is s considered strictly a process network and inherently does not interface with an ethernet network.  

Gateways:

It is possible to include a protocol converter / gateway that converts Ethernet traffic protocols MB TCP, UMAS, Ethernet IP etc… into fieldbus protocols mentioned above.  While using these gateways historically and now, It was incumbent for a customer facility to segregate this connection behind a firewall and isolate their controls network, and at no time should this type of network be accessible to the DMZ layer of the network.	

Modernization:

While Cyber Security and hardening our products from potential bad agents is of upmost concern for Schneider Electric globally, it is not reasonable, practical, or even feasible to expect modern security concerns be addressed for the history of our controls product lines.  If there is a possibility to expose controls systems to potential web global access, customers are advised to work with Schneider Electric on periodically upgrading their controls systems employing the latest cyber security measures to protect one’s facility against harm. Modern solutions for a modern and ever evolving security threat.

Note: For more detailed information concerning modernization please contact your local Schneider Electric sales representative or your Schneider Electric Support Channel. 

Reference Publications











Guide to Industrial Control Systems (ICS) - Homeland Security ...
https://www.hsdl.org

4 Key Components of Industrial Control System Protection – AutomationWorld
https://www.automationworld.com/cybersecurity/article/21496950/4-key-components-of-industrial-control-system-protection

Cybersecurity Engineering for Legacy Systems: 6 Recommendations – Carnegie Mellon University
https://insights.sei.cmu.edu/blog/cybersecurity-engineering-for-legacy-systems-6-recommendations/Three Ways to Secure Legacy Infrastructure -Tripwire
https://www.tripwire.com/state-of-security/featured/secure-legacy-infrastructure/

Note: This is an evolving document and Schneider Electric reserves the right to update it in future as necessary Page 4 of 4
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