When connecting to a PowerChute Network Shutdown web Ul, the
connection fails with the error “this site can’t be reached.”

=]

This site can’t be reached

192.168.0.143 took too long to respond.

Try:
s Checking the connection
» Checking the proxy and the firewall
* Running Windows Network Diagnostics

ERR_CONMNECTION_TIMED_OUT

B

This site can't be reached

192.168.0.145 refused to connect.

Try:
e Checking the connection
e Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

First, verify that the PowerChute service is running on the system. See Schneider Electric FAQ FA290624.

Next, verify that cookies are allowed by the browser. See Schneider Electric FAQ FA159729.
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https://www.apc.com/us/en/faqs/FA290624/
https://www.se.com/us/en/faqs/FA159729/

Next, verify that the proper IP address and port are being used. The correct port is TCP 6547.
Next, ping the PowerChute system.

Command Prompt

.0.143

istics for 192
Sent 4,
ip tim
, Maximum = 1ms, A

If the system can be ping, run a traceroute to the PowerChute system.

From a Windows system, open a command prompt and enter the command tracert <IP address of the
PowerChute system. Example: tracert 192.168.0.143

Command Prompt
2>tracert 192.168.0.143
Tracing route to 192.168.8.14 rer a maximum of hops

1 <1 ms <1 ms <1 ms 192.168.0.143

Trace complete.

In the example above, there was only one switch between the Windows system and the PowerChute client.

Windows OS

Next, verify that TCP port 6547 is open on the PowerChute system. The port is opened by default when the
software is installed. On a Windows system, the user is asked if they would like to open the port. If the user
selects no, the port is not opened, and a connection cannot be made to the PowerChute web Ul. The port can be
added manually if it is not available/opened. See Microsoft document Configure rules with a group policy.

The Profile should be All, Enabled Yes, Action Allow, Program Any, Local Address Any, Remote Address Any,
Protocol TCP, Local Port 6547.
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https://learn.microsoft.com/en-us/windows/security/operating-system-security/network-security/windows-firewall/configure

On a Windows system, open Control Panel, Windows Defender Firewall, Advanced setting, Inbound Rules.
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To improve security, change the Scope and add the specific IP address. Then, only those IP addresses will be
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In the example below, we have restricted the connection to port 6547 to IP addresses 192.168.0.136 and remote
system 192.168.0.170.

PowerChute HTTPS Secure Web Interface Port (TCP 6347) Properties x

General Programs and Services Remote Computers
Protocols and Ports Scope  Advanced  Local Principals  Remate Users
Local IP address
L| (® AnyIP addess
R
(O) These IP addresses:

Remote IP address
K| (O Any IP address
L W]
(®) These IP addresses:

192.168.0.136 Add.
192168.0.170

Cancel

Check that port 6547 is open using the command prompt netstat -aon | findstr 6547.

BN Administrator Command Prompt

LTSTENING

LTSTENING

Verify PowerChute uses port 6547 via the command prompt; enter the command tasklist | findstr [PID],
replacing the [PID] with the process ID from the first command.

BN Administrater: Command Prempt

LISTENING
LISTENING

You should see the PID belongs to Java.
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If you see multiple PIDs using port 6547, there will be an issue connecting to the PowerChute web Ul. The other
process must be stopped.

Check that the Java PID is for the version of Java PowerChute is using by running Task Manager. Open Task
Manager, go to java.exe with the corresponding PID and Details and verify the location. Next, open the
PowerChute folder, the default path of C:\Program Files\APC\PowerChute\group1, and open the Java versions
file to check that the Java used by PowerChute is the same listed by Task Manager.

[l anage — O *
File Options View
Processes Performance App history Startup Users Details  Services
Name R mory (a... UAC virtualizat... *
. . by java Properties *
[=]igh CUIService.exe 1,300 K Not allowed
ElntuitUpdatESeNice General Compatibiity Secuity Details Previous Versions 1024 K Not allowed
ghsjava.exe o 202,656 K Mot allowed
[ElLogenll.exe gﬂ ||a\c'a 11,164 K Not allowed
[ Isass.exe TO012K  Not allowed
MmMCc.exe Tvoe of il Roplication (exe) 12,728 K Not allowed
: (-
@ msedge.exe ypecrile:  Tppleston Lexe 38,012K  Disabled
e msedge.exe Description:  OpenJ DK Platform binary 1,340 K Disabled
@ msedge.exe 4736K Disabled
e msedge.exe Location: C\Program Files\APC\PowerChute'jre_x64'bin 7176 K Disabled
€ macdge.exe Size: 38.0 KB (38.912 bytes) 2548K  Disabled
(=] MsMpEng.exe _ 139,080 K Not allowed
[ nfscint.exe Size on disk:  40.0 KB (40,960 bytes) 936K  Not allowed
[] NisSrv.exe 3104 K Not allowed
@ OneDrive.sxe Created: Thursday, March 9, 2023, 1:43:24 PM 44404 K Disabled
[#=] pens.exe Modfied: Thursday. March 9. 2023, 1:43:24 FM 616K  Not allowed
ﬂPtheExperlen(eHc Accessed: Today, February 27, 2024, 31 minutes ago 25932K  Disabled
4'}RAVBgEd.exe 4256 K Not allowed
il}RAVBgﬁfi.exe Attrbutes: [JRead [ Hidd 3,600 K Disabled
HIIRAVCpl6d.exe foutes: ead-only idden il 3168K Disabled
[ rdpclip.exe 2012K  Disabled
(5] Registry 6,612K Not allowed
(3=l Rtk AndinSenicefd 4 L 1372 K hot allned &
(%) Fewer details End task
| |ﬂ = | group — [m]
Home Share Wiew o
« v < Program Files + APC » PowerChute » groupl v O Search groupl »
i i . ~ - . N
2 Local Disk () Narne Date modified javaVersionFile
SWinREAgent bin 2/27/2024 11:02 AM Text Document
4eb725fddebebcb4667ce24Thd5d5d comp 2 4 11:02 AM
8c359c077 c67a2eSacteactf2t EULA 2 4 11:02 AM
Certs lib 2/27/2024 11:02 AM
te 2/97/9004 14,04 A b4
deebk .
% _| javaVersionFile - Notepad - O X
ESD El acd
. | | apeg File Edit Format View Help . 2/27/2024 11:03 AM
inetpub |_'| conl l]ava Virtual Machine Details 101 bytes
Intel IJ con Version @ 11.8.16.1 2/27/2024 11:03 AM
Logs IJ detl Location : C:\Program Files\APC\PowerChute\jre_x64
OneDriveTemp |_'| Erm
Perflogs ‘J = Ln 1, Col1 100%  Unix (LF) UTF-8
. 1] Flx Coresanm TTT7 2023 TTaG AT
/1772022 11:46 AN
Program Files (x36) E‘ gy * 4 1146 AM
\=| javaVersionFile 2 024 11:03 AM
Programbata [7 keystore 2/27/2024 11:03 AM
Sevensix ©Q logyi2 4/17/2023 11:46 AM
sharel [ ] m11bak 2/27/2024 11:04 AM
SWSetup [ mit.cfg 2/27/2024 11:04 AM
temp 5] momce 471772023 11:46 AM
[ I Ana e
test v < ¥

30 items

1item selected 101 bytes
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Linux OS

To test the PowerChute VM or a Linux system to verify that port 6547 is open, run the command Isof -i

Test-pcns

[root@localhost “1# lsof -i

COMMAND PID USER DEVICE SIZE-OFF NAME

NetworkMa 946 root 26329 ata localhost . localdomain:bootpc-»_gateway:bootps
6824 root 48182 ata =:431688

60824 root 48196 ata =:apc-3852
60824 root 4@381 ata =:apc-6547 (LISTEN)
[rootPlocalhost ™ 1#

Note: the commands below are for the PowerChute AlmaLinux and CentOS VMs.

The command may be different for other Linux versions. For example, in Ubuntu 22, the command to check the
firewall status is sudo ufw status.

If port 6547 is not open or if it is not available on the PowerChute VM, run the command.

systemctl status firewalld (to check the status of the firewall).

1 PCNS443 HEO £ =

[root@PCNS443-0n141 “1# systemctl status firewalld
¢ firewalld.zervice - firewalld - dynamic firewall daemon
Loaded: loaded (rusrslibrssystemd- system-firewalld.service: enabled: vendor preset: enabled)
Active: active (rumning) since Thu 2824-82-29 89:83:28 EST: 29min ago
Docs: man:firewalld(1)
Main PID: 1838 (firewalld)
Tasks: 2 (limit: 4896)
Memory: 39.1M
CGroup: ~system.slicesfirewalld.service
L1838 ~usr-libexecsplatform-python -s ~usrsshin-firewalld —-nofork --nopid

If the service is running, enter the command firewall-cmd —list-port (to view the ports in use)

[rootEPCHNS443-0n141 “1# firewall-cmd --list-ports
88-tcp 443-tcp 3852-1icp 6547 tcp BB udp 161-udp 162-udp 3IB5Z-udp
[rootPPCNS443-0nld4l ~ 14 _

If you do not see 6547/tcp, run the command firewall-cmd —zone=public —add-port 6547/tcp
The run the command firewall-cmd —runtime-to-permanent.
Finally, check the port status by running the command firewall-cmd —list-ports.

"I firewall-cmd zone=public add-port 6547-tcp

"I firewall-cmd --runtime-to-permanent

[root@localbost "I firewall-cmd —-list-ports
b5
[root@localhost ~I8 _
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