Electric

-Se puede programar un M221 remotamente  LifelsOn | Schneider

de forma segura?

Pasos para configurar Secure Connect y programar un M221
desde Machine Expert Basic

Paso n° 1:Introduccién a Secure Connect
¢ Es posible conectarnos de forma segura a un M221 y poder programarlo?

Si, para esto podemos utilizar EcoStruxure Secure Connect Advisor (ESSCA) para conectarnos
remotamente de forma segura.

EcoStruxure Secure Connect Advisor permite a los operadores y expertos acceder, programar,
diagnosticar y solucionar problemas de las maquinas de forma remota.

Mas informacién sobre ESSCA aqui:

https://www.se.com/ww/en/work/services/field-services/industrial-automation/maintenance-and-support/ecostruxure-secure-connect-advisor.jsp
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Ingresamos con nuestros datos de Usuario y contrasefia como Administrador de GateManager,
previamente configurada nuestra pasarela (HMI, iPC,EdgeBox) con una licencia valida



Paso n° 2 :Nos dirigimos a SiteManager GUI
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Last heartbeat: 2020-08-12 15:41:26 (8 seconds age) Mext: 15:42:20 (in 00:40) 2

Abrimos el Site Manager GUI e, i521ee.04400
Operating System: Windows 7 SP1 (xB88)
Uptime: 50 minutes 20 seconds
Date/tima: 2020-08-12 15:41:25
GateManager Address: 13.73.240.101

Type: Schneider Electric Windows

Ingresar en SiteManager GUI dentro de nuestra pasarela que estemos utilizando.

Paso n°® 3:Agregamos el PLC (Device Agents)

Ecngcmxum 5S¢l :

Secure Conne SOl TR Elmctric

SETUP « GateManager Status Log »
About

Secure Connect SiteManager - Setup Assistant

1. GateManager: 13.79.240,101 Connected to 13.79,240.101:443 (LAN)

2. Device Agents: 4 up

2. Chat / Scratchpad: Empty

You can open the Setu Tt at any time by clicking on [55100 in the top menu.

T If you click on [1[511 it shows specific help for the current configuration page.
Fleaze consult the onfine help a5 your first step in soiving setup problems.

Abrimos para editar y agregar dispositivos debajo de nuestra HMI

Dentro de la configuracion del GateManager vamos a agregar el M221.



Paso n° 4:Introducir los datos del PLC a conectar

Ecod P trowre 3 .
Secure Conne @visor LT daniiet s‘ws'e\..d".r.‘.

SETUP » GateManager Status log = HELP
About

GateManager Agents - Setup Assistant

You can canfigurs 2n agent ko maniter & device cannected to the SiteManager Serial port
and TCP/IP enabled devices located on sither the DEY netwark ar Uplink netwark of the SiteManagen

Click [Maw], and give the Agent a name (this name will be what the LinkManager user will see),
and select a suitable device type (first vendar, then model]. Then dlick on to specify

the device address and other relevant parameters,

The SiteManager will instantly try to connect te the device. and if successful the Agent will

go IDLE and appear on the =nd zny Li that have been granted access to the
domain of the SitaManager.

If not successful, the Agent will report an error, and the agant will not be registered on
the GateManager and subsequently not on LinkManagers sither.

Introducimos los datos del M221 - Cantinue Setup » |

Using 4 of 5 extended agents
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Luego, guardamos el nuevo dispositivo con Nombre, Tipo y Direccién IP.

Paso n° 5:Damos al botdn conectar
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Last heartbeat: 2020-08-12 15:54:49 (2 seconds ago) Mext: 15:55:46 {in 00:27) &

{3@* M262 (SiteManager) - 192 168.34.132

Device Address: 152.168.24.6

Uptimea: 1 hour 2 minutes 44 seconds
Connections: 5

Failed conmects: [

Packsts Received: 5204
Packets Transmitted: 5823
Bytes Recsivad: 306254
Bytes Transmitted: 240855

Conectamos con nuestro PLC previamente configurado.



Paso n° 6: Desconectamos y damos continuar

& 5 SiteManager [HMIG5U2_559260]
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Device Address: 192.168.34.6

7 LinkManager already connected to a remote device

Disconnect and continue?
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& LinkManager: & & 09860 Lifsis On | Schneider

Si estabamos conectados a otro dispositivo, nos preguntara si queremos desconectarnos y conectarnos a
este nuevo. Decimos que Si.

Paso n°® 7: Conexién exitosa
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Tener en cuenta que solamente podemos conectarnos a un dispositivo a la vez.

Paso n° 8:Ver informacion de puertos abiertos para del dispositivo
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Agent Address

o M221  192.168.34.6

Si hacemos clic en el icono de Info veremos los puertos abiertos necesarios para

establecer la conexion.

Paso n° 9:Configuracion desde Machine Expert Basic

—————

Ecogtruxure'

EcoStruxure Machine Expert - Basic

1.0 SP2 build 64454

38% |

| Sebneider

Ioad Event aggregator manager

ESME Basic es el software para programar los PLC con referencia M221.

Paso n° 10:Agregamos la direccion IP del PLC remoto

Program error(s) detected Nol Connected

b o]

EcodPtruxure New project
Machine Expert-Basic D B B~ &~ ¥ R B &~ - B8 @~ D O K M com

x| Display

e
oy _H

x | Configuration Programming

~  Commissioning Local Devices & . [% Filter COM ports Ethernet Devices & . = [¥Fiter detected devices ~ Options <
Connect com3 192.168.34.132 Login
Controller Update coMs Logoit
Memory Management
Controller Info
RTC Management |
| Keep Modbus driver parameters Remote Lookup
UnitiD q Enter @ URL oran 1P address Add
PC to Contraller (download)
Fod Controfler to PC (upload)
Stop controller
Start Controller
Ingresamos la direccion del M221, e e
en nuestro caso 192.168.34.6
Stop simulator

Nos dirigimos a la pestafia Commissioning y agregamos en Remote Lookup la direccion IP asignada al
M221:



Paso n° 11: Conectar al PLC de forma habitual y conectarnos

Online

- @ Unknown stop reasan 0

Ecogtruxure *New pl’OjECt
Machine Expert - Basic ) i @~ & -

Programming Commissioning

~  Commissioning Local Devices = B Filter COM ports Ethernet Devices @ [l Filter detected devices Options %
Connect COM3 Login
Controller Update COMS B W 19216834132 \ Logout
Memory Management
Controller Info
RTC Management
B Keep Modbus driver parameters Remote Lookup
UnitiD Add
e e
Found: % PC and controller applications are identical Controller to PC (upload)
Reference Firmware Connection fs established
Controler TM22IMETSR/G 11022 (i) Application protection is not active on either both Siew sntmles
upload or download T
You should set active both application protections St Cauteer
Refer to Application Pratection view
Launch simulator
Stop simulator

Scan Time 116 ps

Hacemos un Login y nos conectamos al controlador como si estuviésemos en local.




