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Recycle Bin

— G Windows Server

@ Google Chrome Note: For this demonstration

s - X E vCenter is running on
/C) Search Server Manager Pc::vel?smsell Polvnvel?Sv;\Sell ISE Windows Server 2019

% Serv-er Manager & m _ Data Ce nter VM .

-
Windows
W Administrativ... Task Manager Control Panel

l Windows Accessories

l Windows Administrative Tools g

" Log into Windows VM and select Server
’ manager

l Windows Ease of Access Desktop... Event Viewer

l Windows PowerShell
== Windows Security

l Windows System
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fi Server Manager

Server Manager * Local Server

PERFORMANCE

IE8 Dashboard

&g File and Storag

Right-click on Tools and click Computer
B asees | Management.

Available Memory

WINVSAN

ROLES AND FEATURES

les a €3

WINVSAN

Feature XPS Viewer

Component Services

_ Computer Management

Defragment and Optimize Drives
Disk Cleanup

Event Viewer

iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (xB6)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup




A Computer Management

File Action View Help

e 25 6= BHE
,‘-j;-Computer Management (Local}” Name Eull Naroo Descrintion | Actions
v It System Tools e Admi . . T
omsrene gl Select Users and then right click ‘
2] Event Viewer P More Actions
: Shared Folders E‘JGueSt 1 th- d | t N U
3
LB .2 N this area and select New User
| Users
] Grous from the pop up.
"';-" Performance
check vmw... & Device Manager

&3 Storage
,j‘ Windows Server Backup
" Disk Management

[+ Services and Applications
New User..

Refresh
Export List...

View

Arrange lcons

Line up lcons

Help

12:39 AM

- s 10/14/2020 E1




=

Recycle Bin

’

Google
Chrome

check vmw...

A

[

File Action View Help

& =5 d

& Computer Management (Local) || Name

1/} System Tools
( :“ Task Scheduler
EI Event Viewer
31| Shared Folders
v ¥ Local Users and Groups

B Administrator
%4, DefaultAcco..
E;JG uest

| Users
_ Groups
“‘:gl" Performance
& Device Manager
v (=3 Storage
;j‘ Windows Server Backup
" Disk Management

4 Services and Applications

s WDAGUtility...

Full Name Description

Built-in account for administering ..
A user account managed by the sy..

New User ?

User name:
Full name:

Description:

Password:
Confirm password:

[v1 User must change password at next logon

User cannot change password
Password never expires

| Account is disabled

Actions

Users

More Actions

Enter the new user's name and password.

L

]N
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Recycle Bin

2P

Google
Chrome

check_vmw...

A

-7
File Action View Help

s HE a3 oE

& Computer Management (Local) || Name Full Name Description
1
v [} SystemTools !:-Administratcr Built-in account for administering ...

(L)
O Task Scheduler %, DefaultAcco.. A user account managed by the sy..
{i] Event Viewer P
) Guest New User ? X

22| Shared Folders @, WDAGULilit
Hity...
v wb' Local Users and Groups s ¥
| Users
_ Groups Full name: PowerChute Network Shutdown

User name: pensadmin

(%) Performance

& Device Manager PCNS user

Description:
v =3 Storage
s Windows Server Backup
+ Disk Management
% Services and Applications

rd at next logon

|| Password never expires

| Account is disable:

Actions

Users

More Actions

Note: the password should never expire.

1

I%
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A Computer Management

File Action View Help

{i? E‘;") ;'_ ; _‘_‘ = E Tﬁ

Actions

A‘ Computer Management (Local) Il

v System Tools

Task Scheduler

{2 Event Viewer
x| Shared Folders
v ¥ Local Users and Groups

Users

. Groups

@ Performance

Description

Built-in account for administering ...
A user account managed by the sy...
Built-in account for guest access t...

Name Full Name
E:-Administrator
4, DefaultAcco..
!&,Guest

i3 pcnsadmin
&4, WDAG

PowerChute Network Sh..  PCNS user
A user account managed and used..

& Device Manager
v g Storage

@ Windows Server Backdp

&+ Disk Management

Services and Applications

There is now a new local user
created on the Windows Server.

Users

More Actions

pcnsadmin

More Actions

A T ds
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After creating the local user on Windows VM log out of the
VM and log into vCenter Server via vSphere Web Client 6.7.

() Login X + - X

< C A Not secure | vesa7bkb.hbnblr.net/websso/SAML2/SSO/vsphere.local?SAMLRequest=zVRdb5swFH3frO0B%2BDwWZCS2olgdJk1aK1alayatrLZOCmsWRs5msg%2FfczIF.. W 9 :

VMware® vSphere

Download Enhanced Authentication Plugin

5 & m 2 & & O ~ s 111%?;;121!\210 %



Once in vSphere Client, select the top level, then open the
Permissions tab, and click + to add a new user.

(5] vSphere - VCSA X ‘ (5] vSphere - datas X | vsanhost1.hbnt, X | vsanhost2.hbnb X ‘ vsanhost3.hbnb X @ vSphere Web € X £2 Settings b3 ‘ + - X

< C' A Notsecure | winvcenter.scvmmblr.net/vsphere-client/?csp#extensionld%3Dvsphere.core folder.manage permissions%3Bcontext%3Dcom vmware.coremodel.. ¥ ¥ e :

vmware: vSphere Web Client fi=

Navigator - | ~# Work In Progress

Hosts &.. VMs Datasto... Networks Linked... Extensi...

Jquﬁ
TGroup Role Defined in
b @Standard VSAN cluster & VSPHERE.LOCAL\vsphere-webclient-8c2... = Read-only Global Permission
& VSPHERE.LOCAL\vpxd-extension-8c230f... = Administrator Global Permission
L VSPHERE.LOCAL\vpxd-8c230f60-ea3e-1... =~ Administrator Global Permission
& VSPHERE.LOCAL\Administrator Administrator This object and its children
&% SCVMMBLR.NET\Users Administrator Global Permission
ﬁ VSPHERE.LOCAL\AutoUpdate AutoUpdateUser Global Permission
& SCVMMBLR.NET\Domain Controllers Administrator Global Permission
&% SCVMMBLR.NET\Domain Admins Administrator Global Permission
&% SCVMMBLR.NET\DnsAdmins Administrator Global Permission
% SCVMMBLR.NET\Domain Computers Administrator Global Permission
@& SCVMMBLR.NET\Domain Guests Administrator Global Permission
@& SCVMMBLR.NET\Domain Users Administrator Global Permission
% SCVMMBLR.NET\Enterprise Admins Administrator Global Permission
% SCVMMBLR.NET\ESX Admins Administrator Global Permission
2% SCVMMBLR.NET\Guests Administrator Global Permission
&% VSPHERE.LOCAL\Administrators Administrator Global Permission

Top level

16 items =} Export= [ Copy =

1:42 AM
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[ vSphere -VCSA X | vSphere - data: X . vsanhostl.hbnt X o wsanhost2hbnb X .~ wvsanhost3.hbnb X @ vSphere Web €/ X £ Settings x | <+ = X
& - C A Notsecure | winvcenterscvmmblr.net/vsphere-client/?csp#extensionld%3Dvsphere.core folder. manage.permissions%3Bcontext%3Dcom.vmware.core.model. .

B v O

[] winvcenter. SCVMMBLR.net - Add Permission

Select the users or groups on the left and the role to assign to them on the right.

Users and Groups Assigned Role

The users or groups listed below are The users or groups obtain the permissions on the selected

assigned the role selected on the right on objects as defined by their assigned role.
'winvcenter. SCYMMBLR.net'.

[Administrator

User/Group Role Propag. .. .
~ Al Privileges
Alarms
AutoDeploy
Certificates
Content Library
Cryptographic operations
Datacenter
Datastore
Natactara rhictar
Description: All Privileges
[] Propagate to children

View Children

][ Cancel 1




(5] vSphere - VCSA X | 3 vSphere - datas: X /' vsanhostl.hbnb X vsanhost2.hbnt X * wvsanhost3.hbnb X @ vSphere Web € X L& Settings b3 | + - X

C A Notsecure | winvcenter.scvmmblr.net/vsphere-client/?csp#extensionld%3Dvsphere.core folder. manage.permissions%3Bcontext%3Dcom.vmware. core.model...

é

Select Users/Groups

Select users from the list or type names in the Users text box. Click Check names to
validate your entries against the directory.

Select User
created in the
Windows VM Users and Groups

['Show Users First ‘ = | @ pecnsadmin

2 A Description/Full name

DomaMLKVWNVCENTER "J

User/Group

& pensadmin PowerChute netork shutdown

Users: |WINVCENTER\pcnsadmin

Groups: |

Separate multiple names with semicolons = Check names

[ OK Cancel I

1:42 AM
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(5] vSphere - VCSA X | 3 vSphere - datas: X vsanhost1.hbnt X vsanhost2.hbnt X * wvsanhost3.hbnb X @ vSphere Web € X L& Settings b3 | + - X
C A Notsecure | winvcenter.scvmmblr.net/vsphere-client/?csp#extensionld%3Dvsphere.core folder. manage.permissions%3Bcontext%3Dcom.vmware. core.model...

e

Select Users/Groups

Select users from the list or type names in the Users text box. Click Check names to
validate your entries against the directory.

Domain: [ WINVCENTER ‘ = J

Users and Groups

['Show Users First ‘ = |" @ pecnsadmin

2 A Description/Full name

User/Group

& pensadmin PowerChute netork shutdown

Click Add
then OK

Users: |WINVCENTER\pcnsadmin

Groups: |

Separate multiple names with semicolons = Check names

1:42 AM
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Select Administrator from the Assigned Role drop-down, select “Propagate
to children” then click OK.

[ vSphere - VCSA X | vSphere - datas X | . vsanhostl.hbnb X l o vsanhost2.hbnb X | .~ vsanhost3.hbnb X

(@ vSphereWeb C X | & Settings X | + - X
& >

C A Notsecure | winvcenter.scvmmblr.net/vsphere-client/?csp#extensionld%3Dvsphere.core folder.manage permissions%3Bcontext%3Dcom.vmware.coremodel... ¥ 3¢ e

[ winvcenter.SCVMMBLR.net - Add Permission

Select the users or groups on the left and the role to assign to them on the right.

Users and Groups Assigned Role

The users or groups listed below are
assigned the role selected on the right on
‘winvcenter. SCVMMBLR.net'.

The users or groups obtain the permissions on the selected
objects as defined by their assigned role.

[ Administrator | -]
User/Group Role Propag...

& WINVGE.. Administr.. Yes ¥V ATPTIEges

v Alarms

v AutoDeploy

v Certificates

v Content Library

v’ Cryptographic operations

v Datacenter

v Datastore

& «f Natactnra rhictar

Description: Al Privileges
Y| Pfopagate to children

Add.. || Remowe | View Children




There is now a new user listed for vCenter Server.

€ - C A Notsecure | winvcenter.scymmbir.net/vsphere-client/?csp#extensionid%3Dvsphere.core.folder manage.permissions%3Bcontext%3Dcom.ymware.core.model.. ¥ ¥ e §

vmware* vSphere Web Client fi= Updated at 1:48 AM {) | | Launch vSphere Client (HTML5) | | Administrator@VSPHERELOCAL = | Help - | (COE

Getting ... Summary Monitor Configure (Parmis... | Datace.. Hosts&.. VMs Datasto.. Networks Linked.. Extensi... @ winveenter SCYMMBLR...

5 I (q Filter -
{71 winvcenter. SCVMMBLR net + 7 a J
~ | Datacenter User/Group Role Defined in

» B Standard VSAN cluster ! QCALsphere-webclient-8c2...  Read-only Global Permission

Administrator Global Permission
.LOCAL\wpxd-8c230f60-eale-1... Administrator Global Permission
& VSPHERE LOCAL\Administratar Administrator This object and its children
&5 SCVMMBLR.NET\Users Administrator Global Permission
% VSPHERE.LOCAL\AutoUpdate AutoUpdateUser Global Permission
& SCVMMBLR NET\Domain Controllers Administrator Global Permission
a SCVMMBLR.NET\Domain Admins Administrator Global Permission
% SCVMMBLR.NET\DnsAdmins Administrator Glebal Permission
& SCVMMBLR.NET\Domain Computers Administrator Global Permission
& SCVMMBLR.NET\Domain Guests Administrator Global Permission
% SCVMMBLR.NET\Domain Users Administrator Global Permission
&% SCVMMBLR.NET\Enterprise Admins Administrator Global Permission
% SCVMMBLR.NET\ESX Admins Administrator Giobal Permission
& SCVMMBLR.NET\Guests Administrator Global Permission
&5 VSPHERE.LOGAL\Administrators Administrator Global Permission

i 16 items [=p Export = [ 5 Copy~




3 vSphere X | vsanhost X | vsanhost. X vsanhost: X (@) vSphere' X ¥ Settings X | vsanhost X | (& wSphere ! X | 3 Settings X | + - al X
< C A Notsecure | winvcenter.scvmmblr.net/vsphere-client/?csp#extensionld%3Dvsphere.core. host manage permissions%3Bcontext%3Dcomvmware.coremodel%2.. ¥ ¢ e :

vmware* vSphere Web Client  f= Updated at 1:48 AM {) | | Launch vSphere Client (HTMLS) | | Administrator@vsPHERELOCAL ~ | Hep ~ | (EN

Navigator % | [B10479.282450 | & @ [ (10 [ | {EActions v # Work In Progress
" @ winveenter.SCVMMBLR...

! “| | Getting Started  Summary  Monitor  Configure | Permissions | VMs Datastores Networks
[o]l® 8 @ __ e
w [ winvcenter. SCVMMBLR.net

+ [I Datacenter 48
[ Standard VSAN cluster Administrator i winvcenter. SCVMMBLR.net

L 10.179.232.150 ' .. Read-only Global Permission

E‘ 10.179.232.151 - ... Administrator Global Permission

Rale Defined in

@usanhclsta.hbnblr.net .. Administrator Global Permission
b 3F vApp_Master - Administrator {51 winvcenter. SCVMMBLR.net
&) rhel 7.6 \ Administrator Global Permission

@VSN\Q AutoUpdateUser Global Permission
5 VSAN3

' : ' L AR Sl S
(55 VSAN4

ay Win10_151 If you click on the individual host in the inventory list

= win2016Jp_152
{5 Windows_151 ” h h h b d d d h I
- ——— you will see that the new user has been added to them also.
ﬁbwinvcenterﬁ?_zsz i%; SCVMMBLR.NET\Domain Users Administrator Global Permission
2 l:,'_.vsanhosrﬁ.hbnbir.ner £% SCVMMBLR.NET\Enterprise Admins Administrator Global Permission
;& SCVMMBLR.NET\ESX Admins Administrator Global Permission
&% SCVMMBLR.NET\Guests Administrator Global Permission
3 VSPHERE.LOCAL\Administrators Administrator Global Permission

17 items | = Export ~ |5 Copy~

2111 AM
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The next step is to log out of vCenter Server and log into
each individual host via vSphere Web Client 6.7.

vSphere - VCSA X | vsanhost1.hbni X | vsanhost2.hbnt X | vsanhost3.hbnt X | @ vSphere Web C' X ] ¢ Settings X Log in - VMwa' X

<« + C A Notsecure | 10.179.232.150/ui/#/login

User name

vmware ESXi

Password

1:58 AM
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Users, then Add user.

Once logged in, click Manage, open the Security & users tab, click
[y vSphere - VCS! x| vsanhostl.hbnt X vsanhostZhbno X vsanhost3.hbn

< &

x | (& vSphere Web €' X | £ Settings b4 vsanhost1.hbnb X + — o x
A Not secure | 10.179.232.150/ui/#/host/manage/security/users w 9 :
vmware ESXi" root@10.179.232.150 v | Help v
15 Navigator Q vsanhost1.hbnbir.net - Manage

System Hardware

Licensing Packages

4 Acceptance level @
Authentication
.1 Virtual Machines

~ J Storage

Services Security & users 2

@ Refresh

User Name

~ Description
‘ u root
~ B datastore2

Administrator
S —™”
. Rolé
Monitor
Lockdown mode
More storage...

1 items
F
Q Networking

- | Recent tasks

Task

Target v Initiator v | Queued v Started v | Result a »| Completed v
Find By Ip None HENEBLRadmini 10/14/2020 01:49:05 10/14/2020 01:49:05 Comph 10/14/2020 01:49:05
Find By Ip None HBNBLRadmini 10/14/2020 01:48:05 10/14/2020 01:49°05 0 Completed successfully 10142020 01:48:05

1:58 AM

(i P
1041472020 E1



5] vSphere - VCSA X [ vsanhostl.hbnb X [ vsanhost2.hbnb X | vsanhost3.hbnb X | @ vSphere Web € X | £ Settings vsanhostl.hbnb X

3 C A Notsecure | 10.179.232.150/ui/#/host/manage/security/users

‘KE Add a user

User name (required) ‘ pcnsadmin
Description ‘ PCNS user
Password (required)

Confirm password (required)

2:00 AM

A T s 10/14/2020 E1

Add the login, and password. Be sure to use the same login name and password
as entered into the Windows VM and click OK.




(5] vSphere -VCSA X |

vsanhostl.hbnb X |

vsanhost2.hbnb X |

< C A Notsecure | 10.179.232.150/ui/#/host/manage/security/users

vmware ESXi”

€) Userpensadmin added successfully

v LfJ Host
Manage

Monitor

(%l Virtual Machines
~ [ storage
~ [ datastore2
Monitor
More storage...

€3 Networking

System Hardware

Acceptance level
Authentication

Certificates

Roles

Lockdown mode

Licensing Packages

%8 Add user # Edit user

User Name

root

pcnsadmin

Services

Security & users

vsanhost3.hbnt X | @ vSphere Web €| X | L& Settings X

root@10.179.232.150 v | Help v |

& Remove user | € Refresh

v Description

Administrator

PCNS user

vsanhost1.hbnt X

+

| @ Search

2 items
4

| Recent tasks

Task

Find By Ip
Find By Ip
Find By Ip
Find By Ip
Find By Ip

Find By Ip

B &

v | Target
None
None
None
None
None

None

9 4

v

Initiator

HBNBLR\admini...

HBNBLR'\admini

HBNBLR\admini

HBNBLR\admini...

HBNBLR\admini

HBNBLR\admini...

Queued

1011412020 01:59:07
1011412020 01:59:07
1011412020 01:51-05
10/14/2020 01:51:05
1011412020 01-49:05

10/14/2020 01:49:05

v | Started
10/14/2020 01:59.07
10/14/2020 01:59-07
10/14/2020 01:51:05
10/14/2020 01:51:05
10/14/2020 01:49:05

10/14/2020 01:49:05

v

Result a

o Completed successfully
O Completed successfully
o Completed successfully
0 Completed successfully
o Completed successfully

O Completed successfully

There is now a new user created on the host.

T

Completed v

10/14/2020 01:59.07
10/14/2020 01:58:07
10/14/2020 01:51:05
10/14/2020 01:51:05
10/14/2020 01:49:05

10/14/2020 01:49:05

2:01 AM
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Right-click on Host, and click Permissions.

[ vSphere -VCSA X ’ vsanhostt.hbnb X ‘ vsanhost2.hbnt X | vsanhost3.hbnb X ‘ (& vSphere Web C| X [ £ Settings x vsanhost1.hbnb X + - X

4 C A Notsecure | 10.179.232.150/ui/#/host T e

vmware ESXi”

“1% Navigator \‘ [ vsanhost1.hbnbir.net

m CPU

; o ) - = ‘
T [§ Host e with vCenter Server | {31 Create/Register VM | [J Shutdown [Bg Reboot | & Refresh | 4(F Actions q

USED: 325 MHz

FREE: 14.1 GHz

] Manage with vCenter Server CAPAGITY: 14.4 GHz

vsanhost1.hbnblr.net
6.7.0 Update 3 (Build 16316930) MEMORY FREE 4742 GB

Normal (connected to vCenter Server at 10 179 232 199) [ ] 26%
0.18 days USED: 16.36 GB CAPACITY: 83.78 GB

Monitor
Version

State:
Uptime:

Disconnect from vCenter Server
3l Virtual M

~ H storage
~ [ datas

Monil

Create/Register VM
STORAGE FREE 5.77 TB

Shut down
USED: 227.36 GB CAPACITY. 6 TB
Reboot

More

4 i Services
Q Network ’ host is being managed by vCenter Server. Actions may be performed automatically by vCenter Server without your knowledge. -ﬂ- Actions

Enter maintenance mode

- Configuration

Dell Inc. Image profile (Updated) ESXi-6.7.0-20191204001-standar

%3 Generate support bundle

ﬁ Get SSH for Chrome v | Initiator v | Queued v Started v Result a v | Completed »

Find By Ip
Find By Ip
Find By Ip
Find By Ip
Find By Ip

Find By Ip

b3

HBNBLR'admini..

HBNBLRadmini

HBNBLRadmini

HBNBLR'admini..

HBNBLR'admini

HBNBLRadmini

9 4

B &

10/14/2020 01:59:07

10/14/2020 01:58:07

10/14/2020 01:561:05

10/14/2020 01:51:05

10/14/2020 01:49:05

10/14/2020 01:49:05

10/14/2020 01:59.07

10/14/2020 01:59:07

10/14/2020 01:51:05

10/14/2020 01:51:05

10/14/2020 01:49:05

10/14/2020 01:49:05

o Completed successfully
Q Completed successfully
o Completed successfully
o Completed successfully
o Completed successfully

O Completed successfully

10/14/2020 01:59.07
10/14/2020 01:58:07
10/14/2020 01:51:05
10/14/2020 01:51:05
10/14/2020 01:49:05

10/14/2020 01:49:05

2:01 AM
10/14/2020
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[ vSphere - VCSA X vsanhostt.hbnb X ‘ “ wsanhost2.hbnb X vsanhost3.hbnb X | (&) vSphere Web €' X | £ Settings X vsanhost1.hbnk X + - X

=
Q@

< (G A Not secure | 10.179.232.150/ui/#/host

E_-, Manage permissions
[§ Host Assigh-usdeand roles for Host
4 Add user
Role

Administrator

HBNBLR\administrator Administrator
root Administrator

vpxuser Administrator

4 items
4

https://10.179.232.150/ui/#

2:02 AM =)
10/14/2020 1




Select the new user, select Administrator from the drop-
down, then select “Propagate to all children” and click OK .

3 vSphere - VC52 X | vsanhostl.hbnt X vsanhostZhbno X vsanhost3.hbnt X | [SJ vSphere Web € X | £ Settings x vsanhost1.hbnb X -+ - al X

< C A Notsecure | 10.179.232.150/ui/#/host

&\, Manage permissions

[ Host Add user for Host

No cryptography administrator
Select a role
No cryptography administrator

e S
pagate to all children | Read-only

Administrator

Root

System
Global
Folder
Datacenter
Datastore
Network
DVSwitch

ancel | | Add user




There is now a new user listed for the host with
Administrator permissions.

5] vSphere - VCSA X vsanhostl.hbnb X | vsanhost2.hbnb X | vsanhost3.hbnb X ‘ (&) vSphere Web C| X [ £ Settings b vsanhost1.hbnl X + - X

& C A Notsecure | 10.179.232.150/ui/#/host r O

2-, Manage permissions

E] Host Assign users and roles for Host

4 Adduser [ Remove user s Assign role

User a ~  Role

deui Administrator
HBNBLR\administrator Administrator
Administrator

Administrator

5 items
£

=W Ny Ty P

Note: The steps starting on page 16 need to
be performed for each individual host that will
be shutdown.
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