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Device Classes

e Scanner:
Acts as a Client in /O communication
Originates message requests
Consumes data

e Adapter:
Acts as a Server in I/O communications
Target for message requests
Produces data

\| Scanner
Ii_—ll-ilj
fLos fLos !
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Adapters anirasFion
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Device Classes

Scanner e Scanner:
Acts as a Client in I/O communication

Originates message requests
Consumes data

— J e Adapter:

Acts as a Server in /O communications
Target for message requests
Produces data

Scanner &
Adapter e Scanner as an Adapter

Scanner class device acting as an
Adapter through Local slave function

[————1

Adapters anirasFion
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Device Classes

Listen-only
Scanner

e Scanner:
Acts as a Client in /O communication
Originates message requests
Consumes data

e Adapter:
Acts as a Server in I/O communications
Target for message requests
Produces data

\| Scanner &
Adapter e Scanner as an Adapter

_—llwﬂ
‘ Scanner class device acting as an
Adapter through Local slave function
e Listen-Only Scanner
Subscribes to another PLC’s I/0 B
Adapters communications A

animation
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Messaging Types

Implicit Messaging
(Class 1)

ke

|( \| Scanner
_‘-III’F
|
I EJ g

Adapters
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e Scanner:
Initiates request (Originator)
Establishes connections
Dictates Request Packet Interval (RPI)
Consumes data & writes outputs (if needed)

e Adapters:
Acknowledge request (Target)
Accept connections
Collect and prepare data
Produce data & accept output writes

e Details:
Inputs: UDP Multicast messages
Outputs: UDP Unicast messages

[————1
-]
animation
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Messaging Types

Explicit Messaqging
(Class 3)

12

|( \| Originator
)
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Targets
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e Originator:
Initiates request
Establishes connections (as needed)
Acknowledges response

e Target:
Acknowledge request
Accept connections (if needed)
Collect and prepare data
Respond to request

e Detalils:
TCP-based
Unicast messages

[————1
-]
animation
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Tested Architecture

EtherNet/IP Class 1

Adapter or ‘Target’

eP58
4040

e
CP3
2000
I

[EEE] =

Communications

M580 Platform via embedded

Ethernet port
192.168.20.10/24

Assembly

Qutputs (T -= Q)

Inputs (O -=T):

Kl

Configuration:

Qutputs (T -= Q) Size;

Inputs (O -= T) Size:

Configuration Size:

Scanner or ‘Originator’

ConneXium managed
Ethernet switch

256

256

o]
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(1-509) Bytes

(1-505) Bytes

[0-200) Words

AB ConrolLogix L5572 V20
ENBT Single port
192.168.20.155/24

EIP I/O connection
information from M580
DTM config required
for Logix versions <
V20 (V20+ can use an
EDS file)



M580 Adapter Configuration

E?

BMEFSRE_ECFLU
Communication
BME P52 4040

&

=

B

Channel Properties
TCR/P

Services

Address Server
EtherMet/IF Local Slaves
Local Slave 1

Items

- Local Slave 2

Items

Local Slave 3

Items

Device List
[037] MIC1 <EIP: 192.168.2012=

.

&

Read Input / Write Cutput Data
Items

[038] MMNOCT <EIP: 192.168.20.100=

Local Slavel - Exclusive Owner
Items

m

Properties

Mumber:

Comment:

Connection Bit:

Assembly

Outputs (T -= O):

Inputs (O -=T):

Configuration:

033 Active Configuration:

For Rockwell to read and write to the M580 -

4 } )

385

101 Outputs (T -> O) Size: 256 (1-509) Bytes
102 Inputs (O -= T) Size: 256 (1-505) Bytes
103 Configuration Size: 0 (0-200) Words

e 256 bytes in/out translates to 128 16bit words in/out
e Total of 512 bytes transferred between devices
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M580 Adapter Input/Output

Ei‘.

BMEP58_ECPU
Communication
BME P58 4040

Schneider
a' Flectric

i

- Channel Properties

TCR/IP

. Services

Addresz Server

EtherMet/IP Local Slaves

Local Slavel
Items
Local Slave 2
Items
Local Slave 3
Items

Device List

&

[037] NIC1 <EIP:192.168.20.12>

Read Input / Write Output Data
Items

[038] MMOCT <EIP: 192.168.20.100=

Local Slavel - Exclusive Owner
Items

m

-

Input | Input (bit) | Output | Output

(bit) |

Offset/Device | Offset/Connection

E\Dm"dmu'l-hWNl—l

Item Mame -

(4

2 BLOCK_II2

3

4 BLOCK_II4

5

6 BLOCEK_IIG

7

g BLOCEK_IIS

9

10 BLOCK_II10 -

Default Item Mame Root

BLOCK

| Define Item(s) |

| Deleteltems) |

l Show Properties ]

elect a region and dick on the "Define Item(s)” button to create

- ane or several item(s)
- an array

e Set Input and Output items to 16bit INTs (Inputs shown as
example)
e Helps determines data type used in RSLogix5K

e Not strictly necessary, but makes application easier to move INTs
around instead of bytes
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ControlLogix Scanner Config

Controller Organizer

31X

=53 Controller CommTest

A Controller Tags

----- (3 Controller Fault Handler

----- [23 Power-Up Handler

(=425 Tasks

B@ MainTask

E|E§ MainProgram

Parameters and Local Tags
EﬁMainRoutine

----- [(3 Unscheduled Programs / Phases
[—]@ Meotion Groups

- Data Types
L3 User-Defined
C@o Strings

[ Add-On-Defined

-5 Module-Defined

----- e, Logical Model
=5 1/0 Configuration
-E31756 Backplane, 1756-A4

f4 [0]1756-L72 CormmTest
Bl [1]1756-ENET/A Single_Port
E|§5 Ethernet
- fl ETHERMET-BRIDGE M580_System
i - CIP Bus
- fl 0 CIP-MODULE L51

By adding a CIP bridge it allows you
to read multiple local slave instances

Controller Tags - CommTest(controller)

It ]

from the M580’s embedded

Ethernet port.

Enter its IP address
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o s o o T .
Select Medule Type )
Catalog | Module Discovery | Favorites
Enter Search Text for Module Tipe... Hide Filters %
= Module Type Category Filters s Module Type Vendor Filters il
[ Analog I Allen-Bradley ‘E ‘
Communication Endress+Hauser —
[ Communications Adapter FANUC CORPORATION
[ Controller FAMNUC Robotics America
[ Digital - Mettler-Toledo -
w (atalog Number Description Vendor Category o
1788-ENET 17282 10100 Mbps Ethemet Bridge, Twisted-Fair Media  Allen-Bradley Communication
1754-AENT 1754 10100 Mbps Ethemet Adapter, Twisted-Pair Me...  Allen-Bradley Communication
1754-AENTR 1754 10/100 Mbps Ethemet Adapter, 2-Port, Twisted-..  Allen-Bradley Communication
153-DNENCAT Ethemet to DeviceMet Communications Audliany Allen-Bradley Communication
153-DNENCATR Ethemet to DeviceMet Communications Awdliary, 2-Port Allen-Bradley Communication
Drivelogocs730 Ethemet ... 10/100 Mbps Ethemet Port on Drivelogix5730 Allen-Bradley Communication
E1 Plus Electronic Overoad Relay Communications Interface Allen-Bradley Communication
EtherMet/IP SoftLogix5800 EtherMet 1P Allen-Bradley Communication
{ ETHERMET-BRIDGE Genernic BtherNet/IP CIP Bridge Allen-Bradley Communication
ETHERNET-WODULE (zenenc tthemet Module Alen-bradlev Communication
IL434-AENWG 1734 Wireless Ethemet Adapt 7 Module P s R Sinale P ETHERNET-BRIDGE 1.1 @
IND131 Ethemet/IP Scale Teminal e - )
IND5&0 Ethemet/IP Scale Terminal
General |Connection Module Info | Port Configuration | Port Diagnostic5|
Type: ETHERMET-BRIDGE Generic Etherfet/IF CIP Bridge
Parent: Single_Port
Add / Host N
Mame: M580_System ress £ nost Name
Description: @ IP Address: 12 168 . 20 . 10
- () Host Name:
Status: Offline [ ok || Cancel Apply Help




ControlLogix Scanner Config

Controller Organizer « 0 X

| ?tSelect Meodule Type )

=27 Controller CommTest
Controller Tags

----- [>T Controller Fault Handler
----- [ Power-Up Handler
=145 Tasks

B% MainTask

Ba MainProgram

Parameters and Local Tags

-3 Motion Groups
L..[23 Ungrouped Axes
----- [ Add-On Instructions
=3 Data Types
E@o User-Defined
L3 Strings
.0 Add-On-Defined
14, Predefined
53 Madule-Defined
----- 3 Trends
----- T, Logical Model
=23 /0 Configuration
E|- 1756 Backplane, 1756-A4
L..[f0 [011756-L72 CommTest
& f] [1]1756-ENET/A Single_Port
| [ Ethemnet
& f ETHERMET-BRIDGE MS580_System
. 563 CIP Bus
i ] 0 CIP-MODULE LS1
.. f] 1756-EMBT/A Single_Port

Catalog | Module Discovery | Favorites

Enter Search Text for Module Type...

Clear Filters

Hide Filters 2

ETHERMET-BRIDGE

Geperic FtherMet/IP CIP Bridge

ETHERNET-MODULE Generic Bthemet Module

ess Ethemet Adapter, [wisted-|

ERL

IND131 Ethemet/IP Scale Terminal

IND5ED Ethemet/IP Scale Teminal

IND720 Ethemet/IP Scale Terminal

PSSCEMNA Ethemet Adapter, Twisted-Pair Media
Stratic 8000 & Port Managed Switch

Stratoc 3000 10 Port Managed Switch

Stratoc 8000 14 Port Managed Switch

Stratoc 3000 18 Port Managed Switch

Stratoc 8000 22 Port Managed Switch

Stratioc 3000 26 Port Managed Switch

e At this point you can
for every local slave instance.
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Allen-Bradley
Frosof
Mettler- Toledo
Mettler-Toledo
Mettler-Toledo

Parker Hannffin ...

Allen-Bradley
Allen-Bradley
Allen-Eradley
Alen-Bradley
Allen-Eradley
Allen-Bradley

ecnnal...

LQMMUnIcgtio
Communication
ommurication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Communication

add multiple Generic Ethernet modules,

Module Type Category Filters & Module Type Veendor Fiters il
[7]  MotorStarter Allen-Eradley ﬂ
[T PowsrMaonitor 5000 Seres Endress+Hauser
[7] Programmable Logic Controller FAMUC CORPORATION
[7] sCAMport Drives on EtherMNet/IP (o FANUC Fobotics America
[ Specialy - Mettler-Toledo -
w (Catalog Mumber Description Vendor Category -
153-DNEMCATR Ethemet to DeviceMNet Communications Awdliary, 2-Port Allen-Bradley Communication
Drivelogic5730 Ethemet ... 10/100 Mbps Ethemet Port on DrivelLogx5730 Allen-Eradley Communication
E1 Plus Blectronic Overdoad Relay Communications Inteface Allen-Bradley Communication
EtherMet /1P SoftLogic5800 EtherMet/IP Allen-Bradley Communication

m

one




7 | Medule Properties Report: M580_Systermn (CIP-MODULE 1.1) : i
Comm format comes from design
General | Connection | Module nfo | decision to use 16bit INTs on
Type: CIP-MODULE Generic CIP Madule M 580
Parert: M580_System Instances are from M580 DTM
S LSt Connection Parameters configuration page or user
fssembly manual
Description:  Lecal Slave 1 - e Size: . .
scnption: put. 101 128 =] (165i) Size is from number of bytes
- 0 — selected in M580 DTM config
Output: b2 128 = (16bit) .
Comm Format: | Datz - INT (256 bytes each instance, so
. : Corfiguration: | 103 [ ~ (Bbit) 128 16bit INTS)
Address: U :
5] Module Properties Report: M580_System (CIP-MODULE 1.1) =D
Status: Running [ oK ] I Ca
General | Connection | Module Infn::nl
M580 will publish data at 30ms Requested Packet Interval (RPI): 300 ms (0.2- 750.0ms)
(T—O0) (typically multicast unless [ Inkibit Module

option is checked for unicast, i.e.

. [] Major Fault On Controller If Connection Fails While in Fun Mode
this example)

ContrO”_OgiX will pUblISh data at 30ms Use Unicast Connection over BtherMNet/ 1P
(O—T) (unicast)
Unicast is typically recommended Module Fautt

unless multicast is required.
Scanner determines what type to
use.

ControlLogix does NOT have a slave
adapter, so bidirectional Class1 . — —
communications have to be set Stats: Offine _ .
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M580’s Local Slave input/output area
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= -@ BMEP58_ECPU_LS1 T_BMEP58_EC... | Local Slave 1

----- & Freshness 1 BOOL Global Freshness

----- & Freshness_1 1 BOOL Freshness of Object

=i Inputs T_BMEP58_EC... | Input Variables
----- & BLOCK_IID 11 INT
----- & BLOCK_lI2 12 INT
_____ : ESEH; E m Local Slave input area is the
..... @ BLOCK 118 15 INT area that ControlLogix writes to.
----- & BLOCK_II0 16 INT
----- & BLOCK Il2 17 INT Originator to Target
----- & BLOCK_II14 18 INT ClLogix to M580
----- & BLOCK_II6 13 INT
----- & BLOCK |18 20 INT »y
----- & BLOCK_lI20 21 INT
----- & BLOCK_lI22 22 INT
----- & BLOCK_lI24 23 INT
----- & BLOCK_lI26 24 INT
----- & BLOCK_ |28 25 INT
----- & BLOCK_II30 26 INT
= B Freel ARRAY[D..223] ... | Unused Varable

= -@ BMEP58_ECPU_LST T_BMEP58_EC... | Local Slave 1

----- & Freshness 1 BOOL Global Freshness

----- & Freshness_1 1 BOOL Freshness of Object

- i@ Inputs T_BMEPS8_EC... | Input Yarables

-l Outputs T_BMEPSE_EC... | Output YVarables
::: gg:—g:g :g‘: ::I Local Slave output area is the data that we
..... & BLOCK QM 102 INT __/ publish or write to ControlLogix.
----- # BLOCK_QI6 103 INT o
..... & BLOCK QI8 105 INT Target to Originator
----- # BLOCK QI10 106 INT M580 to ControlLogix
- B Freel ARRAYTD. 243] ... | Unused Varable
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ControlLogix’s input/output area

A Controller Tags - CommTest{controller)
Scope: ﬁICDmmTest » Show: Al Tags
MName —z|w | Value # | Force Mask & | Style Data Type
—|-M580_System:0:0 Data oot {...}|Decimal INT[128]
+/-M530_System:0:0 Data[l] - 11 Decimal INT
+|-M580_System:0:0 Data[1] 12 Lecimal INT
+ M580_System:0:0.Data[2] 13 \\\-w\f Outout of
+ M580_System:0:0.Data[3] 14 Decimal ~~— utput o
+ M580_System:0:0 Data[4] 15 Decimal INT Originator
+|-M580_System:0:0.Data[5] 1a Decimal INT . .
+/-M580_System:0:0.Datalk] 17 16 |Decimal INT ertten to InpUt
+-MB20_System:0:0.Data[7] 18 Decimal INT Of target_
+|-M580_System:0:0.Data[8] 13 Decimal INT )
+/-M530_System:0:0 Data[] 20 Decimal INT
+|-M580_System:0:0.Data[10] 21 Decimal INT
+/-M580_System:0:0 .Data[11] 22 Decimal INT
+/-M5830_System:0:0 Data[12] 23 Decimal INT
+-M580_System:0:0.Data[13] 24 Decimal INT
paRNIE b Controller Tags - CommTest{controller)
+/-M580_System:0:0 .Data[1!
+ M580_System:0:0.Data[1{ | Scope: [0 CommTest » Show: All Tags
+/-M580_System:0:0.Data[1] Mame =g = | Value & | Force Mask & | Style Data Type
+ M580_System:0:0.Data[1§ —|-M580_System:0: Data [...} I...} |Decimal INT[128]
+-M580_System.0:0.Data[1; +| M580_System:0:| Data[l] 100 Decimal INT
( f \_,/ +-M380_5System:0:1.Data[1] 101 Decimal INT
InpUt 0 +/-M580_System:0:1.Data[2] 102 Decimal INT
- - - , n. N
originator being + M580_System:01 Datal’] 103 Decimal INT
+/-M580_System:0:1.Data[4] 105 Decimal INT
updated by | M580_System:0:|. Data[5] 106 Decimal INT
) M. -
Target’s output - - Deciml INT

g




Unity Diagnostics for Healthy Connection

EMEFP5E_ECPU
i' Communication
BME P58 4040

=@ BMEPSS ECPU

..... @ Local Slavel

@ [037] NICL <EIP: 19216820125

. . @ Read Input/ Write Output Data

5@ [038] MNOCT <EIP: 192.168.20.100>
...@ Local Slave 1 - Exclusive Owner

..... Logging

Local Slave Diagnestic | /0 Values

b % Output
=[] Counter
- % Frame Error

, ...... % Time-Out

, ...... % Refused

o @ Production

- @ Consumption

o @ Production Byte

- @ Consumption Byte

o @ Theoretical Packets per second
oo @ Real Packets per second
=[] Diagnostic

“ @ Production Connection ID

> ------ % Consumption Connection ID
, ...... % 0 -=TAPI
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30517
30510
7837952
7993020
=13

70

045 163E3A
0x00BD 1401
30000
30000
30000

m
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Unity Diagnostics for IO Values

BMEPSE_ECPU
li' Communication
BME P58 4040

=@ EMEP58 ECPU

----- [ B | ocal Slavel

=@ [037] NICL <EIP: 192.168.20.12>

...® Read Input / Write Output Data

2@ [038] MNOCL <EIP: 192.168.20.100>
.. @ Local Slave 1 - Exclusive Owner

Lagging

1L} I

| Local Slave Diagnostic

Refresh every 500 meec

Input

0B 00 OC 00
OF 00 10 00
13 00 14 00
17 00 18 00
1B 00 1C 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00

Output

15 00 1& 00
1% 00 1a 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00

oD
11
15
13
1D
aa
oo
aa
aa
aa

17
oo
aa
aa
aa
0o

aao
aao
oo
oo
aao
aao
oo
oo
aao
aao

aao
oo
oo
aao
aao
oo

170 Values

0E
12
16
iz
1E
aa
oo
aa
aa
aa

18
oo
aa
aa
aa
oo

m

m

Length

Status

Length

Status

258 bytes
(]
255 bytes
a
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EtherNet/IP Class 3 communication,
Explicit messaging

EtherNet/IP Class 3
Communications
Message Originator Message Target

— m —
CPS P58
2000 4040

[EEE =

M580 Platform via embedded AB ConrolLogix L5572 V20
Ethernet port e ; ENBT Single port
192.168.20.10/24 > 192.168.20.155/24

ConneXium managed
Ethernet switch

e Explicit Messages can be originated from the M580 or the ControlLogix
PACs. This example demonstrates M580 as the message originator.

e In M580 platform DATA_EXCH FB is used to read a tag from ControlLogix

Schneider Electric - Innovation & Technology — Network Competency Center 17



Explicit Message — DATA EXCH

To read a single double integer tag names parts from ControlLogix Controller

R_TRIG 2
3 B
R_TRIG 4 4
AND E
WST— CLK Q EN ENO— MOVE
Mngpram{[3] <=~ RequestSize—] IN1 oUT EN ENO—
Mngpram[1] = 0— INZ2 ReguestSize—IN OUT —Mngpram{3]

3

)
_ . DATA_EXCH

{(Mngpram{0].0 = 0) AND (Mngpram[3] = ReguestSize)}l— EN EMO—

ADDM{"D.0.2{192.188 20 1EEJUNC.CIFF}—ADR  RECF|—DataReceived
ActionType2— TYP

EIPReguest— EMIS

Mngpram— GEST-GEST —Mngpram

The online help can be used for information on the DATA_EXCH function
block. However the programmer must be familiar with the CIP request in
its entirety. The EMIS is an array that contains the CIP request.

The next page outlines the request in detail. The request example is to
read a single tag named parts.
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CIP Request

Variable EIPRequest is assigned to EMIS pin on the DATA_EXCH function block.

The request is divided to two parts the CIP header and CIP request. EIPRequest[0]
through EIPRequest [2] are part of the CIP header.
Indicating service request is an unconnected, with the provided path to the
connection manager.

= Common Industrial Protocol
= Service: Unknown Service (0x52) (Request)

Request/Response: Request (0x00)

service: unknown (0x52)

Request Path Size: 2 (words)

Request Path: Connection Manager, Instance: 0x01

# Path Segment: 0x20 (8-Bit Class Segment)

# Path Segment: 0x24 (8-Bit Instance Segment)

0

m

IPRequest
EIPRequest[0]
EIPRequest[1]
EIPRequest[Z]
EIPRequest[3]
EIPRequest[4]
EIPRequest[5]
EIPRequest[6]
EIPRequest[/]
EIPRequest[8]
EIPRequest[3]
EIPRequest[10]
EIPRequest[11]
EIPRequest[12]

L0 L Lt g

.101 0010 =

ARRAYD....

INT
INT
INT
INT
INT
INT
INT
INT
INT
INT
INT
INT
INT

1680252
1680620
1680124
1681007
168000C
168044C
1640531
1686170
1687472
1680073
160001
160001
160001

HiByte=07 { Request path size); LowByte=52 (Service request-unconnected send)
HiByte=06 (Class. request path to connection manager); Low Byte=20 (Segment, path semament)
HiByte=01 (Instance); LowByte=24 (Instance Segment)

HiByte=10 (Timeout ticks); LowByte=[Priorty=0, Tick time=7]

Message request size

HiByte=04 (Request path size); LowByte=4C (Service request: reading by ASCII)
HiByte= 05 (Data size); LowByte=91 {(Segment type: Data Segment (reading tag name))
symbol: parts

symbol: parts

symbol: parts

Data: 0001

HiByte = 00 reserved); LowByte=01 (Route Path Size)

HiByte=00 (Route path address); LowByte=01 (Route path port)

Schneider Electric - Innovation & Technology — Network Competency Center

- CIP Header

- CIP
Request
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CIP Request

= CIP Connection Manager
# Service: Unconnected Send (Request)
= command Specific Data
.0 ... = Priority: O
. 0111 = Tick time: 7
Time-out ticks: 16
Actual Time out: 2048ms
Message Reguest Size: 12
E Message Reguest
= common Industrial Protocol
= service: unknown Service (0Ox4c) (Request)
1 = Request/Response: Reguest (0x00)
.100 1100 = service: unknown (0xd4c)
Request Path Size: 4 (words)
= Request Path: parts
® Path Segment: 0x91 (ANSI Extended Symbol Segment)
# CIP Class Generic
route Path size: 1 (words)
rReserved: 0x00
= Route Path: Port: 1, Address: 0
= Path segment: O0x01 (Port Segment)
000. .... = Path segment Type: Port Segment (0)
..0 ... = Extended Link address: False
. 0001 = Port: 1
E POFLT Segment
Link address: 0

The CIP request is EIPRequest[3] through
EIPRequest [12].

Provides information about the specific
request, i.e. reading by ASCII, name of the tag,
message size, timeout ...

= B EIPRequest ARRAYTD. ...
# EIPRequest[0] INT 1680252 HiByte=07 { Request path size); LowByte=52 (Service request-unconnected send)
# EIPRequest[1] INT 1680620 HiByte=06 (Class. request path to connection manager); Low Byte=20 (Segment, path semament) C I P H ead er
# EIPRequest[?] INT 1680124 HiByte=01 (Instance); LowByte=24 (Instance Segment) —
# EIPRequest[d] INT 1681007 HiByte=10 (Timeout ticks); LowByte=[Priorty=0, Tick time=7]
# EIPRequest[4] INT 16H000C Message request size
# EIPRequest[d] INT 16H044C HiByte=04 (Request path size); LowByte=4C (Service request: reading by ASCII)
& EIPRequest[f] | INT 1640591 HiByte= 05 (Data size); LowByte=31 {Segment type: Data Segment (reading tag name)) S Cl P
& EIPRequest[7] INT 16H6170 symbol: parts
& EIFRequest[8] | INT 1657472 symbol: parts R e q uest
& EIPRequest[d] INT 160073 symbol: parts
& EIPRequest[10] | INT 160001 Data: 0001
& EIPRequest[11] | INT 16H0001 HiByte = 00 reserved); LowByte=01 (Route Path Size)
& EIPRequest[12] | INT 1640001 HiByte=00 (Route path address); LowByte=01 (Route path port) —
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