Configuracao SNMP Switch
Connexium

Configuracédo do Diagnostico de Alarmes do Switch
Connexium via Protocolo SNMP usando o
Schneider OPC Server - OFS

Schpeider




Objetivo

Explicar como configurar o monitoramento de diagndstico de
eventos, falhas e alarmes dos switches gerenciaveis da linha
ConneXium via protocolo SNMP usando o servidor OPC
Schneider OFS

/ Ferramentas necessdrias:

v’ Schneider Ethernet Switch Configurator
v’ Schneider ConneXium Network Manager (CNM)
v’ Schneider OFS
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Ethernet Switch Configurator

1°. Passo: Abrir o Ethernet Switch Configurator e
configurar o endereco IP do Switch:

File Edit Options ?

¢ P 2 @YY@ S

Signal Properties WWW Telnet Ping| Rescan |Preferences -

172,20.255,180: Intel(R) 82575LM Gigabit Network Co...

iritahle P Addre: et Ma Defa
/] 172,20.255.134  255.255.255.0 0.0.0.0

ad Name
TCSESMOG3F2CUL  IP_SW_007

'8 —

Properties I

MAC Address: EC:E5:55:AF:21:F3

MName: |IP_SW_007
IP Configuration

Paddess 172 [ 20 [ |.[ 134 |
i =]
DefadtGatenay: | 0 . 0 || o || o | Set Default (0.0.0.0)

[ save As Default ]_

Clicar no dispositivo que o software
encontrar e definir um endereco IP.

Obs: O mesmo sera encontrado pelo Mac
Address de fabrica.
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ConneXium Network Manager

2°. Passo: Abrir o CNM e Configurar um novo
dispositivo no CNM

File Edit View Conﬁguraon Tools Help

. Badk . Forward Q Up @ Home View | ™ Undo | a Find ‘; Edit Mode | 3- Properties ' W | /() Scan Network aESDiSCOVEfY Scan e * Preferences

Events: @ |_?_| f Izl [t} |_199_| Most Severe Recently: |2£115—DE—24 10:59:42{ |EmmexiumNetwnrk Manager Serv.. | |'I'rap Service: Cannot Receive Traps from system Trap Service

setected vian: Al | Map | List | Devices | Ports | Comnections | Properties |
0_ Project
i My Metwork
4 New Dey’ :

- Unused | New *. =  Folder
Auto Topology... \h Device j
Select VLAN & Connection
Copy Ctrl+C Text
Rename F2 Symbol

Scan Ranges
SNMP Browser
& Acknowledge Status Change Ctrl+R

=5 ConneXConfig Ctrl+M
__Jz Properties... Alt+Enter
Set As Default Folder
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ConneXium Network Manager

3°. Passo: Configurar o endereco IP do novo
dispositivo (Switch):

{8 Schncider Ele
File Edit View Configuration Tools Help

' Back . Foryward 0 Up @ Home View | 2 Undo ‘ a Find I_é Edit Mode | ' Properties ' W | p Scan Netwark eESDisco\rafy Scan _J’:- Preferences
Events: @ II ) El o 1?4_| Most Severe Recently: |m15-€76—2'§ 10:5:421 |Curne)ﬁuu Network Manager Serv, | ‘Trq)ﬂervk:e: Cannot Receive Traps from system Trap Service.
Selectedvians A1 Map | wst | Devices | Ports | Conmections | Propertes |

[ New Devices

- Unused Devices [ - i
NowDoves (- = s "

P Address | properties

Device
|IPhdd{Ess:| w2 || 20 || 255 || 134 | [ Defeuitvalues | I
SNMP PortNo: 151 |
MAC Address: [ o0 [:[ o0 [:[ o0 |:[ o0 s/ 00 |:] 00 |

Generate Device

Device: (@ Scan

(71 Generate
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ConneXium Network Manager

4°, Passo: O dispositivo sera encontrado e
adicionado

File Edit View Configuration Tools Help

9 Back . Forward G- Up @ Home View | P Undo ‘ &8 Find | ___} Properties " W ,O Scan Network QESDismvew Scan _:':- Preferences

Events: @| 0| | 0| © 194 | MostSevere Recently: |2015-06-24 14:20:12| 172.20.255. 134/Power Supply 1/...| Status Improvement: OK (Status=0n)

Selected VLAN: Map | List | Devices | Ports | Connections | Properties |

i My Metwork 7~ at

- Port 1
- [ Port 2
- Port 3
i B Port 4
- Port s
- [ Port 6
- Port 7
- [ Port 8
ﬂ Agent
B i Relay 1

----- !' Poweer Supply 2
- -« Protocaols

----- a Unused Devices
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OFS - OPC Client

50. Passo: Abrir o OFS Client e Selecionar o OPC Server “Schneider
Electric ConneXium Network”.

ﬁ ﬂw TR E T e

S

JJB@‘-H|+;¢|—~|==¢‘ o e T

Select & server for the session
Mode : |
| Topcio Topcan oAl

o frirs, I
Schneider-Aut CNM.OP... |_Schneider Electric ConneXium Namwk_J {5AZ
Schneider-Aut OFS Schneider-Aut OPC Factory Server {ET
SchneiderElectric SCAD... Schneider Electric SCADA OPC DA Server  {4B°

[ INum [ [SERVER.
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OFS - OPC Client

6°. Passo: Criar um novo grupo e um novo item.

File View Server Group Item Test Tools Window Help
|| h | = =2l & =] > 0

Access Path: | r BroWs'e.F]at [ Enable Specific

Jtem 1D = I Filter : I" Refresh |

= cNm

Datatype Fier —————————

& Fres Char © UnsChar © Float
" Boolean ¢ Shot " Uns Shot  Double
" Sting T Long " UnsLong Aceess Rights: Specific — — Cancept / UnityPro—
. ¥ Feadable: I™ Comment =
I \witable || T Addess ||| O Uniosated Only
+ Both

Item Creation

¥ Inifally Active  Requested Type: |Free .v.I ‘ Item

Froperties. ., r Siihple:Dﬁly
" Shuct Only
& Simple & Struct

Carcel
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OFS - OPC Client

7°. Passo: Expandir a arvore até “F_New_Devices” nela ira aparecer o
dispositivo (switch) criado no CNM. Note que seu nome sera seu endereco IP.

Obs: Para monitorar os alarmes do switch o CNM deve ra estar sempre aberto
(running).

File View Server Group HIem Test Toals Window Help
D@ e ® x| === oor=lae=p 0

T OFSDoc2 - GRP3 - OPC 2.0 - 1000 ms Access Path: | I~ BrowssFlst [ Enable Speciic
Field e Item 1D : |CNM Filter : |" FRefresh |

= F_Domain

Datatpe Filter-

% Free (" Char © UnsChar " Float
" Boolean ¢ Shot € UnsShatt ¢~ Double:

il o Cl Aecess Rights Specific— — Consept / UnityPro—
. ¥ Readable I Comment - .
™ ‘wiitable I~ Address " Unlocated Only

* Both

Itern Creation

IV Initislly Active  Requested Type: I Free - I Item

Properties:. " Simple Only
7 Stouct Dy
" Simple & Struct
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OFS - OPC Client

8°. Passo: Escolher o item desejado para monitorar.

Ex: O item escolhido foi :
NM.F_Project.F_New Devices.D_172 20 255 134.F Power_Supply 2.V _Status.Value

(8 osclent- (0FSDoc2 - GRP3 - 0PC 20- 100ms] == 39
fﬁ File View Server Group ftem Test Tools Window Help |-|||§‘

D@l ==|2ame|~lu<=<

@ CNM.F_ProjectF_New_Devices.D_172_20_255_134.F_Power_Supply- 24 S P S — - .
= WEm— =

Access Path | ™ Browse Flat ™ Enable Specific

Item |0 |\|’_Status Filter : I" Refresh |

ﬁ F_Agent - MName I

F_Interfaces “& Label

“ F_Memory_Back-u p_AdEE <2 Status
F_Power_Supply_1 & StatusChan...
W Power_Supply_2 & StatusReason
“2 StatusString
& Value

[ratatype Filter

@ Free  ( Char " UnsChar " Float
" Boalean ¢ Short 17 Uns Shott ¢ Dayble

 Sting € Lang " Uns Long Access Rights Specific— — Concept / UnityPro—,
[~ Comment

¥ Readabls
[~ Address

™ Wwiitable 7 Urlacated Orly

& Both

Item Creation = T
¥ Iritially Active  Requested Type : |FIEE 'I ‘ 5 I-?m |
Properties... C Swae Oy

© Siruct Only
@ Simple & Struct

Cancel |
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OFS - OPC Client

9°, Passo: Escolher o item desejado para monitorar e clicar em ok.

O monitoramento de diagndstico esta pronto. Para adicionar mais itens
repetir o procedimento.

e )
BOD

& File View Server Group [kem Test

D I x| o =z e a6 bl b i -

[ BCMM.F_ProjectF_MNew DevicesD_172_20 255 134 F Power_Supply.2V_Ststus Value Field I Value

F Access Path
. o F Active TRUE
Item para monitoramento adicionado. ¥ Updote i,

F quality Good (192)
F Canonical String
F Type String
F Access Rights Read & Write
F Eu Type Mone
Vo On

Variaveis de Status
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Observacoes:

Para monitorar os alarmes do switch através do OFS Client
via protocolo SNMP o CNM devera estar sempre em
execucao (running). Durante ou apds a sua instalacao é
possivel configurar o modo de execucao automatico ao
Iniciar o windows ou modo manual ao abrir o CNM.

Schpeider




Observacoes:

Unity Dif Planning
Equipe Aut...

&2 8B B2

ConneXview Unity Pro XL PMNOZmulti
Telemecan... Configurat..,

~ 2 I3

Engineering UnityLoader pt Script C...
Client

. Programas RFB2014
. Programas RFB2015
. QT Lite
.. SAP Front End
. Schneider Electric
L. Communication Drivers
. ConneXium
L ConneXium MNetwork Manager V
s (Un)install components
ium MNetwork Manag
Demo Mebwork
;:, Readme
.i, Release Motes
7< Uninstallation of ConneXium
. License

o Manual

© Start services automatical
@ Start services manually
E Start services
Stop services
. Ethernet Switch Configurator 2.2
.. Floating License Manager

4 Back

e 'S =B
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