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Especificacbes Técnicas

Hardware

BMEP584040
BMENOPO0300

Software
Control Expert

Modicon IEC61850 CT
IEDScout
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Firmware
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V15.0
V3.2
V5.10

y
>
b4
4
£y




Arquitetura
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Arquitetura
BMENOPO300 e Simulador IEDScout

T 0.2: BME NOP 0300
IECE1850 Communication Module
[T BvE NoP 0300 T Configuration |
B Channel 0
Project
Module name : Teste
IP Address configuration
MonPodbes | B B9 0. 0 | mioip eddbess
Main TP address + 1 0 . 0 . 0 . 0 | sed for Hot Standby
ETH-11P address 0.0 .0 .0
ETH Bkp IP address L £ = 0 | Ethernet backplane port
IEC61850 Configuration
Update application
Functior
|EC £1850 IEC 51850 Data mode!
IEDDDDT : Teste
Task:
MaST
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I[IEDScout Simulator

https://www.omicronenergy.com/pt/produtos/iedscout/

Q. OMICRON IEDScout Trisl Version

R s J
Stop Cloze Set Clear
IED values indications

sta

CO\Desktop\IUPCO6.cid
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Configuracao
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Control Expert

Configuragdo com o IEC61580 CT
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Control Expert

Crie um novo projeto, selecione sua configuragéo de hardware com o modulo BMENOPQ300.

Configure o endereco IP do modulo, mascara de rede e gateway conforme projeto de rede.

T e

Bus: DF BME P58 4040 03.20 ~

] 0.2: BME NOP 0300

=]l =)

|IECE1850 Communication Module
[ BmE NOP 0300 T Configuration
- Bl Channel 0
Project
Module name :  Teste
IP Address configuration
Main IP address 192 . 158 . 100 . 10 | ETH-2/31P address
Main IP address + 1 0 .0 .0 . 0 | usedforHotStandby
Subnet Mask 255 .25 . 0 . 0
ETH-11P address 0.0 .0 .0
ETH Bkp IP address 0 . 0 . 0 . 0 |Ethernetbackplane part
Update applicati
Function:
[EC E1550 IEC 61850 Data model
IED DDDT : | Teste
Task:
MAST
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Control Expert

Atribua um Module Name e confirme sua configuracao.

Hloa: e nop 30 == |
IECE1850 Communication Module |
[H eme nor 0300 ﬂﬂ(:nnﬁgntinn]
[ Channel 0
Project F EcaStrusure Control Expert : TESTEIECE1850"
Module name @ Teste

File Edit View Services Tools Build PLC Debug Window Help

T—— BFHE | RiR|oo @esE|E ||

Main IP address 192 . 168 . 100 . ETH-2/3 IP address

-
Main IP address + 1 > : - B | Used for Hot Standby ‘;'?1 m E | Q |
Subnet Mask 255 . 235 . O . .

Project Browser
Gateway 182,168 . 0 .

%l Structural view

L
L}

I
I
=
[l e =

=
c
:
:

ETH-11P address

ETH Bkp IP address 0 .0 . 0 . 0 |Ethenet backplane port af Project 1
(-3, Configuration
AR = W Y, W -0 o P
IEC61350 Configuration
Update application
Funetion:
IEC £1850 ~
IED DDDT : | Teste
Task:
MAST ~

Em seguida, para iniciar sua configuracado da rede, abra o IEC61850 CT através do icone.
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IEC61850 CT

Para importar o arquivo *.CID referente ao IED que sera simulado, primeiramente abra o arquivo pelo bloco
de notas (Notepad) e faca a configuragdao do endereco IP do IED e salve o arquivo antes de importer no
IEC61850 CT.

» BMENOP0300 - IECH1830 simulation with IEDScout v O 2 SearchB
Name Date medified " 1UPCOG.cid - Notepad - a X
UPCOB.cid 107202 16s File Edit Format View Help

k?xml version="1.8" encoding="UTF-8"2>
<SCL xmlns:esel="http://www.selinc.com/2006/61858" xmlns="http://www.iec.ch/61858/2003/5CL">
<Header id="PASE" version="257" revision="1.8" toolID="AcSElLerator Architect 2.3.6.1814" nameStructure="IEDName">
<History>
<Hitem version="257" revision="1.8" when="06/16/2021 15:5@:39" who="VEDOM1\nicola.perrone” what="IED exported from Project PASE" />
</History>
</Header>
<Communication>
<Sublletwork name="We1">
<ConnectedAP iedName="IUPCBE" aplame="S1">
<Address>
<P type="IP"»192.168.188.101</P>
<P type="IP-SUBNET">255.255.0.08</P>
<P type="IP-GATEWAY">192.168.180.10</P>
<P type="0SI-TSEL">08001</P>
<P type="0SI-PSEL">00000001</P>
<P type="0SI-SSEL">0001</P>
</Address>
<GSE 1dInst="CFG" cblName="GooseDSetl3">
<Address>
<P type="MAC-Address”>01-8C-(D-81-808-26</P>
<P type="APPID">8026</P>
<P type="VLAN-PRIORITY">7</P>
<P type="VLAN-ID">@75</P>
< /Address>
<MinTime unit="s" multiplier="m">1</MinTime>
<MaxTime unit="s" multiplier="m">1000</MaxTime>
</GSE>
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IEC61850 CT

Para importar o arquivo *.CID no
IEC61850 CT, na criacao do
projeto, escolha a edi¢cao baseado
nos IEDs da rede IEC61850, em
particular, para este arquivo *.CID,
€ compativel com a edicéo 1.0.

Habilite a funcao IEC61850 Client
e acesse a configuracdo atraves
do IEC61850 Client Settings.

Schneider Electric — Suporte técnico Brasil

Modicon IEC61850 Configuration Tool

IEC61850CT

Module Information

Module Name  Teste
IEC&1850 Edition 1.0

Reference  BMENOP0300

PDU Size 16384

|‘ Communication Settings

Goose Publish

Ethernet Port | Eth Port 1

Auto Enable [¥/) Enable

Module Memory

Input Size 249 /4000
Cutput Size 41 74000

|‘ 1/0 Mapping

Server Function

IECE1850 Server [ Enable

Client Function

IEC61850 Client  [¥] Enable

| IEC61850 Client Settings

Internal
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IEC61850 CT

Cligue em IEDs:

General \ IEC1850 Client

& IEDs

Modicon |IECG1850 Configuration Tool

Import IED

Select CID/SCD file

Select IED to Import

Schneider Electric — Suporte técnico Brasil

Configuragdo do IED é importada com o
endereco IP definido pela edicdo do arquivo
*.CID pelo Bloco de Notas (Notepad):

Modicon IECG1850 Configuration Tool

General  \ IEC61850 Client

& IEDs

IUPCO6

Originator Category: | Station Control )
Originator Identification: Teste

IP: |192.168.100.101

Schneider
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IEC61850 CT

Para configuracao do Report Control Block, acesse I/O Mapping e em seguida a aba Client.

Na aba Control Block, selecione a estrutura de dados do IED que habilitara o Report Control Block.

Modicon IEC61850 Configuration Tool

=) 2 v I
Meodicon IEC61850 Configuration Tool

="
Teste x = o v | IECE1850CT
o Tese

‘i

Meodule Information N [y—
Module Name  Teste
IEC61850 Edition Server | Data Object Filter
Reference BMENOPO0 Parameters | Control Block \ System IED |IUPCO6 -
i —_— E - - - ice [CFG -
PDU Size 16334 Expand All | | Collapse All | Remove All || Remove || 4 Add | Rl |
e —— b S - - - LNode | LLNO -
[ Communication Settings | = 1UPCO8 (1 item) :RF' :
e FC -
Goose Publish ERRe Type B iEat T
Ethernet Port | Eth Part 1 -l = » URep04 ControlBlock  1UPCOBCFG/LLNOSRPSURep04 oelallal

Element Type ‘_.‘

Auto Enable V] Enzble )
Cmd INT8U
Module Memory oot sy [ URepo1
- ption
Input Size 249 14000 e . [ URepo2
. ndex
OumutSLze’M 14000 ) [ URep03
| 110 Mapping AutoEna INT8U B URep04
Server Function Altrioute INT32U [] URep05
RptStatus INT16U
IEC61850 Server [_] Enable [ Urepto
Status INT16U

Client Function
IEC61850 Client [¥] Enable

| IECB1850 Client Settings |

OBS.: Esta estrutura de dados pode sofrer alteracdes de acordo com a estrutura de mapeamento do IED.
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IEC61850 CT

Na aba Parameters, selecione as variaveis do IED que estardo vinculadas a comunicacao por
Report Control Block:

Modicon IEC51850 Configuration Tool o ox

| IECE1850CT

Teste

|‘

General ", WO Mapping

Server | Data Object Filter

' parameters | Control Block System IED | IUPCO6 -
( it V[ 1 ( 1 I ——— "4 a2y || |LDevice | CFG -
| & import || Exporl || ExpandAll || Collapse Al | | Not POl ~ Remove All |4 Add | = @ @
= — - - - — —— || Lnode |LLNO -
=| IUPCOS (1 item) S —
. F FC | Al x|
=| IUPCOBMET (1 itern) i e
= METMMXUT (10 ftems) o ealal
#| A1phsA (9 items) |st\l"al 'l ‘7| ‘il
@| Al.phsB (9 items) ———
@| A1.phsC (9 ftems) [ Ben
@| Hz (7 items) [ Heatth
# | PhV.phsA (9 items) D Mod

ERCEERE]

#

OBS.: Esta estrutura de parametros pode sofrer alteracdes de acordo com a estrutura de mapeamento do IED.
Life Is On

Schneider Electric — Suporte técnico Brasil

PhV phsB (9 items)
PhV.phsC (@ items)
TotVA (7 items)
TotVAr (T tems)
TotW (7 items)
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Control Expert

Ao salvar e validar sua configuracdo no IEC61850 CT e fechar, as variaveis serdo importadas no Control Expert:

Modicon IECE1850 Configuration Tool

Project Browser EL || [Verties 0OT Types  Furcton Blocks 578 Topes
g Structural view Fiter
Name (=] [7 | Oeor CooT [JiooDT [ Device DOT
3, Project -
E1-~£3l, Configuration Name - Tpe - Value Comment - Mias Alas of Addess v HMlvanable =
B, 0 PLCbus 2@ BMEPSE_ECPU_EXT T_BMERS2_ECRU_EXT I
T, 0 : BuE x8P 0200 | £ 3@ Teste_IUPCOE Teste_IUFCOS i
%, 2:EI0Bus 25 @ Freshness BOOL 0:data is not fresh 1: data is fresh ]
----- ~[4, Derived Data Types 4% @ ConnectCtd BOOL 0- Auto connect 1- disconnect H
----- ~[, Derived FB Types | £ 38 DataModel Teste_DDT_0 Data Model m
{3, variables & FB instances £ A5 @ IUPCOSMET Teste_DDT_1 [
s, Elementary Variables -5 @ METMMXU1 Teste_DDT 2 -
@), Derived Varizbles 5@ Al phsh Teste_DDT 3 L
{81, Device DOT Variables & Al_phsB Teste_DDT_3 m
1, 10 Derived Varizbles S @ A1_phsC Teste_DDT_3 Cl
i, Elementary FB Instances -5 @ Hz Teste DDT 4 I
----- &, Derived FB Instances 5@ PhV_phoh Teste_DDT_3 L
(1, Motion & PhV_phsB Teste_DDT_3 [
(1, Communication o5 @ PhV_phsC Teste_DDT_3 Cl
s8], Ethernet Network - Teste_DDT 4 -
51, Programs g Teste_DDT_4 L
B3, Tasks Teste_DDT_4 [
[, MasT fie]
{3, Events E 5@ UPCOGCFG Teste_DDT 6 -
(3, Tmer Events A5 @ LLNO Teste_DDT_7 C
(3, Vo Events 5 £8P URepDd Teste_REPORT_URCB Control Block Variable I
(21, Animation Tables & Cmd BYTE Trigger: effective on change =
----- -[1, Operator Screens v # Opton BYTE Operation selection: 1/101: set/get RptEna, 2/102: sei/get BufTms, 3/103: set/get IntaPd, 5/10. o
& Index BYTE Buffer index number : 1-39 o
& AutoEna BYTE To specify if report is enabled automatically when association is established. 0: Enable an deman... T
Hardware Catalog Bl @ Atrbute UDINT Common cata area for read/write below attributes that depends on Options: ]
= Wodicon MEB0Tocal 3op 5% FotStatus UINT Low byte: 1799 Index of RCB working_High byte: Bt 0: ConfRev changs Bit, 1: Buffer overflow ]
nalog & Staus UINT High byte: Bi6bit7: 0: Busy. 1: OK. 2: Eor. Bt0™Bit5: Eror code, refer to defintion for different ... m
Communication | B % @ Teste_MOD_CTRL Teste_MOD_CTRL =
B A9 @ Teste_NMOD_INFO Teste_MOD_INFO H
= |
ifels On | Schnei
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IEDScout

Carregar o arquivo *.CID para simulagao do IED
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IEDScout

As simulacbes podem ser realizadas em modo DEMO escolhendo a op¢ao Simulate IED e o arquivo *.CID

e atraves da funcao Start:

Schneider Electric — Suporte técnico Brasil

1 Select SCLfile

x
A || « Dow.. > BMENOP0300 - IEC61850 simul.. v o O search BMENOPO300 - IEC1...
Organize v New folder = @
hispC A Neme Date modified Type
“J 30 Objects IUPCO6.cid 01/07/2021 16:44 OMICRON IEDScout
[ Desktop
Documents
A Nownleade ¥ €
File neme: | SCL files (*:sed:" ssd:".sed"icd;

Cancel

Internal

B® OMICRON IEDScout Trial Version

Simulator

> =B £

Start Stop Close

Application

IP address:
Port:
SCLpath:  CAUsersisesat

» GOOSE

Re: BRepO1
R BRep02
= BRep03
Re: BRep0d
R BRep0S
[

R URepOl
R URep02

IED
Data

1167\Downloads\EME.

A

values indications

B. ¥ Navigation ¥ Details.
. ! Monitor Descriptions
Setting
Groups Default leyout B Browse layout
Services Sho
UPCO6 « R FG + LLNO - URej E
B3 URepoa [S)
4 Control Black attributes.
Enabled false
Reserved false
Control Block reference  IUPCOSCFG/LLNOSRPEURepO4.
Report ID/ Dset0s
DataSet reference IUPCOECFG/LLNOSDSet0s

Trigger options
Bufer time (ms)
Configuration revision
Integrity period (ms)
Owner

DataChange, QualityChange, Generalnterrogation
250

1

3600000

not present

» Information about last sent Report

4 Data

Y Name Value

» (5 MET/METMMXU1.AL

» B8 MET/METMMXUZLHz

» 58 MET/METMMXUL.PhY

» B8 MET/METMMXU1.TotvA
» [E8 MET/METMMXU1 TotVAr
» B8 MET/METMMXU1 TotW

Life Is MOn
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Simulacoes
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Control Expert

Para habilitar o Report Control Block, na estrutura de dados deste IED, atribua os seguintes valores:

Option =1
—J Index=0

AutoEna=1

Attribute = 1

E ao final, Cmd = 1 para que na alteracdo do valor dos parametros a comunicacao por Report Block Control
permaneca ativa.

S @ Teste_IUPCO6 ReportBiock , | Teste_DDT_5 | Report Block
= @ Teste_IUPCOS ReportBlock IUPCOSCFG | Teste_DDT_6
5 @ Teste_IUPCD6.ReportBlock IUPCOSCFG.LLND | Teste_DDT_7

5 @ Teste_|UPCD6. ReportBock |UPCOGCFG.LLNO URep04 | Teste _REPORT ... Control Block Variable
@ Teste_IUPC06.Report Block IUPCOGCFG.LLNO.URep04. Cmd [1  BYTE Trigger- effective or
Y Teste_IUPCOS. Reponuoek IUPCOGCFG LLNO. unepoa Option 1 BYTE owanm selection

% r.u. IUPCO6. n.pmuoek IUPCO6CFG. u.uo m-pouuo&n 1 'BYTE To -p.afy i upul i

@ Teste_IUPCD6_Report Block IUPCO6CFG_LLNO.URep04 Attribute (s 1 | UDINT Common data area fq

@ Teste_IUPCD6_Report Block IUPCOGCFG LLNO. URep04. Rpt Status 0 | UINT Low byte: 1799 inde

® Teste_IUPCD6 ReportBlock IUPCOGCFG LLNO. URep04. Status 16385 | UINT High byte: Bit6bit 7

Life s On | Schneider
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IEDScout

Simulacéo de alterac&o do valor de frequencia dentre os parametros da estrutura de dados do IED:

v Navigation ¥ Detads

Descriptions

values indicanons £ G 108 Defauilt layout (I Erowse layout

Valus

[E[MX] 60

Set values Cancel

V20T 00" I

00500400
LN LINO 040%0.0%0.0°
LN METLPHD1 040%0:0%50:0
N METMM 1

A Warnings © DESKTOP-3PUU96
. o« M H
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Control Expert

Apoés colocar o Cmd = 1 e houve alteracdo do valor da variavel, a comunicacdo por Report Block Control
permanece ativa.

5 @ Teste_IUPCOS [ | Teste_IUPCOS |
@ Teste_IUPCO6 Freshness i ' BOOL | 0: data is not fresh 1: data is fresh
@ Teste_IUPC06 ConnectQird 0 BOOL 0: Auto connect 1: disconnect
5 @ Teste_|UIPCOG DataModel Teste_DDT 0 | Data Model
= @ Teste_IUPCOG DataModel IUPCOSMET | Teste_DDT_1
= @ Teste_IUPCO6 DataMode! IUPCOSMET METMMXU1 [ | Teste_DDT_2
& @ Teste_IUPCOS DataModel IUPCOSMET METMMXU1 A1_phsA _ | Teste_DDT_3
@ @ Teste_|UPCD6 DataModel IUPCOSMET METMMXLU1.A1_phsB Teste_DDT_3
@ @ Teste_IUPCDS.DataModel IUPCOSMET METMMXU1.A1_phsC Teste_DDT_3
= @ Teste_IUPCD6.DataModel IUPCOSMET METMMXU1 Hz Teste_DDT_4
@ Teste_|UPCO6 DataModel IUPCOSMET METMMXU1 Hz db | 500 | UDINT
) l’ede IUPCO6 DataModel IUPCOGME T METMMXU.Hz instMag.{ 100  REAL
@ T.u. IUPCO6. DataModel IUPCOGMET METMMXU. Hzg 0 WORD
&) @ Teste_|IUPCO6.DataModel IUPCOGMET METMMXU1 Hz 1 TIME_850_FOR
@ Teste _IUPCO6.DataModel IUPCOGMET METMMXU 1. Hz units m.. 0 WORD
@ Teste_IUPCO6 DataModel IUPCOGMET METMMXU 1 Hz units_unt | 1 | WORD
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Wireshark

Visualizacéo da transacao por Report Control Block através do Wireshark:

M “Ethemet
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Aamage PR Qes=ET i
LSS
No. Time Source Destnation Protocaol Length Info
2384 2021-07-01 17:14:57,815743 192.168.100.101 192.168.100.10 s 90 55 confirmed-ResponsePDU @,000000
2386 2021-07-01 17:14:57,820547 192.168.100.121 192.168.100.10 Ms 471 67 confirmed-ResponsePDU @,000000
2388 2021-07-01 17:14:57,823537 192.168.100.101 192.168.100.10 s 88 68 confirmed-ResponsePDU
2390 2021-07-01 17:14:57,824913 192.168.100.101 192.168.100.10 s 93 69 confirmed-ResponsePDU
2392 2021-07-01 17:14:57,825767 192.163.100.101 192.168.100.10 s 86 7@ confirmed-ResponsePDU
2394 2021-07-01 17:14:57,826429 192.168.100.101 192.168.106.10 ms 119 72 confirmed-ResponsePDU
2396 2021-07-01 17:14:57,827118 192.168,100.101 192.168.100.10 s 990 73 confirmed P DU 0,000000
2398 2021-07-01 17:14:57,832512 192.168.100.101 192.168.100.10 MS 469 85 confirmed-ResponsePDU
2400 2021-07-01 17:14:57,833226 192.168.100.101 192.168.10€.10 3 87 86 confirmed-ResponsePDU
2402 2021-97-01 17:14:57,533434 192.168.100.101 192.168.100.1¢ Ms 90 87 confirmed D DU @,
2404 2021-07-01 17:14:57,835221 192.168.100.121 192.168.100.10 Ms 90 88 confirmed-ResponsePDU @,000000
2406 2021-07-01 17:14:57,836501 192.168.100,.101 192.168.100.10 ns 88 89 confirmed-ResponsePDU
2408 2021-07-01 17:14:57,837962 192.168.100.181 192.168.100.10 Ms 93 98 confirmed-ResponsePDU
2410 2021-07-01 17:14:57,838630 192.168.100.101 192.168.10€.10 Ms 86 91 confirmed-ResponsePOU
2412 2021-07-01 17:14:57,839381 192.168.100.101 192.168.100.10 S 86 92 confirmed-ResponsePDU
17:16:54,524845 192.168.100.10 192.168.100.101 s 128 93 confirmed-RequestPDU IUPCOGCFG LLNGSRPSURepOISRpLEna
2809 2021-07-01 17:16:54,527522 192.168.100.101 192.168.100.10 ns 83 93 confirmed-ResponsePDU
2865 2021-07-01 17:17:10,927865 192.168.100.10 192.168.10€.101 MSs 130 94 confirmed-RequestPDU IUPCO6CFG LLN@SRPSURep8481SRptEna
2866 2021-07-01 17:17:10,929208 192.168.100.101 192.168.100.10 Mms 84 94 confirmed-ResponsePDU
2874 2021-07-01 17:17:12,978475 192.168.100.10 192.168.100.101 M 130 95 confirmed-RequestPOU IUPCOGCFG LLNGSRPIURepBIDLSRptENS
2875 2021-07-01 17:17:12,979168 192.168,100.101 192.168.100.10 ms 84 95 confirmed-ResponsePDU
2926 2021-07-01 17:17:29,384714 192.168.100.18 192.168.100.101 NS 130 96 confirmed-RequestPDU IUPCOECFG LLNGSRPSURep@481SRptEna
2927 2021-07-01 17:17:29,385450 192.165.100.101 192.168.100.10 Ms 84 96 confirmed-ResponsePDU
2945 2021-07-01 17:17:33,486111 192.168.100.10 192.168.100.101 MS 130 97 confirmed-RequestPDU IUPCASCFG LLNGSRPSURep@4a1SRptENa
2946 2021-07-01 17:17:33,486856 192.168.100.101 192.168.100.10 ms 84 97 confirmed- 5ePDU
3067 2021-07-01 17:18:10,456361 192.168.100.101 192.168.100.10 Mms 206 unconfirmed-POU 61000000
3156 2021-07-01 17:18:34,945321 192.168.100.101 192.168.100.10 Mms 3¢
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Avisos Importantes

» Equipamentos elétricos devem ser instalados, operados e manuseados apenas por profissionais
gualificados;

» Um profissional qualificado € aquele que possui habilidades e conhecimentos relacionados com a
construcao, instalacdo e operacdo que equipamentos elétricos, e recebeu treinamento adequado
para reconhecer e evitar os perigos envolvidos;

* Nenhuma responsabilidade € assumida pela Schneider Electric por qualquer consequéncias
decorrentes da utilizacdo deste material. O uso do mesmo néo dispensa a utilizacdo do manual;

» Todas as informagdes contidas neste documento estdo de acordo com o conhecimento do autor.
Esta abordagem foi projetada e testada em condi¢cdes de laboratério. O ambiente de instalacao
e/ou reproducéo desta abordagem pode influenciar o comportamento de dispositivos eletronicos e,
portanto, o usuario assume toda a responsabilidade para aplicaras solucdes apresentadas;

* Este documento esta disponivel no site http://www.schneider-electric.com
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