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Safety information

Important information

Read these instructions carefully and look at the equipment to become familiar with the device before trying
to install, operate, service or maintain it. The following special messages may appear throughout this bul-
letin or on the equipment to warn of potential hazards or to call attention to information that clarifies or sim-
plifies

a procedure.

~ [ ]
A 2 \ The addition of either symbol to a "Danger" or "Warning" safety label indicates that an electrical hazard exists

which will result in personal injury if the instructions are not followed.

This is the safety alert symbol. Itis used to alert you to potential personalinjury hazards. Obey all safety mes-
sages that follow this symbol to avoid possible injury or death.

A DANGER

DANGER indicates an imminently hazardous situation which, if not avoided, will result in death or serious injury.

A WARNING

WARNING indicates a potentially hazardous situation which, if not avoided, could result in death or serious injury.

A CAUTION

CAUTION indicates a potentially hazardous situation which, if not avoided, could result in minor or moderate
injury.

NOTICE

NOTICE is used to address practices not related to physical injury. The safety alert symbol shall not be used with this
signal word.

Please note

Electrical equipment should be installed, operated, serviced and maintained only by qualified personnel. No responsibility is assumed by Sch-
neider Electric for any consequences arising out of the use of this material.

A qualified person is one who has skills and knowledge related to the construction, installation, and operation of electrical equipment and has
received safety training to recognize and avoid the hazards involved.



Safety precautions

During installation or use of this software, pay attention to all safety messages that occur in the
software and that are included in the documentation. The following safety messages apply to

this software in its entirety.

A WARNING

UNINTENDED EQUIPMENT OPERATION

Do not use the software for critical control or protection applications where human or equipment safety relies on

the operation of the control action.

Do not use the software to control time-critical functions because communication delays can occur between the
time a control is initiated and when that action is applied.

Do not use the software to control remote equipment without securing it with an authorized access level, and
without including a status object to provide feedback about the status of the control operation.

Failure to follow these instructions can result in death or serious injury.

A WARNING

INACCURATE DATA RESULTS

Do notincorrectly configure the software, as this can lead to inaccurate reports and/or data results.
Do not base your maintenance or service actions solely on messages and information displayed by the software.
Do notrely solely on software messages and reports to determine if the system is functioning correctly or meeting

all applicable standards and requirements.
Consider the implications of unanticipated transmission delays or failures of communications links.

Failure to follow these instructions can result in death, serious injury, equipment damage, or permanent loss of
data.

AWARNING

POTENTIAL COMPROMISE OF SYSTEM AVAILABILITY, INTEGRITY, AND CONFIDENTIALITY

Change default passwords to help prevent unauthorized access to device settings and information.
» Disable unused ports/services and default accounts to help minimize pathways for malicious attackers.
Place networked devices behind multiple layers of cyber defenses (such as firewalls, network segmentation, and

network intrusion detection and protection).
Use cyber security best practices (for example: least privilege, separation of duties) to help prevent unauthorized

exposure, loss, or modification of data and logs, or interruption of services.

Failure to follow these instructions can result in death, serious injury, and equipment damage.
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Introduction

Event Notification Module (ENM) installation is one step in the commissioning of a
system. The current install allows for a great deal of flexibility including both local and
remote database instances. To facilitate remote installation, the setup allows the user
to choose from three install types.

Complete Installation

The Event Notification Module and the SQL database will reside on the same
server host and the user is required to choose an SQL instance on the local
machine for the install to configure the database server.

Database Server

Installs the database components on the database server for Event Notification
Module. This install type must be run on a database server machine and will not
install the database components on a remote machine.

NOTE: The ENM server application components are notinstalled during this
installation.

Application Server

Installs only the server application components. The user must first install the
database server, in order to operate the ENM application.

For reference the following have been provided in this guide:

.

Requirements

Hardware and Software requirements that must be metin order to install ENM.
Upgrades

Upgrade cases which have been detailed for existing users.

© 1990-2017 Schneider Electric All Rights Reserved 6
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Requirements

Please note the following system requirements when installing or using Event
Management solutions.

NOTE: For server systems where SQL Server will also be installed, please refer to the
SQL requirements to ensure the system is able to host both SQL and ENM.

NOTE: SQL Server must be configured to run as the NT AUTHORITY\SYSTEM
account.

Hardware
Components Minimum Required
Processor Quad Core
Memory 4 GB
Hard Drive 150 GB
Network

Software
Component Required
Operating System Windows 7 x32

Windows 7 x64

Windows 8

Windows 8.1

Windows 10

Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2

Windows Server 2016

SQL Server MS SQL Server 2008 R2

MS SQL Server 2012

MS SQL Server 2012 R2

MS SQL Server Express 2012
MS SQL Server 2014

MS SQL Server Express 2014
MS SQL Server 2016

MS SQL Server Express 2016
Languages English

Schneider Electric PowerSCADA Expert v8.2 or

Power Monitoring Expert v8.2

Other Internet Information Services Version 7.0 or later

.NET Version 4.5.1

Internet Explorer 9, 10, and 11 (Non Compatibility Mode)
Chrome 20+

Firefox 14+

7 © 1990-2017 Schneider Electric All Rights Reserved
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Upgrades

To upgrade a system that has an ENM 7.1 configuration to ENM 8.3.3, please see the
steps that follow.

Upgrade from ENM 7.1 to ENM 8.3.3

This process will upgrade the database to a new Database Schema followed in
ENM 8.3.3, automatically preserving the ENM 7.1 Database. This is an irreversible
change. To use the ENM 7.1 database backup, it must be restored to another ENM
7.1 system.

1. Uninstall ENM 7.1 through Control Panel > Programs and Features.

Uninstall or change a program
To uninstall a program, select it from the list and then click Uninstall, Change, or Repair,

Qrganize = == - ﬂ
Mame I'I Publisher I-I Install... I'I Sizer ‘I
Adobe Flash Plaver 11 Activey Adobe Svstems Incorporated 7I5/2013 6
ﬂcndvnsnl DPC Care Compaonents Advosol Inc. 1003002013
8 Dotfuscator Software Services - Community Edition  PreEmptive Solutions 7/5/2013 &

W|Dual Monitor 1,22 Cristi Diaconu 752013 2

ity Framewark Designer For Visual Studio 2012 ... Microsoft Corporation 7152013 3

Event Motification Module Schneider Electric 121812013 | a

Fiddler Telerik, FI8/2013 z
e

2. Install ENM 8.3.3 by running the install executable.
NOTE: During the configuration step of the upgrade, three tasks display:

Backing Up Previous Historical Data: Backs up the PLES_AEHistory Database to the
Database Location selected in the installer.

Trimming Previous Historical Data: Trims the PLES_AEHistory Database to
2,000,000 records.

Migrating Previous Historical Data: Converts the data into the new ENM 8.3.3.
Schema.

Upgrade from ENM 8.x to 8.3.3

1. Uninstall ENM 8.x through the Control Panel > Programs and Features.

Uninstall or change a program
To uninskall a program, select it From the list and then click Uninstall, Change, or Repair,

Organize 3= - ﬂ
Mame = I'I Publisher I"'I Install... I"I Size AI
Adobe Flash Player 11 Activel Adobe Systems Incorporated 7152013 6
chdvnsnl OPC Core Companents Advosal Inc, 103002013
T Dotfuscator Software Services - Community Edition  PreEmptive Solutions 7I5/z013 3

w|Dual Monitor 1,22 Cristi Diaconu 7I5/2013 2

ity Framework Designer for Visual Studio 2012 ... Microsoft Corporation 7152013 3

Event MNotification Module Schneider Electric 12/18/2013 | a

Fiddler Telerik, 7I5/2013 z
ey
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2. Install ENM 8.3.3 by running the install executable.
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Installation Steps

1. To startthe install, run the MainSetup.exe.
2. Atthe License Agreement screen, click the “I Agree” button to begin the install.

E Event Notification Module v8.33

Agresmaent Licrise Agresment

Vint i Pl crdd deel BEEE 10 the olirere] |seTie B et

ALL SFTWARE PROGRAMS ("SOFTWARE™) FROATDED BY SCHNEIDER ELECTRIC, USA

Check Sysiem NG, CSCHDNIIDNR” OF, “LICESS0R ), A DILAWARE CORMORA TION WITH OFFCES AT

125 SOUTH ROSELLE BD. PALATDSE IL 50047, ARE FROFRIETARY FRODUCTS OF

SCEEIDER AXD TS SUPPLIERS, AXD ARE PROTECTED BY AFPLICABLE COPYRIGHT

LAWE YOU (YOU™ OR "LICESSEE ) MUST TREAT THE SOFTWARE LIKE ANY OTHER
KA g

LFOS ANY SUBSEQUENT AUTHORLZED LICENSEE. YOUR USE AND ANY SUBSEQUENT
AUTHORIZED LICENSEE'S USE OF THE SOFTWARE IS SLRIECT TO THE TERMS AND
CONDATIONS OF THIS S0FTWARE LICENSE AGREENMENT.

Hack i T Agre l Cancel

3. The Setup Type screen displays:

Event Notification Module v8.3.3

o License Agreement Setup Type

Select the setup type you want to install.
=p Gather Information

= Setup Type |Event Notification Module - Complete

O File Destination Install all Event Notification Module components

O Database Backup Location

Check System
Ready to Configure
Copy Files

Complete

| Bak [ Next || concal

Select "Event Notification Module—Complete." Click Next.

4. The File Destination screen displays:

© 1990-2017 Schneider Electric All Rights Reserved 10
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& Schneider Electric Event Notification Module 8.3.3 Installer \;li-

Event Notification Module v8.3.3

W Licens: File Destination
=$ Gather Information
Select the destination folder for your files.
® Setup Type
" This is the location where product folders and files are installed.
=} File Destination

ackup Location [ caPragram Files (x86)\Schneider Electric\StrusureWare Solutions L]

Back Next | Cancel
| | \ \

Click Next to install ENM in the default location. You are prompted to create a new
folder if this is a new install.

2] Schneider Electric Event Notification Module 8.3.3 Installer = =] =

Event Notification Module v8.3.3

W/ License Agreement File Destination
=p Gather Information
Select the destination folder for your files.
® Setup Type
i This s the location where product folders and files are installed.
=} File Destination
oD ackup Location | CaProgram Files (x86)\Schneider Electric\StruxureWare Sclutions -

Schneider Electric Event Notification Module 8.3.3 Installer | *
Ready to Configure
The selected folder does not exist. Do you want to create this folder?

| Back | | Next ‘ ‘ Cancel ‘

Click Yes to allow the install to create the default folder. Or, click No, then browse to
the preferred location. After you select the location, click Next.

NOTE: When installing Event Notification Module (ENM) and Sequence of Events
Recorder (SER) on the same machine, they are required to share the same File
Destination. Files are shared between both products that are fundamental to proper

behavior. When installing on the same machine, verify the location where these
products may be installed.

5. The Backup Location screen displays for you to choose the database location.

© 1990-2017 Schneider Electric All Rights Reserved
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2 Schneider Electric Event Notification Module 8.3.3 Installer I;li-
Event Notification Module v8.3.3
W/ License Agreement Backup Location
[ Backup Databases
- Select the destination folder far your database backup.
=» Database Backup Location | CProgram Files (x86)\Schneider Flectric\StruxureWare Solutio| | .. |
Check System
Ready to Configure
Copy Files
Complete
‘ Bak || MNe¢ || Cancel |

You can either accept the defaultlocation that is displayed or browse to a different
location. Click Next after you choose the location you want.
If the location you select does not exist, you see a prompt asking whether you want
to create the folder. Click Yes to proceed.

6. The Database Maintenance Credentials screen displays.

2] Schneider Electric Event Notification Module 8.3.3 Installer Hi-

Event Notification Module v8.33

o License Agreement Database Maintenance Credentials

+/ Gather Information
Please supply a windows admin user account to run scheduled tasks.

® Setup Type
» . User Name | |
[ ckup Location Password | |

=) Authentication

=} Database Maintenance Credenti...
O Database Software

| Back | Next | Cancel |

Enter credentials that belong to a Local Windows Administrator associated with the
machine on which ENM is being installed. The username and password
credentials will be verified in the following screen.

NOTE: A domain admin is not a supported configuration.

Click Next.
7. The Database Software screen displays:

12

© 1990-2017 Schneider Electric All Rights Reserved



7EN02-0405-00
03/2017

&3 Schneider Electric Event Notification Module 8.3.3 Installer \L‘i-

Event Notification Module v8.3.3

& Licen

Database Software

Select a database instance from the dropdown list or
enter a database instance and provide authentication
informaticn if necessary

ocation Database Server

=3 Authentication | STANDALONEVON =
® Dat ntenance Credentials Authentication
=) Database Software | Windows Authentication =
eck System Username
STANDALONB\Administrato
Ready to Configure

Password

| Back | | Next || Cancel J

By default, the local database instance is selected. The format displayed is
"machine name\database instance." Ensure thatitis correct.

Enter the login credentials (username and password) associated with the
database, and click Next to continue.

A progress bar displays while the credentials are verified and the connection to the
database is tested.

If the credentials are invalid or if the database connection fails, an error displays.
Correct the information and click Next.

Database Connection Test Unsuccessful -

% A database connection test was performed.
# A connection to the database could not be established.

Please ensure that:
* The database software is installed correctly
* The database server is running and is available to this computer

* The username and password provided are correct

8. The install begins with the Check System screen displayed.

The ENM application checks to see if the requirements are met. If there is an issue
with any requirement, you are notified; the installation will not proceed until the
issue is corrected. The program verifies the following:

Operating System
Previous ENM installs
Formal Product Name
PME Version

13 © 1990-2017 Schneider Electric All Rights Reserved
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Previous SER installs
SQL Server version
Local SQL instance
SQL Server connection
SQL Server permissions
Previous Historical Database Schema Version
NET4.51
ASP.NET
Shared Components
Database maintenance credentials
Verify SQL Mixed Mode Authentication
The install verifies the files that are to be installed.
After this has successfully completed, you see the Check System screen.
2 Schneider Electric Event Notification Module 8.3.3 Installer == -
Event Notification Module v8.3.3
o License Agreement Check System
+/ Gather Information Verify the system requirements are present on your machine.
® Setup Type o/ Check Previous Event... _ Success
® Tl Desination Check Formal Product Name Success
® Database Backup Location ‘/ _
 Autrentcaton of Check Previous Sequence of.. _ Success
@ Database Maintenance Credenfials J Check SQL Server Version and. _ Suecess
® Database Software &/ Check Local SQL Instance P success
J Check SQL Server Connection _ Success
Check SQL Service Permissions Success
Ready to Configure : Check Previ Databs _ s
Copy Files o Check shared Components [ Svccess
Complete @ Check Database Maintenance.. - Running...
Werify SOL Mixed Mode...
Gather Information
Back Next Cancel

If there are no problems with the system check, skip to step 9.

If there is a problem with any of the elements of the system check, the installation
will stop. The element with the problem is indicated by a red “X” and the problem is
described beside it.

© 1990-2017 Schneider Electric All Rights Reserved 14
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Event Notification Module v8.3.3
#/ License Agreement Check System
o/ Gather Informati .
: : t" Dzﬂa . (D Problem(s) found with your system
etup Type
® i Dectinaton Click on the unsuccessful item(s) for detail. Correct problem(s) and try again.
® Database Backup Location Verify the system requirements are present on your machine.
W Authentication J Check Previous Event... _ Success =
@ Database Mainlenance Credentials of  Check Formal Product Name _ Success
® Database Software o Check Previous Sequence of.. [ Svcce=
Q. Crae S Severerion s R T i e st S
Ready to Configure Check Local SQL Instance I:l
- Check SQL Server Connection ||
Check SQL Service Permissions l:l
Complete Check Previous Database... l:l
Check Shared Camponents [ |
Check Database Maintenance, [ | N
Verifu SO Mived Made l:j
| Bk | Next | Cancel |
Click thatline to display details about the problem . Locate and resolve the issue,
then return to the install.
Click “try again” to restart the installation.
When the system check successfully completes, you see the System Verified
screen.
Event Notification Module v8.3.3
&/ License Agresment Check System
&/ Gather Information System Verified
® SelupType . Verification successful. Click "Next' to continue.
@ File Destination
® Database Backup Location 4 Check Previous Sequence of... _ Success |
&/ Authentication 4 Check SQL Server Version and. _ Success
® Database Maintenance Credentials 4 Check Local SQL Instance _ Success B
@ Database Software
o/ Check SOL Server Cannection _ Success
Ready to Configure of CheckPrevious Database.. [N Svecsss
Copy Fies &/ Check Shared Components _ Success
Check Database Maintenance.. Success
Complete « . _
of  Verify SQL Mixed Made... _ Success
&/ Gather Information _ Success
=
| Back || Net || Cancel |
9. Click Nextto display the Ready to Configure screen.
15 © 1990-2017 Schneider Electric All Rights Reserved
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Event Notification Module v8.3.3

+/ License Agresment Ready to Configure

& Gather Information Verify the configuration choices before proceeding with the installation process. To change any of the

installation selections, click Back to mave through the installation,
® Setup Type

® File Destination

® Database Backup Locafi Setup Type Event Notification Module - Complete
alabase Backup Location
P Program Files Folder CA\Program Files (x86)\Schneider Electric\StruxureWare Solutions
+/ Authentication Virtual Directory Websites

System Database Name STANDALONE
System SQL Instance  ION

System Database Server STANDALONEVON

System Database Login ~ STANDALONE\Administrator

Action Install
= e Product GUID BF1C6097-0D2C-4DB6-ATAT-CAF454A50116

Application Language  en
SQL Server Login Mode  WindowsAuthenticationMode

® Database Maintenance Credentials
® Database Software

+/ Check System

Copy Files

Complete

Save configuration to file
Clicking "Install' will configure your server. This will permanently modify your system

and cannot be undone.
| Bak | Install | cancel

This screen lists the configuration choices that will be installed.

Verify that the choices are correct. If not, click Back to return to the related screen(s)
to make necessary changes. When the configuration choices are correct for your
installation, click Install.

10. When the installation completes, you see the Configure System - Configuration
Complete screen.

m Event Motification Module v833

W Luers Agreemen Contygune Sysiem

Configuration Complete

Ciluoratiin s rovibel, Clck Heat' b simstimar,

Lomkaaey prr T
e ——— . =
. I ] . e ]
ngf iriating LA Cutabaria Sirpt - Tamiimis
o of oo Dageoio Duated |y fiel
o e el
of Lo of alieg b tloiien NN Tenri
EEr— v —
wf sy e ety T R
A _Seving liorm Sariey Cwidiones. NN Vomeewe =l

If there were any errors in the install, this screen says “Configuration Failed,” and
the errors are listed.

© 1990-2017 Schneider Electric All Rights Reserved 16
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feerd Schneider Electric Event Notification Module 8.3.3 Installer == -
Event Notification Module v8.3.3
W License Agreement Configure System
o/ Gatter nformation Could not complete all steps
® SelupType Click on the step for more i ;
@ File Destination Try Again
® Database Backup Location
J [ — J ‘Gather Information _ Success \j/
eintenance Credentels 3 eling 2 e e
Software Installing OPC Core Companer
o Check System
Install SQL Server CLR Types x€
+f Ready to Configure
Install Shared Management.
W Copy Files
Creating Maintenance...
Installing Database...
=» Configure System
Update Database Maintenance
Complete
Creating Database... =
Back Next Exit
Click “Open Log” to view details about the errors so you can correct them. After all
errors are corrected, click “try again” to complete the installation.
11. Ifthere were no errors during the Configure System step, click Next.
When the installation successfully completes, the Complete screen displays.
@3 Schneider Electric Event Notification Module 8.3.3 Installer \LJE-
Event Notification Module v83.3
o/ License Agreement Complete
W Gather information Your installation completed successfully!
® Selup Type Summary of the installation has been saved here:
® H Installation Logs
[ ]
® redentials
[ ] ntenance Credentials
L ] se Backup Location
o/ Check Sys
W/ Ready o Configure
W Copy Files If changes are made to the server, you can run the configure system portion of the Installer again by
. opening the Installer setup and selecting Configure.
 Configure To uninstall, run the Installer setup again and click Remove, Click Yes in the confirmation dialog box to
remove the software from your system.
12. If you want to see a summary of the files that have been installed, click Install Log.
Click Close to end the install.
After the install, these shortcuts are pasted on your desktop:
ENM Configuration: &
Monitoring and Diagnostics: &
For help using ENM, see the ENM Configuration help file and the Monitoring and
Diagnostics help file.
17 © 1990-2017 Schneider Electric All Rights Reserved
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To launch the help file, click the question mark (?) in the upper right corner of the
screen.

© 1990-2017 Schneider Electric All Rights Reserved 18



Schneider Electric

35, rue Joseph Monier

CS 30323

F - 92506 Rueil Malmaison Cedex
www.schneider-electric.com

PowerLogicis a trademark of Schneider Electricin France, the USA, and other countries. Other
trademarks are the property of their respective owners.

This product must be installed, connected, and used in compliance with prevailing standards and/or
installation regulations. As standards, specifications, and designs change from time to time, always
ask for confirmation of the information given in this publication.
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