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Email Overview

e The NMC can be configured to send email to up to four recipients when
It encounters a problem or event selected by the user. The card does
not have a local email server built in, as it relies on the user's email
server to send the email.

e This document will explain email configuration requirements and what
problems may arise when sending email and how to resolve (where
possible) the issue.

e It should be remembered that the email is dependent on the user's
email server, so even if the card says it has sent the email, it may not
be received at the destination address.
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Requirement from the Customer End

e Valid IP Address, Subnet Mask and Default Gateway for NMC card
e Valid Primary DNS and Secondary DNS IP Addresses

e Valid Domain Name

e SMPT Server IP Address

e SMPT Port #

e From Email Address

e Recipient Email Address

e Does SMTP Require authentication to send an email? If so, please get
the details from the Customer at the time of configuration.
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DNS Setup-NMC 2

e Go to Configuration->Network->DNS
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Contd.,

Domain Name System Status

Active Primary DNS Server:
Active Secondary DNS Server:

Active Host Name:
Active Domain Name (IPvd/|PvB):
Active Domain Name (IPva):

Manual Domain Name System Settings

Owerride Manual DNS Setiings:

Primary DNS Server:
Secondary DNS Server:

System Mame Synchronizaion:

Host Name:

Domain Name {IPva/IPvE):

Domain Name {IPvE):

Schneider Electric — IT Business — Your Name — Date

Configuration

OQutlet Groups

Power Settings
Shutdown

UPs

Seli-Test Schedule
Scheduling 4
Firmware Update
PowerChute Clients
Sync Control

Third Party Support 14

Tests Logs About

. Universal /O 3
e Security P \t interface-to-integrated Environmental Monitor (Universal /O
Metwork TCRIP »
e Naotification Port Speed ironmental Monitor (Universal 1O
General DNS Configuration
4 Logs Web Test
Confiquration Tesis Logs About
0.0.0.0
0.0.0.0
apch1F044
example.com
example.com
Enter Valid the following details:
¥ Enable Primary DNS Server IP Address
Secondary DNS Server IP Address

I
[0.0.0.0 | Valid Domain Name
0.0.0.0 |
(2 Enable
lapcs1F044 |
[exampie.com |
|example.com |




For Local Emall Server setting

e In configuring the email for "local server," the first step is to enter the basic
networking information if it is not already present (IP, subnet mask and
gateway) and the DNS server information needs to be entered on the DNS

configuration page.

e The user needs to know his/her email server's network name. Go to the send
DNS test section and select query by FQDN. Enter the server name in the
guery question and press apply. If the DNS server information has not been
entered, all DNS queries will fail. The user also needs to ensure both forward
AND reverse DNS records are present on his DNS server for his or her email

server.
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Contd.,

e |[f the DNS query fails, the user needs to check the DNS server information and
ensure he/she has selected the correct query type. Also, check that the correct
email server name is being used.

e NMC2 devices with NMC v6.0.6 and higher should provide detailed error
messages within the email test option as to why the email is not being sent.

Domain Name System Status

Active Primary DNS Server: 10.216.108.8

Active Secondary DNS Server: 10.216.109.9

Active Host Name: apchi1FD44

Active Domain Name (IPv4/IPvE): apa.gad.schneider-electric.com
Active Domain Mame (IPvE): example.com

Manual Domain Name Systern Settings

Override Manual DNS Setlings: ¥l Enable

Primary DNS Server: i1 0.216.108.8 |
Secondary DNS Server: i1 0.216.109.9 |
System Name Synchronization: [Z Enable

Host Name: lapc51F044 |
Domain Name (IPva/IPvB): !apa gad schneider-eleciric com |
Domain Name (IPvE): !examp[e.cm‘n |
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DNS Query
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Enter Email Server Detalls
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Contd.,

E-mail Server Settings
Active Primary DNS Server: 10.216.108.8
Active Secondary OMNS Server: 10.216.109.9

Outgoing Mail Configuration

From Address: !address@exam{:ie.mm

SMTP Server: |mai|.example.mm

Port !_25 [25, 465, 587, 5000 to 32768]
Authentication: [ Enable

User Name: |LI Ser

Password: |

Confirm Password: |

Advanced

Use SSLITLS:

Require CA Root Cerificate: L] Enable

File Mame: There are no S5 certificates loaded.
| Apply | | Cancel |
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For Recipients Email Server setting

e This option allows the NMC to do a lookup on a remote domain's DNS server
for an MX record. This option only tries once to relay the mail to the recipient's
mail server after an MX record is found.

e You can also use NSLOOKUP to check to see if the email server registered.

e At a command prompt type NSLOOKUP. The system will respond with a default
server name, the server IP and a > prompt.

e At the > prompt enter the following as shown below:

>sel [ype=mx

the system will respond with

»

enter the domain name of the server you require information on and press enter (in this example we will use apc.com)

> apc.com
Server: <dns server name=
Address: <dns server ip address>
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Contd.,

e The mail server host name and IP addresses will be listed with the MX
preference. The entries we are looking for are the lines with MX
preference = XX. You will generally use the lowest MX preference
number for the email server. The most common reason for this method
failing is the lack of a reverse DNS record in the DNS server for the mall
server.

e NMC2 devices with NMC v6.0.6 and higher should provide detailed
error messages within the email test option as to why the email is not
being sent.

@8 Administrator: C\Windows\system32\cmd.exe - NSLOOKUP L= | = s

Microsoft Windows [Uersion 6.1.76811]
Copyright <c> 280? Microsoft Corporation. All rights reserved.

C:=“Usersrbajagade *HNSLOOKUP
Default Server: wsinBB8HA3.apa.gad.schneider—electric.com
Address: 108.179.87.142

> zet type=mx

r: wsin@P803.apa.gad.schneider—electric.com
: 18.179.87.142

Mon—authoritative ansuwer:
apc.com ME preference = 18, mail exchanger = ns—nammta.apc.com
apc.com M{ preference = 28, mail exchanger = ns—emeamta.apc.com

nz—nammta.apc.com internet address = 18.218.1P8.608
nz—emeamta.apc.com internet address = 10.216.108.211
>
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Custom Server setting (NMC2 v6.0.6
and higher only)

e This option allows the user to enter custom server information (server
name, port, authentication information) per recipient, if needed.

e This is a recommended alternative to the Recipients server setting as it
will allow you to specify information such as port number and SMTP
authentication credentials since Recipients server setting does not
provide that.
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e NMC2 firmware 5.1.X allows for basic (plain text) SMTP authentication only.
Check with your system administrator to determine whether the SMTP server
supports authentication or not and what type is required. If authentication is
required, navigate to Administration Tab->Notification-> Email->recipients, and
click on the desired recipient. Ensure there are no typos in the email address.
Enter the user name and password for the email account required by the SMTP
server. As of AOS 5.1.5 and higher, the SMTP port number can be changed as
well.

e |f authentication is not required, navigate to the Administration Tab->
Notification-> Email->recipients, and click on the desired recipient. Leave the
"Password" and "Confirm Password" fields blank, then click "Apply." Doing this
will null out the password field. If the password is null, the NMC won't try to
authenticate with the SMTP server.
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e Beginning with NMC2 v6.0.6 and higher, SSL/TLS email authentication is
required. If authentication is enabled, there are three available modes/options. If
supported is the default setting and recommended if you're not sure what your
mail server requires. Each mode is explained below and is configured within the
Configuration->Notification->Email options within the web or can now be
configured via the command line interface if desired.

e |f supported — The NMC will begin the SMTP conversation with the EHLO
command and see if SSL/TLS is a supported option on the SMTP server. If
supported, the NMC will use SSL/TLS. If unsupported, the email will be sent
using basic (plain text) authentication.

e Always — The NMC will begin the SMTP conversation with the EHLO
command and ensure SSL/TLS is an available option reported by the SMTP
server. The email will not be sent if authentication is not configured on the
server and Always is selected.

e Implicit — The NMC skips any SSL/TLS negotiations and enters immediately
INto a secured connection on a user specified port.
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