How to troubleshoot “Error registering with the Network Management Card”
When running the PowerChute on a Windows system.

First, review the error to determine its cause.

If the error reports “Security information is incorrect.”
The error is reported if the PowerChute Username or the Authentication Phrase is incorrectly set on the

Network Management Card or the PowerChute web Ul.
PowerChute Setup: Network Management Card Registration

Please wait while PowerChute registers with the Network Management Card(s). This may take a few minutes.
Error registering with the Network Management Card(s).

1 192.168.0.128
Security information for https:/1192 168.0.128:443 is incorrect. Please check that the PowerChute User Mame and Authentication Phrase match
the Metwork Management Card.

The Username entered in the PowerChute Parameters and the Authentication Phrase must match the
Username and Authentication Phrase entered in the PowerChute web Ul setup. To view the PowerChute
Parameters on the Network Management Card, log in to the card and navigate to Configuration and
Shutdown. At the bottom of the page, you will find the PowerChute Parameters.
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Home Status ~ Control ~ Configuration ~ Tests - Logs -

Outlet Gmups
Home

Power Settings

Model Shutdown

PowerChute Shutdown Parameters
Maximum Required Delay

[ Force negotiation

On-Battery Shutdown Behavior

@ Restart when power is restored

O Turn off and stay off

O Ignore PCNS shutdown commands

User Name

PCNSadmin

Authentication Phrase

PCNS Communication Protocols
HTTP

Enable

HTTPS

Enable

Apply | Cancel

Below is the PowerChute Setup Security page from the PowerChute web Ul.

PowerChute Setup: Security

These details will be used for logging into PowerChute and for authentication with the Network Management Card.

User Name [PCNSadmin |

Fassword [essssssses |

Authentication Phrase [Admin User Phrasq ]
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If HTTPS or HTTP is not enabled, you must enable the one you will use for communication in the
PowerChute Parameters to allow a connection. If HTTP or HTTPS is not enabled, you will see the error
Cannot connect to https://ip address:443 or HTTP://ip address:80.

PowerChute Setup: Network Management Card Registration

Please wait while PowerChute registers with the Network Management Card(s). This may take a few minutes,

Error registering with the Network Management Card(s).

1 192.168.0.128
Cannot connect to https: /192 168.0.128.443

PowerChute Shutdown Parameters
Maximum Required Delay

[ Force negotiation

On-Battery Shutdown Behavior

® Restart when power is restared

O Turn off and stay off

O Ignore PCNS shutdown commands

User Name

PCNSadmin

Authentication Phrase

PCNS Communication Protocols
HTTP

Enable

HTTPS

Enable

Apply |~ Cancel

If you see the error "PowerChute is not receiving data from the Network Management Card." That
indicates UDP port 3052 is blocked, or the PowerChute client and Network Card have mismatched
subnet masks.

The NMC sends data to the PowerChute clients using UDP port 3052. PowerChute will not receive the
data if the port is blocked anywhere along the network path.

PowerChute Setup: Network Management Card Registration

Flease wait while PowerChute registers with the Network Management Card(s). This may take a few minutes.,
Error registering with the Network Management Card(s).

1 192.168.0.128
PowerChute is not receiving data from the Network Management Card. More information

Show Log
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By default, ports 3052 and 6547 are open on the PowerChute VM. When installing PowerChute on any
other system, the user is asked to allow the installer to open the needed ports. If the user disallows the
port opening, they cannot access the web Ul, and PowerChute will not receive data from the NMC/s.

Note 1: If configuring PowerChute with Redundant or Advanced UPSs, refer to Schneider Electric
FAQ000259214, along with the steps below.

Note 2: If configuring PowerChute with a Galaxy VL running firmware 10.11.0 & Galaxy VS with firmware
6.72.0, the Network Management Card must be reset after configuration, or PowerChute will report
“not receiving data.”

To resolve the issue “PowerChute is not receiving data,” check that PowerChute has opened UDP port
3052 in the PowerChute web Ul,

PowerChute’

NETWORK SHUTDOWN

Configuration UPS Configuration

Event Log

Delete Log File Export Log
Display events

Events 1to 5 of &

Date Time Event
01/19/2024 13:45:08 PowerChute successfully accessed TCP port 6547,
01/15/2024 13:45:08 PowerChute is attempting to access TCP port 6547
01/19/2024 13:44:54 PowerChute Network Shutdown version 5.0.0 monitoring started.
01/15/2024 13:44:54 PowerChute successfully accessed UDF port 3052,
01/19/2024 13:44:54 PowerChute is attempting to access UDP port 3052,

Check that the Windows firewall has been opened. Open Control Panel, Windows Defender Firewall,
Advanced setting, Inbound Rules

‘ Windows Defender Firewall with Advanced Security -
File Action View Help

e 2@ =  HE

ﬂ ‘Windows Defender Firewall witl| EIES § 0 28 Actions

£ Inbound Rules

3 Outbound Rules Name Group Profle  Enabled  Action  Ovemide  Prograr * || Inbound Rules
. W NewRule..
= Connection Security RUIes || gy by erChute HTTP Web Interface Port (TCP 3052) None Al Yes Allow  Ne Any =
= Monitoring £ PowerChute HTTPS Secure Web Interface Port (TCP 6347 None All Yes Alow  No Any 7 Filter by Profile
[ ]Powerchute Network Management Card Communication Port (UDP 3052) None T Filter by State

T Filter by Group

The Profile should be All, Enabled Yes, Action Allow, Program Any, Local Address Any, Remote Address
Any, Protocol UDP, Local Port 3052. To secure the port, change the Remote Address from Any to only list
the NMC IP Address if required.
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For example, below UDP Port 3052 will only accept packets for IP address 192.168.0.166

@ Windows Defender Firewall with Advanced Security -
File Action View Help

@ | 7@ = HE

M Windows Defender el wi

=3 Inbound Rul =
B Inbound Rules Name Profile  Ensbled  Action  Override  Progrsm  Local Address  Remote Address * || Inbound Rules
&3 Outbound Rules

By, Connection Securty Rules || % PowerChute HTTP Web Interface Port (TCP 3052) Al Yes Allow Mo Any i@ NewRule..

B, Monitoring & PowerChute HTTPS Secure Web Interface Port (TCP 6347) All Ves Allow Any T Filter by Profile
EPowerChulE Network Management Card Communication Port (UDP 3052)  All 192.168.0.166

Actions

Verify PowerChute is using port 3052 via command prompt tasklist | findstr [PID], replacing the [PID]
with the process ID from the first command.

B Administrator: Command Prompt

»netstat -aon findstr 3

\Users\Administrator:

You should see the PID belongs to Java.

If you see multiple PIDs using port 3052, there will be an issue, and the NMC will not communicate with
PowerChute. The other process will have to be stopped.

Check that the Java PID is for the version of Java PowerChute is using by running Task Manager. Open
Task Manager, go to java.exe with the corresponding PID and Details, and verify the location. Next, open
the PowerChute folder. The default path is C:\Program Files\APC\PowerChute\group1. Then, open the
Java versions file to check that the Java used by PowerChute is the same as that listed by Task Manager.
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gid
File Options View
Processes Performance Users Details Services
= &b java Properties X - -
Name B... UACvirtualizat.. ™
H B cmd.exe Security Details Previous Versions K Mot allowed
B conhost.exe General Compatibility Digital Signatures K Mot allowed
[ esrss.exe . . K Mot allowed
[] csrss.exe gﬂ |iava K Mot allowed
@ ctfrmon.exe K Mot allowed
[ dfssve.exe Type of file:  Application {.exe) K | Nat allowed
[ dilhost.exe K Mot allowed
[ dwrmn.exe Description:  OpenJDK Platform binary K Disabled
‘= explorer.exe K Mot allowed
[ fontdrvhost.exe Location: C:\Program Files'\ APC \PowerChutejre_x64"bin K Disabled
[®E] fontdrvhost.exe Size: 451 KB (46,216 bytes) K Disabled
{1 GoogleCrashHand K Mot allowed
D GoogleCrashHand| o 45.0Ke (49,152 bytes) ot allowe
{5 GoogleCrashHand K Mot allowed
Bjavacre Crested:  Thursday, November 26, 2020, 2:12:58 AM K | Not allowed
[ Isass.exe reaed: Hrscay. Tovember 2. T K Mot allowed
(- msdtc.exe Modffied: Thursday, Movember 26, 2020, 2:12:58 AM K Mot allowed
[ MsMpEng.exe Accessed:  Monday, October 18, 2021, 10:37:26 AM K | Not allowed
[] MisSrv.exe K Mot allowed
[Epens.exe Atributes: [JReadonly []Hidden Advanced... K | Not allowed
[| Registry K Mot allowed
[ RuntimeBroker.exe K Mot allowed
[ RuntimeBroker.exe K Mot allowed
[ RuntirmeRrnker evel KMot allosed hd
Fewer details End task
Cancel Apply
[ —— ]
e -
Home Share Wiew
« A <« Program Files » APC > PowerChute » groupl v @ Search groupl
I Desktop *  Name . Date modified Type Size "
EULA T/ 1872021 WS FlE Tolaer
Downloads :
“ likr File folder
] Documents session File folder
=] Pictures temp 27} File folder
[ This PC vsphere j javaVersionFile - Notepad
1 30 Objects (5] access File Edit Format View Help
[ Desktop U ap(c.ert |]ava Virtual Machine Details
] Documents 5 apclicense Version : 15.8.1
- || cacerts Location : C:\Program Files‘\APC\PowerChute\jre_x64
‘ Downloads [ comps.m11
J’l Music |=| configuration
&= Pictures |=| debug
m Videos =] error
i, Local Disk (C) 5] Eventlog
[=] gui
Perflogs
|5 javaVersionFile
Program Files [ keystore
Program Files | =] log4j2
Users | ] mitbak
Windows L] m11.cfg
i DVD Drive (03 S =] naTice
. w [ pcns
35items  1item selected 93 bytes
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Next, run Wireshark on the Windows system to verify the system sees data on UDP port 3052 coming
from the NMC. The data should go to the NMC local IP segment <IP address x.x.x.255>

In this example, the NMC is IP 172.31.15.40, and sending the UPD packets to 172.31.15.255

‘ Wireshark-Capture-For-Taining.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ RN QewE=ge S Eaqar

| |—'pp|-_.- a display filter ... <Ctrl-/>

No. Time Source Destination Protocol Length Info
1 0.000000 172.31.15.4@ 172.31.15.255 Upp 555 55511 » 3052 Len=513
2 25.884922 172.31.15.48 172.31.15.255 UDP 637 36809 » 3052 Len=595
3 51.637971 172.31.15.4@ 172.31.15.255 Upp 637 52948 » 3052 Len=595

If no UDP packets are seen in the Wireshark capture, verify that NIC teaming is not configured. If NIC
teaming is configured, remove one of the NICs from the team and designate that NIC for PCNS use.

If port 3052 is not blocked, verify that the Windows system running PowerChute and the Network
Management Card have matching subnet masks.

On the Windows system, open a command prompt as an administrator and run the command ipconfig.

EX Administrator: Command Prompt

On the Network Card, go to Configuration > Network > TCP/IP.

Home  Sfatus ~  Control v Configuration ~  Tests +  Logs ~  About ~

Outlet Groups

Home Power Settings
Model Shutdown Location
Smart-UPS 1500 Unknown

uPs
1 Warning Alarm Present
« Battery near end of life. Order re
Scheduling »

Self- Test Schedule

Environment Firmware Update
© No Alarms Present PowerChute Clients
Universal 110 »

Recent Device Events Security »

Date Network v | summary Event
Notification »| TePip » | IPv4 Settings
General » | Port speed IPV6 Settings
Logs »| ons ’

Home: Status - Control ~ Configuration ~ Tests ~ Logs - About ~

IPv4 Settings

Current IPv4 Settings

System IP Subnet Mask Detault Gateway MAC Address
192.168.0.166 255.255.255.0 192.168.0.1 00 CO B7 5301 E2
Mode DHCP Server: Lease Acquired Lease Expires
DHCP 192.168.0.1 1012312024 06:19 121112024 23:22
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