Create a Shared Local Account on vCenter Server
vsphere.local domain.

1. If the vCenter Server is unavailable, a shared account needs to be configured that can be used to
connect directly to the VMware hosts to perform shutdown actions. A shared account needs to be
configured that can be used to connect directly to the VMware hosts to perform shutdown actions.

2. Log in to vSphere Web Client as administrator@vsphere.local.
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4. Select Users and Groups > Users, vsphere.local domain and click Add to add a user. In the screenshot
below, the pcnstester user was added.

— vSphere Client O

<
S Users and Groups
Administration
Access Control > Users Groups
Licensin v g
9 Domain E> vsphere.loca @
Licenses
Find Q,
Solutions £
Client Plugins @
vCenter Server Extensions ADD
Deployment w
Username T First Name T Last Name T
System Configuration I i
(4 K/M
Customer Experience Improvement Prog.. - . o
() Administrator Administrator vsphere.local
Client Configuration ~
(L) | pcnstester
Support hd (O | krbtgt/VSPHERE.LOCAL
Upload File to Service Reguest (_) waiter-eBbb64bc-52fe-4 waiter e8bb64bc-52fe-4d9b-8556-8bddb235d86
d9b-8556-8bddb235d8 9
(s]

Single Sign On w

Users and Groups

Next, under Single Sign On > User and Groups, select Groups, and click on the Administrators Group.
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Next, select Add Member and add the PowerChute user to the Administrator Group. The PowerChute
user must be in the Administrators Group, or it will not function properly.
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Next, under Single Sign On, select Configuration > Identity Provider > Identity Sources and set the
vSphere.local domain as the default domain.
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If the vsphere.local domain is not set as the default. When adding the PowerChute user into the
PowerChute Ul, the user would need to be added as user@vsphere.local. This would prevent
PowerChute from connecting directly to the ESXi hosts if vCenter is offline.

Correct entry:

vCenter Server IP Address/Hostname [192_163_0_184 ]
vCenter Server Usemame [pcnstester ]
vCenter Server Password [revereees ]
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Incorrect entry:

vCenter Server IP Address/Hostname [192_158_0_184 ]
vCenter Server Usemame [penstester@vsphere local |
vCenter Server Password [.. ]

The ESXi hosts will not accept the user pcnstester@vsphere.local.

Note: Later, you must create the same PowerChute user on each ESXi host configured with this
PowerChute client.

Next, Under Administration, select Global Permission and add the PowerChute user.

vSphere Client O

<
Global Permissions

Administration

Access Control v
Roles Permissions provider: VSPHERE.LOCAL v

O

Licensing i ADD
Licenses User/Group

colutions o O | 2 VSPHERE.LOCAL\Administrator
Client Plugins (O | & VSPHERELOCAL\Administrators
vCenter Server Extensions O | 8 VSPHERELOCAL\AutoUpdate

Deployment Ny O | # VSPHERE.LOCAL\CAAdmIns
System Configuration O & VSPHERE.LOCAL\certificateauthority-8e4af197-3d5f-48bd-a6cc-dbe 061923945
Customer Experience Improvement Prog.. 'i_) & WSPHERE LOCAL\NsxAdministrators
Client Configuration O | # VSPHERELOCAL\NsxAuditors

o Support e O | & VSPHERELOCAL\NsxViAdministrators

Upload File to Service Request | & VSPHERELOCAL\pcnstester

Add Permission Global Permission Root X

Domain vsphere.local

User/Group Q, pcnstester

Role Administrator

Propagate to children

Finally, verify that the PowerChute user has been created correctly by logging out of vCenter and logging
in with the PowerChute credential.

For assistance creating the PowerChute user on the ESXi host/s, see “Add PowerChute a User to a
VMware ESXi host.pdf” attached to Schneider Electric FAQ413356.
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https://www.se.com/us/en/faqs/FA413356/

