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Upgrade and Update Procedure

Purpose

Subject of this  This user’s guide explains how to upgrade Quantum PLC’s Operating System
Chapter but also the firmware of Ethernet modules

Upgrade a PLC from Concept to Unity.

Update a PLC from Unity to Unity.

Restore Concept IEC / LL984 on a Unity processor

Update Quantum NOE modules and embedded Ethernet modules.
Upgrade Remote 1/0 Head and Drop for Change Config On The Fly
Implementation.

AN N NN

Note: Examples and screen shots are provided in this documentation using
OSLoader version 3.0. However, other versions, ranging from 2.0 to latest
versions, may be used. The procedures described hereafter match all versions
from 2.0, and the operating modes are the same for all versions. Please refer
to chapter "Preparing a Quantum update™ for more information.
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Preparing a Quantum update

1. Preparing a Quantum update

Obiject of this This chapter describes how to prepare a Quantum PLC in order to update or
Chapter upgrade PLC’s Operating System and / or Ethernet modules.

Prerequisites This update requires a PC with Unity installed and the binary file containing
the OS firmware to download.

Software The following softwares are required:

v" Unity Version 2.0 mini must be installed on the PC (note that it is not
necessary to launch Unity for an OS upgrade).

v The eCD “Unity OS firmware” is provided on www.schneider-
electric.com and contains all the OS for Quantum, Premium and M340
PLC’s.

v" The OS loader (provided with Unity). This tool allows the user to
download PLC’s Operating System and Ethernet modules firmware.
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Preparing a Quantum update

Connecting the
PC to the PLC
for an OS
update or
upgrade

EIO000000006403

The Quantum CPU OS can only be downloaded by a direct connection
between the PC and the CPU by the MODBUS or MODBUS+ ports. Note
that MODBUS+ is faster and takes significantly less time to download a
binary. The CPU USB port doesn’t allow downloading an OS.

Important: Using Modbus or Modbus Plus, only address 1 is allowed for
downloading. Ensure that no other device on the network is using address 1.

Several possibilities can be proposed to connect the PC to the PLC depending
on the mix processor/protocol:

For Quantum CPU 140CPU 311 10, 140CPU 434 12U and
140CPU 534 14 BU:

e Using the RS232 COM port 1 of the PC by connecting the cable 990
NAA 263 20 (3.7 m) or 990 NAA 263 50 (15 m) to the MODBUS 9 pin
sub-D of the Quantum PLC. The protocol used in this case is MODBUS.

e Using the cables 990NAD21110 (2.4m) or 990NAD21130 (6m)
connected to the MODBUS+ 9 pin sub-D of the Quantum PLC. The
protocol used in this case is MODBUS+.

For Quantum CPU 140 CPU 6x1y0 (65150, 65160, 65160S, 65260,
67160,67261, 67160S):

e Using the adapter 110XCA20300 connected to the RS232 9 pin sub-D
connector of the PC (COM port) and to the RJ45 Modbus port of the PLC
via a cable 110 XCA28201 (1m), 110 XCA28202 (3m) or 110XCA28203
(6m). The protocol used in this case is MODBUS.

e Using the cables 990NAD21810 (2.4m) or 990NAD21830 (6m). The
protocol used in this case is MODBUS+.
In any case the right communication driver must be first installed on the PC.

Note: All the examples given in this document are using the Modbus
protocol.
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Preparing a Quantum update

Connecting the  Although Ethernet allows a remote access via the network and then the

PC to the upload / download procedure, we strongly recommend installing the
Ethernet processor with the embedded Ethernet module in a system consisting of only
module or PLC  {he cpU, Power Supply and Rack. Once done,

COProcessorto . configure the PLC system with an empty program containing only the IP

Lé?ﬁ::re] etth ¢ address configuration. Note that the Ethernet module must be on the same
firmware logical Ethernet network than the PC with the OS loader (for that both IP

address, Subnet mask and default gateway must be compatible).

v" Ensure the only devices connected to the Ethernet network are the PC
running the OS loader and the CPU or NOE module.

v" The CPU must be in Stop mode and the NOE module must have no TCP
traffic.

The physical connection between the PC running the OS loader and the CPU
or NOE module can be performed:

v" by connecting directly a “crossed” Ethernet cable between the PC and the
NOE module

v" by connecting the PC and the CPU or NOE module with two “non
crossed” Ethernet cables via a Hub.

In these 2 cases, FTP protocol is used and only the Ethernet Coprocessor
firmware of the CPU can be updated by this way.
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Upgrading a Quantum PLC from Concept to Unity

2. Upgrading a Quantum PLC from Concept to Unity

Object of this
Chapter

Important

EIO000000006403

This chapter describes how to upgrade a Quantum PLC from Concept to
Unity. The screens shots given below show how to upgrade a

140 CPU 434 12A (Concept) to 140 CPU 434 12U (Unity). The procedure is
similar for an upgrade of 140 CPU 534 14A/B (Concept) to

140 CPU 534 14U/BU (Unity).

Upgrading a PLC from Concept to Unity requires to perform three main
phases:

v" Phase 1 - Upgrade the PLC to Unity with an intermediate OS
v" Phase 2 - Power OFF then ON the PLC
v" Phase 3 - Update the Operating System with the appropriate file

Those phases are mandatory and cannot be by-passed.

Each phase is described in the following procedure.
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Upgrading a Quantum PLC from Concept to Unity

Connecting the  Refer to chapter “Prepare a Quantum Update / Connecting the PC to the PLC
PCtothe PLC  for an OS update or upgrade.”

Phase 1
1
Phase 2
1
Phase 3

Launching the ~ The OS loader (provided with Unity) allows the user to download the
OS loader Operating System to the PLC. To open it click on Start/Program/Schneider-
Electric/Unity-PRO/OS loader.

Phase 1
I Once done, the following screen appears:
Phase 2
T Schneider Electric 0SLoader: Welcome == =]
Phase 3
‘Welcome to the

Schneider Electric OSLoader Wizard — V3.0

The wizard will guide you through all steps necessany to successfully update the operating
system of your PLC.

WARMING: UPDATING THE OPERATIMG SWSTEM OF YOUR PLCWILL DELETE THE
CURREMWT PROJECT FROM THE PLC MEMOR'Y.

*r'ou will have to reload the program after updating the PLC.
LIpdating the operating system forces the stop mode of the FLE.

— Initial setting:

Cottext file: |E:\F'r0gram Files\Schreider ElectichUnity Probozsloader.osc J

Security: Access rights ... |

Close Help
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Upgrading a Quantum PLC from Concept to Unity

Mext »
From the main screen of the OS loader, click on the button. The

Select the
communica-
tion protocol

Phase 1
|
Phase 2

Phase 3

EIO000000006403

following screen appears, the list of communication ways depends of the

drivers installed:

Schneider Electric O5Loader: Communication Protocol

Schreider Electic 05Loader

Step 1: Pleaze zelect one of the lizted protocols

i~ Please choogze a communication driver -

FIP
MEFLLISOT
MODELISOT

LINITELWAY LMTLWw

MODBLS ASCH
NMoDpBUS RTY

< Back | Mest » | Cloze ]

Help

To download the Operating System into the PLC select the right

communication protocol (MODBUSO01 or MBPLUSO1, in accordance with

N
established physical link) and click on the button.
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Upgrading a Quantum PLC from Concept to Unity

Select the
Target Device

Phase 1
1
Phase 2
1
Phase 3

Get the
Concept
version
(Optional)

Phase 1
1
Phase 2
1
Phase 3

EIO000000006403

Schneider Electric DSLoader: Modbus Target ;IQI!I

Schheider Electic 05Loader

Step 2: Please select the Target Device

— Device Type —Device:
' Processor " Direct Device Sean | Update |
" Local Head " Remote l/0Crop | | | [ Mode: 1-PLC
Slat number: [rrop number:
[ P
— Target &ddre:
Modbus Address:
|1 LConnect I
1 node found
™ Modbus Plus target
Start PLC Stap PLE | Properties |

On the Device Type field, select Processor.

Knowing which Concept version is installed on the processor could be useful
if for any reason a restore function from Unity to Concept is needed. For that

proceed as follows:

Devices
1
Select the PLC
. C
2 Click on the ﬂ button to connect the PC to PLC.
3 Click on the M button to get info from the PLC.
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Upgrading a Quantum PLC from Concept to Unity
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The following screen gives to the user some information regarding

the PLC status:

v" Not configured, Started, stopped

Processor type (in this example: 140CPUx341x)

v
v" The Hardware identification (for Schneider internal use only)
v

The OS version (in this example the OS version is 1.35)

Device Properties @

Froject
Project Marme :

FLC State:

Device
Device Mame:
Hardware |D :
05 Yersion :

Description:

|Station

[RUNNING

|140-CPU-534-1x
o008 oooe
[1.35

QUANTLIM-4864./5864 Firmweare Y1.35E CC26

SR4 0341172007

Note this version number to avoid compatibility issues between the

application program and the OS if Concept has to be restored.

Press the

Cloze

button to return back to the OS update process.
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Upgrading a Quantum PLC from Concept to Unity

Select the From the screen described above in the section “Select the Target Device”
. Mext > .
Function press the _ button. A new screen is proposed: select “Download
OS to device”.
Phaset x|
]
Phase 2 [
I Select Operation
Phase 3

- ](]” & Downinsd 05 to devics

€ Upload D5 fiom device

(|E-\uuantum\P.n:essnr,mnnu\as\cnncam,m,umtgm 40CPU4341 205 Concept_to_

Close Help
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Upgrading a Quantum PLC from Concept to Unity

Select the file to
download

Phase 1
1
Phase 2
1
Phase 3

Click on the Browse... button in order to select the file to download into the

PLC. In this example we will update the OS from 140CPU43412A to

140CPU43412U. For that select the folder:
Quantum\Processor_modules\Concept to_Unity (in your case, select the

folder according to your processor).

owre 21|

Rechercher dans : I[:I Concept_ta_Unity ﬂ & ¥ B

H4D0CPL341201]
_1140CPUS3414U

I Durie I
=l Anriuler |

2

Mom de fichier

Tvpe: [ Binary Files [ bin)

For an upgrade from Concept to Unity two binary files can be selected:
v" Concept_to_Unity 43412U.bin (allows to “format” the processor for

Unity)
v 140CPU43412U_V240.bin is the OS that will finally be download in the
processor.
CETEEE 2]
Fechercher dans: | ] 140CPU43412U e B ek E-
140CPU4341210 %240,bin
[EConcent ko Linity_4341211.bin
Mo de fichier [Corcept_to_Urnity_43412U.bin Qurir_|
Tupe: IBlnaly Files [* bin) j Annuler /l

In our example we have to “format” the processor (remember, we still are in
the Phase 1) then select and validate “Concept_to_Unity 43412U.bin”.

=10]x|

Sulwrider Bl e D5Lader: Operation

Sehreater Electic 03 asds
Taap T Phanca cabect which rpastion, theudd ba parlosruad

D " ||| & Dowrioad 0% o device

iename
£\ Processor_modues\Cancept_bo_Lintyh S0CPUL R 2 Concepl_ls_

1 Lipkad (15 frors v

chock  [[hews | thse Help

Mt >
Once done click on the button.
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Upgrading a Quantum PLC from Concept to Unity

Download the
intermediate
oS

Phase 1
1
Phase 2
1
Phase 3

EIO000000006403

Once the previous screen is validated a warning is displayed:

osloader

A

This file contains an intermediate O3 used for conversion
between a Concept and a Unity operating system,

OS5 conversion requires:
1) Download of the intermediate O (this file)
2) Reboat of the PLC {perform Power-cycle)
3) Download of the final Unity 05

x|

Ok

Click the

button. Two screens that give information regarding

the file, the processor and the download are now displayed:

Schneider Electric OSLoader: File and Device Info.

Schreider Electic 05 Loader

Step & Final Comparison
File Device
Device Name: T a— evice Nam
Hardware ID 0003 000 | HardwarsID
08 Version 0.01 | 05 Wersion
Description Description

Target Address:
Selected Connection Type:
Requested Servioe
Filename:

1
MODEUS
D

140-CPU-#34-1%
0008 0006
135

|CPUBEA Concept > Unity 0S Loader QUANTLIM-4854,/58¢

Converter 07/23/02

CC26 R4 09/11/2007

164 Firmnweare V1,356

B schneider Electric DSLoader: Summary o [l 1
05 Loader - Version 3.0 =

Copyright @ 2003-2005 5 chneider Automation SA5

ovnload 05 to Devics
E:\uantumiProcessor_madules\Cancept_to_Linity\140CPLI4341

To conlinue press the Download/Upload' or Close! button

Note: If the system detects a discrepancy on the hardware or on the OS
version, the download will not be possible. This is indicated by a red cross

and the button

becomes unavailable.

r~ File ~ Device
Device Mame: |[:PU:-:B‘BA ‘ Device Name:
Hardware ID Iﬂm’a 0006 ¢ | Hardware D :
05 Version : [0.01 05 Version :

|CPUx8BA

|0008 0008
|0.01

Solve this issue and continue. When the hardware and OS are compatible,

- Download . .
clicking on the button launches the download of the intermediate

OS file.
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Upgrading a Quantum PLC from Concept to Unity

Download the
intermediate
OS file (cnt’d)

Phase 1
1
Phase 2
1
Phase 3

During the download the remaining time is displayed:

Schneider Electric DSLoader: Progress (15%)

(05Loader - Version 3.0

Service invoked o
Target Address:

Selected Connection Type:
Requested Service:
Filename:

Read Hardware [dentifier :
Reset Path Connection ©
Select Path Connection
Enter 05 Ioader mode
Enter 05 loader mode
Download 05:

Initialize Code Memary :

4]

Copyright € 2003-2005 Schneider Automation 545

WARNING: In case of a pawer outage during
lnading, the PLC may become completly inoperable!

Lloze |
Abort |

Thu Apr 19 15:06:48 2007

MODEUS
Download 05 to Device
E:A\QuantumiProcessor_modulesiConcept_to_Unity\140CPL

SUCCESS
SUCCESS
SUCCESS
IN PROGRESS
SUCCESS
STARTED
SUCCESS

| ]

I

I 3400 of 21504 Bytes ‘Wiitten.  Remaining Time: 38 Seconds [467 Bytes/sec)

Once the download has successfully completed, the screen below is

Cloze

displayed. Click twice on the
(Power OFF then ON or reset the PLC).

Schneider Electric OSLoader: Progress (100%0)

button and go to the Phase 2

Service invoked on

Target Address:

Selected Connection Type:
Fequested Service:

Thu&pr 19 15:06:48 2007
MODBUS

Download 05 to Device

Abart

L
Lo |

Filename: E:\HuantumiProcessor_madulesiConcept_to_ Unityt140C

‘WARNING: In case of a power outage during
lnading, the PLLC may become completly inoperable!

Fiead Hardware |dentifier :  SUCCESS
Reset Path Connection : SUCCESS
Select Path Connection : SUCCESS
Enter 05 loader mode : IN PROGRESS
Enter 05 loader mode : SUCCESS
Download 05 STARTED
Initislize Code Memory : SUCCESS
Transfer service SUCCESS

Ta continue 05 converzion, power-cucle the PLC and download final 05
4]

I 21504 Bytes Wiitten.  Remaining Time: Done [317 Bptes/sec]

Note: During intermediate download of OS, CPU LEDs do not change state,
Ready LED remains steady and RUN LED keeps blinking.
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Upgrading a Quantum PLC from Concept to Unity

Reset the PLC

Phase 1
|
Phase 2
|

FPhase 3

Presentation

Phase 1
I
Phase 2
i
Phase 3

EIO000000006403

A CAUTION
EQUIPMENT DAMAGE
During the download:
e Do not power OFF the PLC
e Do not power OFF the PC
e Do not disconnect the cable
e Do not shut down OS loader
Any loss of communication during the update procedure can cause severe
damage to the CPU or NOE module.
Failure to follow these instructions can result in injury or equipment
damage.

Once the download of the intermediate binary file has completed, the PLC

has to be initialized. This task can be performed by one of the two following

actions:

v" Reset the PLC by pushing on the Restart button located on the CPU (for
more information, refer to the PLC technical documentation.

v" Power OFF then ON the PLC.

Once the PLC has restarted, If steady Run light and no connection with OS
loader, Reset the PLC. If State of PLC is steady Ready and blinking Run
light, Proceed for phase 3: download the final Unity OS file.

The final binary file “140CPU43412U.bin” (For the selected CPU in our
example) has to be downloaded.

For that, follow the same procedure as the one described in the Phase 1.
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Upgrading a Quantum PLC from Concept to Unity

Download As all the necessary actions to download the final Unity OS have been
procedure already fully described in the Phase 1, they are shortly reminded here after:
Phase 1 1 Open the OS loader (the PC should be still connected to the PLC).
phalse 5 2 | Select the Protocol — Refer to Phase 1.
phaLe 3 Select the target device and click on the button. The next

screen appears after few seconds.

B schneider Electric DSLoader: Operation: =]

Schreider Electic 0SLoader

Step 3: Flease select which operation should be performed

Select Ops

3 - } ]" = Download 0 to device

€ Upload 03 from device

¢Back [ Hew: 3 Close Help

Click on the @ button and select (in our example) the file
140CPU43412U_Vxyz.bin located on the CD OS. Then validate this
screen.

Lack irc | ) 140CPUS3414U -] = B

140CPLS34 14U W bin
Concept_ka_Linity_534 141, bin

File name:  [T40CPU534140_Vix bin
Files of type: |Einary Files [* bin) ﬂ Cancel
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Upgrading a Quantum PLC from Concept to Unity

Schneider Electric DSLoader: Dperation =IQ|£|

Schineider Electic 05 Loader

Step 3: Please select which operation should be perfarmed

Select Operation
- ‘]]{l,” % Download 05 o device
| | " Upload 0% from device

=
Eilenamms

IE \Quantum\Processor_modulesiConcept_to_Urity140CPU 4341 20N 40CP1L434

< Back Clase | Help |

Select the operation to perform (Download OS to device) and press

on the button.
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Upgrading a Quantum PLC from Concept to Unity

Download
procedure
(cnt’d)

Phase 1
I
Phase 2
i
Phase 3

EIO000000006403

At this stage, and if no functional Operating System is present in the
PLC the screen may display “???” in the field “OS Version” and an

. O . :
error message. Click to validate this message.

Schneider, Electric O5Loader: File and Device Info E”E|El

Schneider Electric 05Loader

Step 4: Final Comparizon

File: Device

Device Mame: ,m Device Mame: IW
Hardware D : ,W +" | Hardware D : IW
05 Yersion : 2084 || 05 Version: om
Description: Drescription:

Quantum Unity 05 4344,/5344 CPU»BEA Concept » Unity 05 Loader

Converter 07/23/02

< Back | Mext > | Cloze Help

M et >
Then click on the button.

. Download . : .
Click on and validate the warning message displayed on
the screen to launch the download of the final OS file.

1 WARNING: Transferring a new operating system to a PLC will delete the current project from the controller's memaory,
I You must reload the project after updating the operating system of a PLC,

‘Would you like to proceed?
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Upgrading a Quantum PLC from Concept to Unity
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During the download (duration may vary according to the protocol)
the remaining time is displayed:

Schneider Electric 0D5Loader: Progress (0%a)

05Loader - Yersion 3.0

Service invoked on:
Target Address:

Selected Connection Type:
Requested Service:
Filerame:

Read Hardware |dentifier :
Reset Path Connection :
Select Path Connection :
Download 05:

Initiglize Code Memaory :

<

Copyright € 2003-2005 5chreider Automation 545

Thu dpr 19 15:11:10 2007
1

MODBUS
Cownload 05 to Device

E:\QuantumProceszor_modules\Concept_to_Unityt140CPU

WARMING: In case of a power outage during
loading, the PLC may become completly inoperable!

SUCCESS
SUCCESS
SUCCESS
STARTED
SUCCESS

Llaze |
Abort |

|2BDD of 819200 Bytes \wWiitten.  Femaining Time: 29 Minutes 8 Seconds [467 Bytes/sec]

Once the download has successfully completed, the screen below is

displayed:

Schneider Electric 05Loader: Progress (101

F5Loader - Yersion 3.

Copyright

Service invoked o
Target Address:

Selected Connection Type:
Requested Service:
Filenarne:

Read Hardware | dentifier :
Reset Path Connection :
Select Path Connection :
Drownload O5:

Initialize Code Memomn
Exit 05 loader mode

Transter service:

Werzion 3.1
2003-2005 Schneider Automation 545

Thu Apr 13 15:11:10 2007

MODEUS
Download 05 to Device

E:\OuantumiProcessor_modulestConcept_to_Unitys140CPU

WARMING: In case of a power outage during
loading, the PLC may become completly inoperable!

SUCCESS
SUCCESS
SUCCESS
STARTED
SUCCESS
SUCCESS

SUCCESS

Lloze |

Abart |

I 813200 Bytes \Wiitten.  Remaining Time: Done  [468 Bytes/sec)

Cloze

Click twice on the
tool.

button to exit from the OS loader

Reset or power OFF then ON the PLC.
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Upgrading a Quantum PLC from Concept to Unity

Checking
version (not
mandatory)

A CAUTION
EQUIPMENT DAMAGE
During the download:
e Do not power OFF the PLC
e Do not power OFF the PC
e Do not disconnect the cable
e Do not shut down OS loader
Any loss of communication during the update procedure can cause severe
damage to the CPU or NOE module.
Failure to follow these instructions can result in injury or equipment
damage.

Phase 1

Phase 2

Phase 3

EIO000000006403

If needed, you can check the new CPU version. For that
v" Open the OS loader tool
v" Select the protocol

v Click on 2|
v Click on Froperties

Device Properties E|
Project
Project Name : |tation
PLC State: |RUNNING
Device
Device Mame: [140 CPU 534 144
Hardware |D : |UDEIB 0oos
D5 ‘ersion : |2.60-74
Description:
Quantum Unity 05 4344,/5344,

In our example, the CPU has been upgraded to 140CPU43412U and the OS
version is 2.60.
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Updating a Quantum PLC from Unity to Unity
3. Updating a Quantum PLC from Unity to Unity

Object of this This chapter describes how to update a Quantum PLC from Unity version
Chapter higher than V2.0 to a more recent one. Note that the update from Unity V1.0
to V2 and above is not covered by this document.
The screens shots given below show how to update a 140CPU65150
processor.
Note: This procedure can be adopted for all Quantum platforms (High End
and Legacy platforms).

Connecting the  Refer to chapter “Prepare a Quantum Update / Connecting the PC to the PLC
PCtothe PLC  for an OS update or upgrade.”

Launching the  The OS loader (provided with Unity) allows the user to download the
OS loader Operating System to the PLC. To open it click on Start/Program/Schneider-
Electric/Unity-PRO/OS loader.

Once done, the following screen appears:

Schneider Electric 0SLoader: Welcome = IEI |£|

‘Welcome to the

Schneider Electric OSLoader Wizard — V3.0

The wizard will guide you through all steps necessary to successfully update the operating
system of your PLC.

WARNING: UPDATING THE OPERATIMG SvSTEM OF YOUR PLCWILL DELETE THE
CURREMT PROJECT FROM THE PLC MEMORY.

“Y'ou will have to reload the pragram after updating the PLC.
Updating the operating system forces the stop mode of the FLL.

— Initial zetting:

Contest file: IE:\F‘rogram Files\Schneider ElectrictUnity Probosloader.osc J

Security: Access rights ... |

Cloze Help
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Updating a Quantum PLC from Unity to Unity

Select the Nest >
Communica- From the main screen of the OS loader, click on the button. The
tion protocol following screen appears:

Schneider Electric OSLoader: Communication Protocol

Schneider Electic 05Loader

Step 1: Pleasze select ane of the listed pratocals

i~ Please chooze a communication driver -

MBPLUSOT
MODBUSOT

LUNIT ELWAY LMTLWO1

MODBLIS ASCH
MoDBUS RTY

< Back I Mest » | Cloze ] Help I

To download the Operating System into the PLC select the right
communication protocol (MODBUSO01 or MBPLUSO01) for Quantum CPU, in

Mest
accordance with established physical link) and click on the

button.
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Updating a Quantum PLC from Unity to Unity

Select the
Target Device

Get the Unity
version
(optional)

EIO000000006403

Schneider Electric 0SLoader: Modbus Target ;IQI!I

Step 2 Fleasze sele

Schneider Electric 05 Loader

ct the T arget Device

™ Modbus Plus target

— Device Type
% Pracessor " Direct Device
" Local Head " Remote [/0 Drop
Slat number: [rop number:
- P
— Target Addre
Modbus Address:
|1 LConnect I

— Device

Scan | Update |

------ ] Mode:1-PLC

1 niode found

Start PLE Stop FLE | Properties |

On the Device Type field, select Processor.

Before the update, knowing which Unity version is already installed on the
processor may be useful if for any reason a restore function is needed. For

that proceed as follows:

2 Click on the m

button to connect the PC to PLC.

3 | Click on the M button to get info from the PLC.
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Updating a Quantum PLC from Unity to Unity
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The following screen gives the user some information regarding the
PLC status
v' Started, stopped, Not Configured

Processor type (in this example: 140CPU65150

v
v" The Hardware identification (for Schneider internal use only)
v

The OS version (in this example the OS version is 2.6)

Device Properties @

Praject

PLC State:

Leswice

Hardware |0 :
05 Version ;

Drescription:

Project Mame :

Device Mame:

|Stati0n

|RUNNING

140 CPU B51 ED
|oo0e 010
[25064

Cloze

Note this version number to avoid compatibility issues between the
application program and the OS if the previous version has to be

restored.

Press the

Cloze

button to return back to the OS update process.
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Updating a Quantum PLC from Unity to Unity

Select the
Download
Function

EIO000000006403

From the screen described above in the section “Select the Target Device”

Mext
press the button. A new screen is proposed: select “Download

OS to device”.

P schaeider thectric O5Loader: Operation = E]|

Srmbes et (5 Loads
‘Step & Phease telect which ogsrstion thoukd be peromed

% Doriesad 05 b dvien

™ Upkosd OF from dervice

[
[E Buartum Processomoddes iy, U el ROCPUESTE0 P D5 VI40FU | Browe. |

oo [CHE] o | e

Click on the Browse... button in order to select the file to download into the

PLC. In this example we will update the 140CPU65150 OS from version 1.0
to version 2.6. For that select the folders:

Quantum\Processor_modules\Unity _upgrade (in your case, select the folder
according to your processor type):

Ouvrir E B
Fegarder dans : | 1 Urity_Upgrade j - £F B~
140CPLIZ1110
140CPL4 34120
140CPUIS34 1410
Mom du fichier ‘
Fichiers de type : ‘Emary Files [ bin] j Annuler

Finally, by browsing the successive sub-directories (PLC_QOS) select the
binary file “140CPU65150 Vxyz.bin.

Open P
Look ir: |L‘f} Plc_0S j cf E-
140CPUESLED_ Vs s, bin

File name:  [140CPUBS160_ ys x.bin

Files of type: | Binary Files [*.bin) | Cancel
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Select the file to
download
[ax]

Schneider Electric DSLoader

Step 3 Please select which operation should be performed

Select Dperation

- H]]'” & Downlosd 05 to device

| | = Upload 05 from device

Fil
nane

Filena
’7|E'\Quanlum\Prncassnr_mﬂdules\l_lmly_l_lpgladeu4DEF’UBE1ED\F’IC_DS\NDEPU Browse... ‘

< Back I Hext > I Cloze Help

. Mt =
Once done click on the button.
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Download the Once the previous screen is validated, two screens display the current OS
Os file version, the processor and the OS file to download:

B schneider Electric 0SLoader: File and Device Info

B schneider Electric DSLoader: Summary o [s] 1
5 chneider Electric 05Loader
Step 4: Final Comparison
05 Loader - Yersion 3.0 =
Copyright © 2003-2005 S chneider Automatian SAS
> Doike T et 1
Device Name: 140 CPL 651 540 Device Name: 140 CPU E51 60 Selected Connection Type:  MODEUS
Fiequested Service Download 05 to Device
Hardware 1D © [oooB ool |+ HadwarelD: T — Filename: E\BuantumProcessor_modules\Unity_Upgrade\140CPLIGS1504
05 Version 260-72 05 Yersion 25064
To continue press the Download/Upload or Tlose’ button
Description: Description:

< Back Next > Clase Help

Note: If the system detects a discrepancy on the hardware or on the OS
version, the download will not be possible. This is indicated by a red cross

and the _ button becomes unavailable.

—File- 1 ~Device— =
Device Mame: |14|:| CPLU E71 B0 Device Name |14IZI CPL B51 50
Hardware 1D |oooe o102 X | Hardware ID oooB o1m
08 Version [24046 /| 08 Version: [240-28

Solve this issue and continue. When the hardware and OS are compatible,

. Download . . :
click on the button and validate the warning message displayed
on the screen to launch the download of the OS file.

%
& WARMING: Transferring a new operating svstem ko a PLC will delete the current project Fram the contraller's
MMEMary,

Wau musk reload the project after updating the operating system of a PLC,

Would vou like to proceed?
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Download the
OS file (cnt’d)

Once the download has successfully completed, the screen below is

displayed:

Schneider Electric DSLoader: Progress (2%)

05Loader - Yerzion 3.0

: ]
Eopyiaht & 2003 2005 Sohneidsr Autamation 555 LI
Service invoked on: Tue A&pr 17 10:30:07 2007 Abort |
Target Addiess: 1 =

Selected Connection Type:  MODBUS

Requested Service: Download 05 to Device
Filenanne: E:A\QuantumProcessor_modulesiniby_Upogradeh140CPLUBS

WARNING: In case of a power outage during
loading. the PLC may become completly inoperable!

Fead Hardware |dentifier:  SUUCCESS
Reset Path Connection : SUCCESS
Select Path Connection SUCCESS

Enter 05 Inader mode IN PROGRESS

Enter 05 loader mode SUCCESS

Dowrload 05: STARTED

Initizlize Code Memary : SUCCESS

4 | |

0

| BE400 of 2097152 Bytes Wiritten Remaining Time: 1 Howr(s) 5 Minutes 24 Seconds (520 Bytes/sec)

Schneider Electric DSLoader: Progress (100%)

Service invoked on: Tue Apr 17 10:30:07 2007
Selected Connection Type:  MODBUS
Requested Service Dawnload 05 to Device

Shbort
Filename: E:\Quantum'Processor_modulestnity_Upgradet140CPL ;ﬂll

WARNING: In case of a power outage during
loading. the PLC may become completly inoperable!

Read Hardware [dentifier . SUCCESS
Reset Path Connection : SUCCESS
Select Path Connection SUCCESS

Enter 05 loader mode IN PROGRESS
Enter 05 loader mode SUCCESS
Dowrload 05: STARTED
Initizlize Code Memary : SUCCESS
Initizlize Code Memary : SUCCESS
Exit 05 loader mode SUCCESS

Transler service: SUCCESS

I 2097152 Bytes Wiitten. Remaining Time: Done [514 Bptes/sec]

= Cl I
Target Address: 1 J Lloze

Cloze

Click twice on the button.

EIO000000006403

During the download (the duration depends on the protocol used, roughly 60
minutes with Modbus) the remaining time is displayed:
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A CAUTION
EQUIPMENT DAMAGE
During the download:
e Do not power OFF the PLC
e Do not power OFF the PC
e Do not disconnect the cable
e Do not shut down OS loader
Any loss of communication during the update procedure can cause severe
damage to the CPU or NOE module.
Failure to follow these instructions can result in injury or equipment
damage.

Reset the PLC ~ Once the download of the OS file has completed, the PLC has to be
initialized. This task can be performed by one of the two following actions:
v" Reset the PLC by pushing on the Reset button located on the CPU (for
more information, refer to the PLC technical documentation).
v" Power OFF then ON the PLC.
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Checking
version
(optional)

EIO000000006403

If needed, you can check the new CPU version. For that

v

v
v
v

In our example the CPU has been updated to the version 2.60.

Open the OS loader tool
Select the protocol

Click on
Click on

Connect

Properties

Device Properties

Praject
Project Mame :

PLC State:

Dewvice
Device Name:
Hardware D :
05 Yersion :

Drescription:

K

|S tation

[RUNNING

140 CPU B51 ED

|o00E 0101

|2.60-72

Cloze
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4. Restoring a Quantum PLC from Unity to Concept

Object of this
Chapter

Important

Connecting the
PC to the PLC

Phase 1
1
Phase 2
|

Phase 3

EIO000000006403

This chapter describes how to restore a Quantum PLC from Unity to Concept.
The screen shots given below show how to restore a 140CPU43412U (Unity)
to 140CPU43412A (Concept).

Restoring a PLC from Unity to Concept requires to perform three main
phases:

v" Phase 1 — Restore the PLC to Concept with an intermediate OS.
v" Phase 2 - Power OFF then ON the PLC.
v" Phase 3 — Restore the Operating System with the appropriate file.

Those phases are mandatory and cannot be by-passed.
Each phase is described in the following procedure.

Refer to chapter “Prepare a Quantum Update / Connecting the PC to the PLC
for an OS update or upgrade.”
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Launching the
OS loader

Phase 1
1
Phase 2

Phase 3
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Once done, the following screen appears:

Schneider Electric 0SLoader: Welcome

The OS loader (provided with Unity) allows the user to download the
Operating System to the PLC. To open it click on Start/Program/Schneider-
Electric/Unity-PRO/OS loader.

‘Welcome to the

Schneider Electric OSLoader Wizard — V3.0

The wizard will guide you through all steps necessany to successfully update the operating
system of your PLC,

WARNING: UPDATING THE OPERATIMG SWSTEM OF YOUR PLCWILL DELETE THE
CURREMT PROJECT FROM THE PLC MEMORY.

‘v'ou will have to reload the pragram after updating the PLC.
Lpdating the operating system forces the stop mode of the PLL.

— Initial setting:

Security: Access rights ... |

Contest file: |E:\Pr0gram Filez\Schneider ElectictUnity Probosloader.osc J

The next steps are fully described later in this document.
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Select the Mest >
From the main screen of the OS loader, click on the button. The

Communica-
tion protocol following screen appears:
Phase 1 Schneider Electric OSLoader: Communication Protocol
|
Phase 2 Schneider Electric 05Loader
| Step 1: Pleasze select ane of the listed pratocals
Phase 3
- Pleaze choose a communication driver-

FIP
MEFLUSOT
MODBUSOT

LUNIT ELWAY LMTLWO1

MODBLIS ASCH
MoDBUS RTY

< Back I Mest » I Cloze I Help |

To download the Operating System into the PLC select the right
communication protocol (in accordance with established physical link) and

Mewut =
click on the button.
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Select the
Target Device

Phase 1
1
Phase 2
1
Phase 3
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Schneider Electric DSLoader: Modbus Target

=15 x|

Schneider Electric 05Loader

Step 2 Pleasze zelect the Target Device

— Device Type
% Processor " Direct Device
" Local Head = Remote |0 Drop
Silat number: Lirop Aumter:
[l
— Target Addre
Modbus &ddress:

|1 LConnect I

™ Modbus Plus taget

— Device:

Scan | Update |

1 node found

Sitart FLC

------ [l Mode: 1-PLC

Stop PLC | Properties |

< Back

On the Device Type field, select Processor and the other needed parameters
(Modbus address....). Then connect to the selected PLC (Node).
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Select the
Download From the screen described above press the button. A new screen
Function is proposed: select “Download OS to device”.
Phase 1 B schneider, Electric OSLoader: Operation |Z||E|rg|
1
Phase 2 Schreider Electic 05Loader
| Step 3: Pleaze zelect which operation should be performed
Phase 3

Select O peration
- ]]‘hdlﬂ &+ Download 05 to device
| | " Upload 05 from device

Filename
|essor_modules'\unity_tn_Eoncept’ﬂ ANCPUS341 444 nity_to_Concept_534144 bin - Browse...

< Back | MHeut » | Cloze Help
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Select the file to
be downloaded

Phase 1
|
Phase 2
1
Phase 3

Browse. ..

Click on the button in order to select the file to download into the

PLC. In this example we will restore the OS from 140CPU43412U to
140CPU43412A. For that select the following folders:

Quantum\Processor_modules\Unity to_Concept.

Ouvrir

Regarder dans :

= 1400PU434124
140CPUS34 1448

Morm du fichisr

Fichiers de type :

| (=3 Uriity_to_Concept

~le Bk E

Ouperi

‘ Binary Files [* bin]

j Anuler

To restore the OS from Unity to Concept, two binary files can be selected:

v Unity_to_Concept_43412A.bin (allows to “format” the processor to
Concept)

v" 5rv135E.bin is the OS that will finally be downloaded in the processor

Quvrir

Regarder dans : ‘L’f} T40CPUA34128,

~e @k E-

Sty 124E bin
Unity_to_Concept_434124, bin

Mo du fichier : ‘

Ourerie |
j Annuler

Fichiers de type : | Biinary Files [*.bin)

In our example we have to “format” the processor (remember, we still are in
the Phase 1) then select and Validate “Unity_to_Concept_43412A.bin”.

Quvrir

Regarder dans :

[ 140cPU43412e ~| e & B

Mam du fichier ‘Un\tyfto,ﬁoncept,ﬁéﬂ 24 bin

j Anuler

Fichiers de type : ‘Bmary Files [* hin]

M et >
Once done click on the button.
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Download the
intermediate
oS

Phase 1
1
Phase 2
1
Phase 3
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Once the previous screen is validated a warning is displayed:

x|

This File contains an intermediate O35 used For conversion
between a Concept and a Unity operating system,

5 conversion reguires:
1) Download of the intermediate 05 (this file)
2 Reboot of the PLC {perfarm Power-cycle)
3) Download of the Final Unity OS5

. Ok, L . :
Click the button. Two screens that give information regarding

the file, the processor and the download are now displayed:

Schneider Electric OSLoadar: File and Device Info [2](55[5) [ 5chneider Electric D5toader: Summary =1o1x]
0SLoader - Version 3.0 =]
Schneider Electric 05 Loader Coppright © 2003-2005 5 chneider Automation SAS
Step 4: Final Comparison Taiget Address: 1

Selected Connection Type:  MODEUS
Requested Service: Dawnlaad 05 to Device

Fils Device Filename: E:AJuantumtFrocessor_modules\Unity_ta_Concepti140CPLI4Z41

Device Name [cPUsese Device Name: 140 CPLI 534 148,

s I e Hardware 1D T Ta continus press the DownloadUipload' o Tlase' bution.

05 Version 002 05 Version: 26074

Description: Deseription:

CPUSBEA 05 Loader Corventer Quantum Unity 05 434475344

Unity-» concept
« | _’l_I

¢Back Net > Cose | Hep | Cose | Help |

Note: If the system detects a discrepancy on the hardware or on the OS
version, the download will not be possible. This is indicated by a red cross

Mewt = .
and the button becomes unavailable.

Solve this issue and continue. When the hardware - OS are compatible, click

Dawnlaad . ] .
on the to launch the download of the intermediate OS file.
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Download the
intermediate
OS file (cnt’d)

Phase 1
1
Phase 2
1
Phase 3
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During the download the remaining time is displayed:

Schneider Electric 0SLoader: Progress {21 %)

OSLoader - Verzion 3.0
Copyright & 2003-2005 5 chneider Automation 545

Service invoked on: Thu Apr 19 14:31:41 2007
Target Address: 1

Selected Connection Type:  MODBUS

Requested Service: Dowrload 05 ta Device

WARMIMG: In case of a power outage during
loading, the FLC may become completly inoperable!

Read Hardware [dentifier:  SUCCESS
Reset Path Connection : SUCCESS
Select Path Connection : SUCCESS

Enter 05 loader mode : IM PROGRESS
Enter 05 loader mode : SUCCESS
Download 05: STARTED
Initialize Code Mermory - SUCCESS

| |

Lloge |
Abort |

Filenarme: E:A\JuanturmProcessor_moduleshnity_to Concepth140CPU

]

I 4400 of 20480 Bytes ‘Wiitten.  Remaining Time: 34 Seconds [463 Bytes/zec)

Once the download has successfully completed, the screen below is

Cloze

displayed. Click twice on the
(Power OFF then ON or reset the PLC).

Schneider Electric D0SLoader: Progress (100%)

button and go to the Phase 2

Service invoked on: Thu Apr1914:31:41 2007
Target Address: 1

Selected Connection Type:  MODEUS

Requested Service: Download 05 to Device

WARNIMG: In case of a power outage during
loading, the PLC may become completly inoperable!

Read Hardware |dentifier . SUCCESS
Reset Path Connection : SUCCESS
Select Path Connection : SUCCESS

Enter 05 loader mode : IN PROGRESS
Enter 05 loader mode : SUCCESS
D ownload O5: STARTED
Initialize Code Memory : SUCCESS
Transfer service: SUCCESS

To continue 05 conversion, pawer-cycle the PLC and download final 05

< |

Abart
Filename: E:“Quantum'Processor_modules\Unity_to_Concept'140C _40['

B

I 20480 Bytes Wiitten.  Remaining Time: Done [425 Butes/sec)

Note: During intermediate download of OS, CPU LEDs do not change state,
Ready LED remains steady and RUN LED keeps blinking.
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Reset the PLC

Phase 1
|
Phase 2
|

FPhase 3

Presentation

Phase 1
I
Phase 2
i
Phase 3
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A CAUTION
EQUIPMENT DAMAGE
During the download:
e Do not power OFF the PLC
e Do not power OFF the PC
e Do not disconnect the cable
e Do not shut down OS loader
Any loss of communication during the update procedure can cause severe
damage to the CPU or NOE module.
Failure to follow these instructions can result in injury or equipment
damage.

Once the download of the intermediate binary file has completed, the PLC

has to be initialized. This task can be performed by one of the two following

actions:

v" Reset the PLC by pushing on the Restart button located on the CPU (for
more information, refer to the PLC technical documentation).

v" Power OFF then ON the PLC.

Once the PLC has restarted, go to Phase 3: download the final Concept OS.

The final binary file “g5rv135E.bin ” (140CPU34312 in our example) has to
be downloaded.

For that, follow the same procedure as the one described in the Phase 1.
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Download As all the necessary actions to download the final Concept OS have been
procedure already fully described in the Phase 1, they are shortly reminded here after:
Phase 1 1 Open the OS loader (the PC should be still connected to the PLC).
phalge 5 2 | Select the Communication Protocol — Refer to Phase 1.
phaLe 3 Select the target device and click on the button. The next

EIO000000006403

screen appears after few seconds.

Schneider, Electric OSLoader: Operation

Schneider Electric 05Loader

Step 3: Please select which operation should be performed

Select Operation

- l | -I ]] I * Download 05 to device
3
" Upload 05 from device

Filename
|Quantum\Processnr_modules'\unity_to_Eoncept'\'I A0CPUS341 444505RW135E BIN|  Browse...

< Back | Mext > | Cloze | Help |

Click on the @ button and select (in our example) the file
g5rv135E.bin located on the CD OS. Then validate this screen.

CETEE 2x|
Rechercher dans Ia 140CPU434128 j = cF E2-
4 s8] Unity_to_Concept_434124.bin
Mo de fichisr |q5rv124E bin Ouwrir I
Tupe: | Binary Files [~ i) L
i
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Download
procedure
(cnt’d)

Phase 1
I
Phase 2
i
Phase 3
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Schneider Electric DSLoader: Operation |3 |£|

Schneider Electric 05Loader

Step 3: Please select which operation should be performed

Select Operation
- ]Il” & Download 5 to device
| | " Upload 05 fram device

’VIE AQuantumProcessor_moduleshUnity_Upgradet140CPUET1604Fle_OS4140CPU

< Back Close | Help

Select the operation to perform (Download OS to device) and press

on the button.

Schneider Electric OSLoader: File and Device Info

Schneider Electric 05Loader

Step 4 Final Comparizon

File: Device

Device Hame: 140-CPU-x34-1% Device Narme: CPUSSEA

Hardware 1D : 0002 0008 " | Hardware ID : 0008 0006
05 Yersion : 1.35 | OS5 Version: 0.02

¢ Back | Mext > | Cloze

Description: Dezcription:
QUANTURM-4864/5864 Firmware V1. 35E CPUSSEA OS5 Loader Canverter
CC26 SA4 03/11./2007 Unity->concept

Help

Mext >
Then click on the button.
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. Dowrload . : .
Click on and validate the warning message displayed on

the screen to download the final OS file.

%

& SWARMNING: Transferring a news operating swskem to a PLC will delete the current project from the controller's
FREMOEY.
“fou must reload the project after updating the operating swstem of a PLC,

wWould you like to proceed?
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During the download (duration may vary according to the protocol)
the remaining time is displayed:

Schneider Electric 0SLoader: Progress (D%o)

O5Loader - Version 3.0
Copyright © 2003-2005 Schneider Automation 545

Llaze

Service invoked on; Thu dpr 1914:41:45 2007 Abart
Target Addiess: —
Selected Connection Type:  MODBUS

Requested Service: Daownload 05 ta Device

Filenarne: E:\GQuantum'Processor_modulesiUnity_to_Concepth140CPU

|
_ |

WARMING: In caze of a power outage during
loading, the PLC may become completly inoperable!

Fiead Hardware dentifier - SUCCESS
Fieset Path Connection © SUCCESS
Select Path Connection SUCCESS

Download 05: STARTED
Initizlize Code Memary SUCCESS
1| | D]

I 3600 of 393216 Bytes Wiitten.  Remaining Time: 13 Minutes 54 Secands [467 Bytes/sec)

Once the download has successfully completed, the screen below is
8 | displayed:

Schneider Electric D5Loader: Progress {100%)

t05 Loader - Yersion 3.0 Close

[ 13 2008 & chineider dutomation G40 1 4|

Service invoked an: Thu Apr 19 14:41:45 2007 Abort
Target Address: —
Selected Cannection Type:  MODEUS

Requested Service: Dawnlaad 05 to Device

Filename: E:\Quantum'Processor_modulesiUnity_to_Concept'140CPU

WARNING: In case of a power outage during
lnading, the PLC may become completly inoperable!

Read Hardware |dentifier SUCCESS
Reset Path Connection : SUCCESS
Select Path Connection : SUCCESS

Drownload O5: STARTED
Initizlize Code Memary SUCCESS
Exit 0% loader mode : SUCCESS

Transfer service: SUCCESS

I 393216 Bytes Wiitten.  Remaining Time: Done (443 Bytes/zec]

Cloze

Click twice on the button to exit the OS loader tool.

9 | Resetor power OFF then ON the PLC.
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A CAUTION
EQUIPMENT DAMAGE
During the download:
e Do not power OFF the PLC
e Do not power OFF the PC
e Do not disconnect the cable
e Do not shut down OS loader
Any loss of communication during the update procedure can cause severe
damage to the CPU or NOE module.
Failure to follow these instructions can result in injury or equipment

damage.
Checking If needed, you can check the new CPU version. For that
version v" Open the OS loader tool
(optional) v" Select the communication protocol
. Connect
Biiassd v" Click on ﬂ
[ v Click on Propertiesz
Phase 2
i
Phase 3

Project

Project Name : |Station

PLC State: [RUNNING
Device

Device Mame: | 140-CPU-34-1x
Hardware |D : |DDDS (00E

D5 ‘ersion : |1.35
Description:

QUANTUM-4864/5862 Firmware V1.35E CC26
SR4 0941172007

In our example, the CPU has been restored to 140CPU43412A, version 1.60.
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5. Upgrading a Quantum Hot Standby PLC

Object of this
Chapter

Compatibility
issues

Upgrading PLC
while the
process is
running
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This chapter describes how to upgrade a Quantum Hot Stand By PLCs (CPU
67160, CPU 67261). This Upgrade can be managed by one of the two
communications methods available in the OS loader:

v Modbus

v Modbus Plus

Important: the procedure below only gives, step by step, the procedure to
follow. The upgrade procedure itself is described in the chapter 3 of this
document.

Important: To upgrade a Modicon Quantum Hot Standby with Unity OS
loader without shutting down the process, the current application program
must be executable by the new OS. Observe this requirement when installing
minor revisions targeted for bug fixes or minor enhancements. When a major
function enhancement needs to be made, maintaining this compatibility may
not be possible. In this case, to perform an OS upgrade requires a system shut
down.

Connecting Hot Standby without RI1O drop.

The error A and error B leds of the RIO Head (CRP) indicate the
communication status between RIO Head and RIO Drop. When using CRP
module with firmware version lower than 2.00, the led “fault’ is on but this
has no impact on communication between the two RIO heads.

To have the error leds not returning a detected error, it is mandatory to:

e update the CRP module with a firmware 2.00 or higher (on both
Primary and Standby side).

e update the Quantum Hot Standby processor with a firmware 2.70 or
higher (on both Primary and Standby side).

e install Unity Pro V4.1 or higher. Select the HotStandby processor
V2.70 in the Unity Pro application and take the processor into account
through a ‘Rebuild All’. Make the full download in both PLCs.

e CPU 67261 is compatible with Unity Pro V5.0 or higher with a
firmware 2.80 or higher.

The Executive Upgrade feature allows upgrading the OS of the Standby
controller while the Primary controller continues to control the process.
However, during the upgrade, the system can no longer be considered as
redundant. That is, there is no Standby available to assume control if the
Primary should fail before the Standby upgrade is complete.
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Upgrading the
OS without

stopping

Upgrade
procedure
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Under normal operating conditions, both controllers in a redundant system
must have the same versions of firmware. In fact, there are checks done by
the controllers to detect if there is a mismatch in firmware.

Normally, when a mismatch exists, performing a switchover would not be
possible because the Secondary controller would not be allowed to be
Standby.

However, to allow an OS Upgrade without stopping the application, it is
possible to set the “upgrade without stopping” command in Command
Register system word %SW60 (bit %SW60.4 - Details on the Modicon
Quantum Hot Standby with Unity command register can be found in
Understanding the Unity Command Register, p. 113).

Note:

v" Enabling OS upgrade without stopping the application disable the
checking between the Primary and Standby configuration. Disable the
“upgrade without stopping” bit as soon as the OS upgrade is finished.

v" OS upgrade is possible only with compatible firmware.

Important: Using Modbus or Modbus Plus, only address 1 is allowed for
downloading. Ensure that no other device on the network is using address 1.

Connect to the Primary (through Modbus, Modbus Plus or USB).
Access the Command Register system bit %SW60.4 and set this bit to 1.
Disconnect the PC from the Primary CPU.
Depending on the communication media chosen for the upgrade
procedure, note the Modbus or Modbus Plus address of the Standby CPU
using the keyboard functions (in “PLC Communications /
Communications Serial Port” for Modbus or in “PLC Communications /
Communications Modbus Plus” for Modbus Plus).
5. Stop the Standby CPU with the keyboard functions.
Note: The standby CPU goes to STOP Offline mode; the Primary
operates without a Standby.
6. Disconnect all the communication links (Hot Standby fiber optic cable,
Ethernet cables, Modbus Plus cables ...) from the Standby rack and
remove the CRP module from the Standby rack.
Switch off the power of the Standby rack.
8. When using an application in the PCMCIA card:
8.1. Remove the PCMCIA card from the Standby CPU.
8.2. Remove the PCMCIA batteries to empty the card content.

Eal AN

~
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11.

12.

13.
14.
15.
16.

17.
18.

19.
20.

21.

22,

23.
24,

25.
26.

Power on the Standby CPU.

. If not set to 1, change the Modbus or Modbus Plus address of the Standby

CPU to 1 with the keyboard functions (in “PLC Communications /
Communications Serial Port” for Modbus or in “PLC Communications /
Communications Modbus Plus” for Modbus Plus).

Coprocessor Upgrade Step: please see “Appendix 4:
140CPU67160/140CPU 67261 HotStandby CPU Copro Upgrade
Procedure”. Don’t forget to power cycle the CPU at the end of the
procedure.

CPU OS Upgrade Step: please see “3. Updating a Quantum PLC from
Unity to Unity”

12.1. Connect the PC to the Standby CPU using Modbus or Modbus Plus.
12.2. Open the OSLoader tool.

12.3. Select the Modbus or Modbus Plus communication option.

12.4. Connect to the Standby using address 1.

12.5. Download the OS to the Standby.

Disconnect the PC from the Standby CPU.

Switch off the power of the Standby CPU.

When using an Application in the PCMCIA :

15.1. Insert the PCMCIA batteries.

15.2. Insert the PCMCIA card in the Standby CPU.

Power on the Standby CPU.

Note: the CPU must be in “No Conf” state.

Check the Copro and OS versions in the LCD Screen.

Reconnect all the communication cables (CRP module, Ethernet

cables, ...) but not the Hot Standby fiber optic cable.

At last, reconnect the fiber optic cable to both CPUs.

Check the application program is automatically transferred to the Standby
CPU ("Transfer ..." on screen for a short time and then "Run Standby
CPU"). If not, perform the transfer with the keyboard.

Note: Ensure that the Modbus or Modbus Plus address is the same as the
address noted in Step 4.

Put in RUN mode.

Note: Ensure Primary CPU is in Run Primary Mode and Standby CPU is
in RUN Standby Mode.

Perform a switchover by stopping the Primary CPU with the keyboard.
Note: Ensure Standby CPU becomes Primary CPU on the LCD screen.
Repeat Steps 4 through 21 on the new Standby.

Connect to the new Primary CPU with the PC and Unity Pro (through
Modbus, Modbus Plus or USB).

Access Command Register system bit %SW60.4; set bit to 0.
Disconnect the PC and ensure Primary CPU is in RUN Primary Mode and
Standby CPU is in RUN Standby Mode.
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NOE Module Upgrade Procedure

Appendix 1. NOE Module Upgrade Procedure

Purpose

To outline the steps required to upgrade a NOE module using Unity Pro 2.2 or
higher OS loader. Please note that prior version of the OS loader are not
compatible with this revision of the firmware. You MUST be at the proper OS
loader revision of 2.2 or higher.

Applicable Modules

140NOE77101 / 140NOE77111 Kernel 1.0 or higher with any version of
Firmware.

Resulting Module after upgrade

140NOE77101 Kernel 2.0 or higher, Firmware V4.9.

Note: The 140NOE77101 reference is given as an example, but the same
procedure with the same steps can be used for upgrading a 140NOE77111.

Overview

The upgrade of a NOE module requires multiple steps. Two components must be

considered to be upgraded, the Kernel and the Firmware version. Not all steps
listed below may be required depending on the version of the NOE module
before this upgrade procedure is started.

Pre-conditions

The CPU module must be in STOP mode and the NOE must have NO TCP
traffic.

A loss of power during the upgrade may cause the NOE module to be
inoperable. Make sure the power supply on the NOE module rack will not be
interrupted during the upgrade.
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NOE Module Upgrade Procedure

Step 1

Verify the Kernel and Firmware using Concept Exec Loader or Unity OS loader
or NOE web page.

For modules that have Kernel V1.0 and Firmware Lower than V3.3, you must
upgrade to Kernel V2.0 and Firmware V3.30 using the Concept Exec Loader.
For modules that have Kernel V2.0 or higher and Firmware V3.3 or higher, you
must upgrade to Firmware V4.4 using the Unity OS loader V2.2 or higher.

Step 2

Select the filename to download based on the Current Module Version in the
following table.

Current Module File to Select Resulting Module
Version
140NOE77101 Quantum\Ethernet_modul | 140NOE77101 Kernel
Kernel V1.0, es\Concept_to_Unity\140 | V2.0
Firmware — Any NOE77101\140NOE77101
V200 KER.bin
140NOE77101 Quantum\Ethernet_modul | 140NOE77101 Kernel
Kernel V2.0, es\Concept_to_Unity\140 | V2.0,
Firmware < V3.3 NOE77101\140NOE77101 | Firmware V3.3
~V330.bin

If module not listed proceed to Step3.

If module is listed, use the Concept Exec loader download the kernel and
executive firmware file. To upgrade module to Firmware V4.6, the Kernel must be
upgraded to V2.0 first.
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NOE Module Upgrade Procedure

Step 3
Upgrade the Firmware and Web pages to the current V4.4 using the Unity V2.2
OS loader or higher.

Ethernet OS Files to Update: 140NOE771x1 Kernel V2.0 or higher, Firmware at
least V3.3.

Schneider Electric O5Loader: Welcome 4

Welcome ta the

Schneider Electric OSLoader Wizard — ¥4.1 (IRB)-90214

The wizard will guide yois through all steps necessary to successfully update the operating
gystem of wour PLC.

WARNING: UFDATING THE OFPERATING 5vSTEM OF ¥OUR PLCWILL DELETE THE
CURRENT PROJECT FROM THE PLC MEMORY.

“'ou will have to reload the program after updating the PLC.
|lpdating the operating system forces the stop mode of the PLEC.

Initial zettings
Contest file; ]I::"-.F'n:ngram FileshSchneider ElectichUnity Pro\osloader. osc _]
Security: Access nghts ‘

| Meut | Cloze Help
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NOE Module Upgrade Procedure

Stepd

Select the FTP Driver.
Select ‘Next’.

H Schneider Electric OSLoader: Communication Protocol !E

Schneider Electric 05Loader

Step 1: Pleasze select one of the listed protocols

~ Pleaze chooze a communication driver

FTP
MEPLUSOT
MODBUSO1

LINITELWAY HMTLWM

MODBUS ASCH

< Back I Mest > I Cloze Help
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NOE Module Upgrade Procedure

Steps

Select ‘Direct Device’ and enter the device IP address and select Connect. If
requested enter the module’s MAC address, the MAC address can be found on
the front of the module.

Note: If your module is located remotely, you can get the MAC address by
pinging the module's IP address, then using the arp-a command to display the
module's physical MAC address.

Select ‘Next'.

Schneider Electric OSLoader : FTP Target

Schneider Electric O05Loader

Step 2 Pleasze select the Target Device

Device Type i Devices
Mode: 192.168.1.11 - Host
£ Procesa " Direct Device b AR

Target Address

FTP Address

192 0168 . 1 . N Connect
1 node found

[ | bop PLI I Fropertiez ‘

< Back | Mest » | Cloze | Help |

In this example, the IP address used is 192.168.1.11. Adapt this address for the
one of your PLC.
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NOE Module Upgrade Procedure

Step6

Select Operation ‘Download OS to Device’

Select the filename to download based on the Current Module Version in the

following table.

Current Module
Version

File to Select

Resulting Module

140NOE77101
Kernel V2.0 or
higher, Firmware at
least V3.3

Quantum\Ethernet_modul
es\Unity\140NOE77101\1
40NOE77101_Vxyz.bin

xyz stand for the version
of the OS that has to be
downloaded for update. It
can be for instance 440

140NOE77101 Kernel
V2.0 or higher, Firmware
Vx.yz (4.40 for instance)

Note: For NOE77101 with kernel V4.5 or higher, the compatible firmware is a

V4.0 or higher.

Note: Please read file "Quantum Compatibility Rules" for more version
compatibility information.
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NOE Module Upgrade Procedure

If module is listed select the correct file and click ‘Next’.

The following Screen will appear:

BY Schneider Electiic DSLoader: File and Device Info

Schreider Electric D5Loader
Step 4: Final Comparizon

-File Device
Device Mame: |1 A0MOEFF100 Device Name: |1 A0WOEF7F101
Hardware D : 0000 0422 V| Hardware 1D : 0000 0422
05 Yersion ; 14,40 | OS5 Version {4.20
Crazh Code: ]EI
D ezcription; Dezcription:
w4 40 IE3E Wa 20 IE33

< Back | Mest = | Cloze Help

Both the Hardware ID and OS version must be followed by a green tick.
Select ‘Next’ and then ‘Download'.
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NOE Module Upgrade Procedure

After the download is completed the following screen will appear.

Schneider Electric O5Loader: Progress - Initialization
432444 butes transferred in 5.03 seconds -
> MKD /FLASHD wnwnoot/cont zl \—lm':'se

< 287 MED command successful
» MED FLASHO wwwroot/cont/exec =

< 287 MED command successful

» CwD AFLASHO wwwroot/conf fexec

< 280 Changed directon to " /FLASHOAwwwroot/conf fexec'
»PORT 132,168,1 556,78

< 200 Port zet okay

» STOR MOE77101.BIN

< 180 Opening BINARY mode data connection

< 226 Transfer complete

1043600 bytes transfermred in 9.24 seconds

» REBOOT

< 280 Feboot initiated

Reconnecting ... Please wait. Thiz may take up to 60 seconds
» OPEN 1592.168.1.11:21

< 220 FTP zerver ready.

FTF zezsion: SIUCCESS
<]

‘FTF’ FeEFion; SUCCESS

If this screen does not appear recheck each step and contact your local
Schneider office for assistance if required.

Select ‘Close’ and ‘Back’ in the OS loader.

Exit the OS loader.

Allow the module 60 seconds to complete any actions and power cycle the
module to allow the new Firmware to be loaded.

Note: NOE modules should be upgraded to at least Kernel V2.0, Firmware V3.30
while installed in a PLC rack containing a CPU running a Concept Level
Executive. Modules running Kernels and Firmwares without this upgrade may not
complete their boot sequence in a PLC rack containing a Unity CPU.
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Quantum CoPro Ethernet Port Upgrade Procedure

Appendix 2: Quantum CoPro Ethernet Port Upgrade
Procedure

Applicable Modules

140CPU65150
140CPU65160
140CPU65260

Overview

The upgrade of the CoPro Ethernet Port is complete by installing a single file
using the Unity Pro v2.2 or higher OS loader. Please note that prior version of the
OS loader are not compatible with this revision of the firmware. You MUST be at
the proper OS loader revision of 2.2 or higher.

Note: If the CoPro firmware version is less than v2.2, you must upgrade to v2.2
using Unity OS loader v2.2 only.

Note: the CPU Firmware MUST be at 0S2.31 or higher before the Ethernet port
is upgraded. If the CPU is not at this revision level the Ethernet port of the CoPro
will be at its default IP address (as defined by the MAC address).

For Quantum configurations, it is imperative that the update is being carried out
in the following order:
e Update of Ethernet coprocessors for 140CPU65150/ 140CPU65160/
140CPU65260.
e Update of PLC processors.

Special Case: channel not configured.

If the Ethernet channel is not configured in the Unity Pro application, it takes the
IP address built from its MAC address:

085.016.xxx.yyy where xxx and yyy are the last two numbers of the MAC
address.

Example:

The MAC address is (in hexadecimal): 00 80 F4 01 12 20.

In this case the default IP address is (in decimal): 085.016.018.032.
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Quantum CoPro Ethernet Port Upgrade Procedure

Stepl

Ensure the CoPro Ethernet port to be upgraded is listed in the Applicable
Modules section of this document. Refer to the CoPro Ethernet port web pages
for version numbers.

Step2

Install the CoPro module in a system consisting of only the PLC CPU, Power
Supply, and Rack. Configure the PLC system with an ‘empty’ program containing
only the module’s Ethernet link IP address configuration.

Ensure the CoPro Ethernet port has a configured IP address.

Ensure the only devices connected to the Ethernet network are the PC running
the OS loader and the CoPro Ethernet port module.
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Quantum CoPro Ethernet Port Upgrade Procedure

Step3

Ensure the PC is running OS loader V2.2 or higher. To identify this, the first
screen of the OS loader should look like the screen bellow.
Select ‘Next'.

Schneider Electric O5SLoader: Welcome - |1

Welcome to the

Schneider Electric OSLoader Wizard — V4.1 {IR8)-90214

The wizard will guide you through all steps neceszsamy to successfully update the operating
gugtern of your FLEC.

WARNIMG: UPDATING THE OPERATIMG SvSTEM OF ¥OUR PLCWILL DELETE THE
CURRENT FROJECT FROM THE PLC MEMORY.

You will have to reload the program after updating the PLEC.
|Ipdating the operating spstem forces the stop mode of the PLE.

Initial sethings -
Context file:  |C:5Program Files\Schieider Electricinity Protosloader. osc
Security: Access rights ‘

| M et > | Cloze Help
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Quantum CoPro Ethernet Port Upgrade Procedure

Stepd

Select the FTP Driver.
Select ‘Next’.

H Schneider Electric OSLoader: Communication Protocol !E

Schneider Electric 05Loader

Step 1: Pleasze select one of the listed protocols

~ Pleaze chooze a communication driver

FTP
MEPLUSOT
MODBUSO1

LINITELWAY HMTLWM

MODBUS ASCH
MopBUS RTY

< Back I Mest > I Cloze Help
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Quantum CoPro Ethernet Port Upgrade Procedure

Steps

Select ‘Direct Device’ and enter the device IP address and select connect. If
requested enter the module’s MAC address, the MAC address can be found on
the front of the module.

Note: If your module is located remotely, you can get the MAC address by
pinging the module's IP address, then using the arp -a command to display the
module's physical MAC address.

Select ‘Next'.

Schneider Electric O5Loader : FTP Target

Schheider Electic 05Loader

Step 2 Please select the Target Device

Device Type g Devices
" Processc &+ Direct Device ok et te L
" Local Head " Remot

Target dddress

FTF Address

192 168 . 1 . B0 Connect
1 node found

[ ‘ top PLL J Properties‘

< Back | Meut » | Cloze | Help |

In this example, the IP address used is 192.168.1.50. Adapt this address for the
one of your PLC.
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Quantum CoPro Ethernet Port Upgrade Procedure

Step6

Select Operation ‘Download OS to Device’

Select the filename to download based on the Current Module Version in the

following table.

Current Module File to Select Resulting Module
Version

140CPU65150 Quantum \ Eth Embedded link
140CPU65160 Processor_modules \ V3.5

V2.2 or higher

Unity_Upgrade\
140CPU651x0
\Eth_OS\140CPU651x0_Eth
Copro_V350.bin

140CPU65260
V2.4 or higher

Quantum \
Processor_modules \
Unity _Upgrade\
140CPU65260
\Eth_OS\140CPU65260_Eth
Copro V350.bin

Eth Embedded link
V3.5

Note: Please read file "Quantum Compatibility Rules" for more version
compatibility information.
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Quantum CoPro Ethernet Port Upgrade Procedure

If module is listed select the correct file and click ‘Next’.

The following Screen will appear.

Schneider Electric 05 Loader

Step 4: Final Comparizon

File
Device Name: |Eth Embedded fink
Hardware 1D : 0000 0008

05 Wersion : j2.70

Drescription:

M. 70 |E82

¥ Schneider Electric 05Loader: File and Device Info

Device

Device Mame;

|Eth Embedded link

| Hardware ID ; ||:||:||:||:| O00E
| 05 Version : 2,20
Crazh Code: |EI
Drescription:
W2 20 IEET
Cloze Help

< Back | Hent » |

Both Hardware ID and OS Version are followed by a green tick.

Select ‘Next’ and then ‘Download’.
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Quantum CoPro Ethernet Port Upgrade Procedure

After the download is completed the following screen will appear.

Schneider Electric OSLoader: Progress - Initialization
352 bytes transferred in 017 seconds a
> PORT 192.168,1 55.18.122 l \—Ic'm

< 200 Port zet akay

» STOR d_endlst At
< 150 Opening BINARY mode data connection

< 226 Tranzfer complete

38 bytes transferred in 017 seconds

» PORT 192,168,1.56,18.123

< 200 Port zet okay

» STOR Files.|st

< 150 Opening BINARY mode data connection
< 226 Tranzfer complete

VE bytes transferred in 017 seconds

» REBOOT

< 280 Reboot started

Reconnecting ...Pleaze wait. Thiz map take up to B0 zeconds
» OPEM 192.168.1.50:21

< 220 FTP zerver ready.

FTP session: SUCCESS

< |

‘FTF’ sEssion; SLICCESS

Select ‘Close’ and exit the OS loader.

Allow the CoPro Ethernet port at least 60 seconds to reboot and implement the new
Firmware Files. This process will be complete once the module again shows the
“STS” LED on solid for at least 30 seconds continuously.

If the STS LED does not come on continuously after 2 minutes but instead is flashing,
proceed by power cycling the module.

Verify the Boot and Firmware versions by viewing the web pages or connecting again
with the OS loader.
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FactoryCast NOE 77111 Module Upgrade Procedure

Appendix 3: FactoryCast NOE 77111 Module Upgrade
Procedure

Purpose

To outline the steps required to upgrade a NOE module using Unity Pro 2.2 or higher
OS loader. Please note that prior version of the OS loader are not compatible with
this revision of the firmware. You MUST be at the proper OS loader revision of 2.2 or
higher.

Applicable Modules

140NOE77111 Kernel 1.0 or higher with any version of Firmware.

Resulting Module after upgrade

140NOE77111 Kernel 2.0 or higher, Firmware V5.0.

Overview

The upgrade of a NOE module requires multiple steps. Two components must be
considered to be upgraded, the Kernel and the Firmware version. Not all steps listed
below may be required depending on the version of the NOE module before this
upgrade procedure is started.

Pre-conditions

The CPU module must be in STOP mode and the NOE must have NO TCP traffic.
A loss of power during the upgrade may cause the NOE module to be inoperable.
Make sure the power supply on the NOE module rack will not be interrupted during
the upgrade.

Note: OS Version numbers displayed in screenshots of following steps are only
examples.
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FactoryCast NOE 77111 Module Upgrade Procedure

Step 1

Verify the Kernel and Firmware using Concept Exec Loader or Unity OS loader or
NOE web page.

For modules that have Kernel V1.0 and Firmware lower than V3.0, you must upgrade
to Kernel V2.0 and Firmware V3.30 using the Concept Exec Loader.

For modules that have Kernel V2.0 or higher and Firmware V3.0 or higher, you must
upgrade to Firmware V4.2 using the Unity OS loader v2.2 or higher.

Step 2

Select the filename to download based on the Current Module Version in the
following table:

Current Module File to Select Resulting Module
Version

140NOE77111 Kernel | Quantum\Ethernet_modules\Concept to | 140NOE77111 Kernel V2.0
V1.0, Firmware — Any | Unity\140NOE77111\140NOE77111_V20

0_KER.bin
140NOE77111 Kernel | Quantum\Ethernet_modules\Concept_to_ | 140NOE77111 Kernel V2.0,
V2.0, Firmware < Unity\140NOE77111 Firmware V3.30
Vv3.10 \140NOE77111 V330.bin

If module not listed proceed to Step3.

If module is listed, use the Concept Exec loader download the kernel and executive
firmware file. To upgrade module to Firmware V4.6, the Kernel must be upgraded to
V2.0 first.
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FactoryCast NOE 77111 Module Upgrade Procedure

Step 3

Upgrade the Firmware and Web pages to the current V4.2 using the Unity V2.2 OS
loader or higher.
Ethernet OS Files to Update: 140NOE771x1 Kernel V2.0, Firmware at least V3.0.

A Schneider Electric OSLoader: Welcome

W@am&- ta the

Schneider Electric OSLoader Wizard — V3.1

The wizard will guide you through all steps necessany to successfully update the operating
spstem of your PLC.

WARNING: UPDATING THE OPERATING SYSTEM OF YOUR PLCWILL DELETE THE
CURRENT PROJECT FROM THE PLC MEMORY.

You will have to reload the program after updating the PLC.
Updating the operating system forces the stop mode of the PLC.

i~ Initial settings A
Contest file: |C:\Pluglam FileshSchneider ElectriciUnity Pro\osloader.osc _]
Security: Access rights ...

MNest > Close Help
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FactoryCast NOE 77111 Module Upgrade Procedure

Stepd

Select the FTP Driver.
Select ‘Next’.

H Schneider Electric OSLoader: Communication Protocol !E

Schneider Electric 05Loader

Step 1: Pleasze select one of the listed protocols

~ Pleaze chooze a communication driver

FTP
MEPLUSOT
MODBUSO1

LINITELWAY HMTLWM

MODBUS ASCH

< Back I Mest > I Cloze Help
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FactoryCast NOE 77111 Module Upgrade Procedure

Steps

Select ‘Direct Device’ and enter the device IP address and select Connect. If
requested enter the module’s MAC address, the MAC address can be found on the
front of the module.

Note: If your module is located remotely, you can get the MAC address by Pinging
the module's IP address, then using the arp -a command to display the module's
physical MAC address.

Select ‘Next’

Schneider Electric OSLoader : FTP Target

Schneider Electric O05Loader

Step 2 Pleasze select the Target Device

Device Type i Devices
| Processn {* Direct Device

Target Address

FTP Address

192 0168 . 1 . N Connect
1 node found

[ | bop PLI I Fropertiez ‘

< Back | Mest » | Cloze | Help |

In this example, the IP address used is 192.168.1.11. Adapt this address for the one
of your PLC.
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FactoryCast NOE 77111 Module Upgrade Procedure

Step6

Select Operation ‘Download OS to Device’

Select the filename to download based on the Current Module Version in the

following table.

Current Module
Version

File to Select

Resulting Module

140NOE77111 Kernel
V2.0, Firmware at least
V3.0

Comment:
140NOE77111Kernel
V2.0, Firmware V3.0 or
higher can be directly
upgraded to Firmware
V5.0. If users want to
use the early version
3., it also can be
directly upgraded.

Quantum\Ethernet_modules\C
oncept_to_Unity\140NOE7711
1\ 140NOE77111_V500.bin*

140NOE77111 Kernel V2.0,
Firmware V5.0

*The name of file should be 140NOE77111_INF_OR_EQ_PV09_V500.bin if you have a
140NOE77111 with a Product Version inferior or equal to 9. Please, read

compatibility rules file "Quantum Compatibility_Rules" for more information.

If module is listed select the correct file and click ‘Next’.
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FactoryCast NOE 77111 Module Upgrade Procedure

The following Screen will appear.

“ Schneider Electric DSLoader: File and Device Info

Schheider Electic 05Loader

Step 4: Final Comparizon

File

< Back | Hewt > | Cloze J

Device i
Device Name: ]W Device Mame: ]W
Hardware 1D : W " Hardware D : ’W
05 Yersion : |41|:|— o 05 Yersion ’400—‘
Drescription; Description:
410 [E25 W4.00 IE21

Both the Hardware ID and OS version must be followed by a green tick.

Select ‘Next’ and then ‘Download’.
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FactoryCast NOE 77111 Module Upgrade Procedure

After the download is completed the following screen will appear.

Schneider Electric O5Loader: Progress - Initialization
432444 butes transferred in 5.03 seconds -
> MKD /FLASHD wnwnoot/cont zl \—lm':'se

< 287 MED command successful
» MED FLASHO wwwroot/cont/exec =

< 287 MED command successful

» CwD AFLASHO wwwroot/conf fexec

< 280 Changed directon to " /FLASHOAwwwroot/conf fexec'
»PORT 132,168,1 556,78

< 200 Port zet okay

» STOR MOE77101.BIN

< 180 Opening BINARY mode data connection

< 226 Transfer complete

1043600 bytes transfermred in 9.24 seconds

» REBOOT

< 280 Feboot initiated

Reconnecting ... Please wait. Thiz may take up to 60 seconds
» OPEN 1592.168.1.11:21

< 220 FTP zerver ready.

FTF zezsion: SIUCCESS
<]

‘FTF’ FeEFion; SUCCESS

If this screen does not appear recheck each step and contact your local Schneider
office for assistance if required.

Select ‘Close’ and ‘Back’ in the OS loader.

Exit the OS loader.

Allow the module 60 seconds to complete any actions and power cycle the module to
allow the new Firmware to be loaded.

Note: NOE modules should be upgraded to Kernel V2.0, Firmware V3.30 while
installed in a PLC rack containing a CPU running a Concept Level Executive.
Modules running Kernels and Firmwares without this upgrade may not complete their
boot sequence in a PLC rack containing a Unity CPU.
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140CPU67160 HotStandby CPU Copro upgrade procedure

Appendix 4: 140CPU67160/140CPU 67261 HotStandby CPU
Copro Upgrade Procedure

Important: Before Upgrading the Copro of a 140CPU67160/ CPU67261 CPU needs to
be in STOP mode.

Procedure
The procedure needs 2 preliminary steps before the upgrade operation:
(Each step is detailed in the following pages)

e Preliminary step 1: If necessary, download the Copro firmware from
www.schneider-electric.com

e Preliminary step 2: PC IP address modification

e Step 3: Upgrade Copro firmware of the CPU using Unity OS loader

e Step 4: Powercycle the CPU

Connection diagram for CPU 67160 COPRO Upgrade.

! |
! [
: 24 Vdc I
! |
! i
! 490NOC00005 fiber i
: RISRMS [ g optic cable n |
i direct cable :
! — |
! '\ i
I PC + ETH card Switch I
: TCSFSMOK’3E2CLIN 140CPU67160 |
! |

S =

Connection diagram for CPU 67261 COPRO Upgrade

! |
! |
: 24 Vdc I
. |
! i
! VDIF0626463505 fiber i
: RJ45/RI45 optic cable M |
i direct cable . D :
i |
! T \ i
'PC + ETH card Switch |
: TCSFSMNKRIF2C.SO 140CPU67261 |
! |
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140CPU67160 HotStandby CPU Copro upgrade procedure

Upgrade operation needs the following equipments:
e PC equipped with an ETH network card with an electric output (RJ45)
e An electric / optic switch Modicon TCSESM083F2CUO (CPU 67160) /
TCSESMO043F1CSO0 (CPU 67261)
e An RJ45 - RJ45 direct cable
For CPU 67160
» A SC — MTRJ duplex optic cable 490NOCO000 05.
For CPU 67261
» A LC - SC duplex optic cable VDIF0626463505.
e A 24Vdc power supply

Note: if the upgrade operation is planned to be done when the process is under
HotStandby system control, it is mandatory to do it according to the following
sequence detailed in this document, part ‘Upgrade using Modbus/ModbusPlus
protocol’.
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140CPU67160 HotStandby CPU Copro upgrade procedure

Preliminary step 1: Download firmware from www.schneider-electric.com

Connect to www.schneider-electric.com.

Click successively on Products and Services / Automation and Control/ Product
offers/ Automation / PLCs, PC based control, /0 / Modicon Quantum /Firmware-
Updates.

< Schneider Electric - Electrical Distribution a.

File Edit Yiew Favorites Tools Help

@ R \_Q @ @ {h ,-Q et 23 Schneider Electric - Automation and Control Products - Microsoft Inte..

Address @ http:ffumana, schneider-electric. com/sit: V| Go | Links * Edit ¥iew Favorites Tools Help
Google | Rechercher ¢+ > € + () Connexion ~ ~ Y E @ i ( e i Z & S
g 3~ é\ﬁ @ Back \qﬁ’ L/h j:j Search Rb\'.\) Favorites @ ﬁ_.@ =

chneider Address I@ http:,r.rwww.schneider-electric.cDm,l’sites,l’corporate,l’en,l’products-service:_V| Go Links **
g Electric Go\,s[¢| S+ b | Rechercher + &2 ~ g~ € « ) Connexion -

> You are here: Home > Products and Semices > Automation and Control » Product offers = Automation  #|

File

Solutions

Automation

Product offers
= Detection

= Electronics timers Zefio Time B

o Cinsratel dsing = Measurment & cortrol relays Zelio Control

= Counters Zelio Cour
& Motor contral = Sinart relays Zelio Logic =
= Plug-n relays Zelio Relay

Bal
¥

= Motion and drives

= Maching safet
¥ PLCs, PC hased control, [/ ——

= Powver supplies

= Programmable cortrollers Twido

= QOEM maching builder PLC Modicon T5X Micro

= Mourting systems

= Interfaces & 110 = Machine control PLC Modicon Premium
» Systems and architectures = Process control PLC Modicon Quantum |
LA DI i s DO Mindis e At o]
2| il | ¥
£4 [ ¥ €] Dane ® Internet

@ Shorteut to produt B Internet

Select “Quantum 140CPU67160 HSBY Copro firmware”.

GRS Software - Demos & Trisl | Software - Relessed | Software - Updstes | Softveare Pre- Sales =
Version Lng va Date Info

Quantur_VZ2.6_Upgrade_Documentation Firmware - Updates - English 20Jul zoog (D) ZE#B &
Guantum C0 OS5 WEED Firmware - Updates W2.60  English 12 Jan 2009 (3) 132~;_ima
Quanturn 140CPUET160 Y261 Operating System Firmware - Updates W2.61 Englizh 21 ocrzoog (4 fﬂﬁ‘B
|Quantum 140CPUETIE0 HSBY V2,60 Copro firmware varsion Firmware - Updates YZ2.60 English 30Jul zo0s  (§) 98.1;_1KB
Quanturn 140CPUSS260 V2,61 Operating System Firmware - Updates YZ.61 English 31 octzoog (5 4:1-;‘5
Quanturn 140CPUES260 Ethernet Copro V2,60 firmware version Firmmware - Updates W2.60  English 31 Jul zoos (4 3;‘

Note: Copro Firmware is common for CPU 67160 and CPU 67261.
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140CPU67160 HotStandby CPU Copro upgrade procedure

Download the file into the PC (in this example HSBY Copro Firmware 2.111E80).

Enreqgistrer sous ilil

Enreqigtrer gans:lﬁ Firmwares j Lol [ '

Mom de fichier : Ihsby copra fw_ieB0 bin j Enregistrer I
Type: | Fichier winip =] Annuker /|
%
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140CPU67160 HotStandby CPU Copro upgrade procedure
Preliminary step 2: PC IP address modification.

Notice the PLC IP address using the keypad (ex: 85.16.133.13) and the MAC
address engraved at the lower part of the front panel (ex: 00.00.54.11.85.0D).

From Windows Control Panel, click twice on Networks icon.

5] Network and Dial-up Connections =1olx|
File Edit “iew Favorites Tools Advanced Help ﬁ
P Back * = - | @azearch Chrolders 4| 05 5 X o | ED-
address I Network and Dial-up Connections ﬂ Peo

- B =y | Type | Status | Device Name
u

e 1 LAaN Enabled Intel{R) PROS1000 MT Metwork Connection
Network and Dial- Local Area Connection 2 LAN Metwork cable unplugged ZCom EtherLink xL 10100 PCI For Complete |,

up Connections

Local Area Connection 2

Type: LAN Connection

Status: Metwork cable unplugged 'I a I |

o]
4

‘SCom EtherLink %L 104100 PCI For Complete PC Management MIC (3C905C-TX)

Click twice on the network corresponding to the ETH card , then on Internet Protocol
(TCP/IP) from associated window (hereunder).

Local Area Connection 2 Properties. 0 il e —
——— T _I_I Internet Protocol {(TCP/17) Properties x|
Gengral tShaingl Genesd |
Cannect usng. o ean gal IP sallings assigned sulemabicall il poue nebwod suppeels
] BY 2Com EtherLink 5L 107100 PCI For Co = FC Marage m: ;a;anzn;et:rmn;ym resd 1o 2 pour nebaotk admiresiratar for
" Qbtain an |P addiess automaticaly
Component: checked ae uzed by thiz connechor: & Uze the folowng IF address:
w1 381 Cliarit for Miciosalt Metworks P addiess: 85 .16 .133. 12
! 2 File arvd Piinter Shaiing foe Miciasolt Metworks Syt mask: 255 . 285 . 255 . O
157 Ethwoap Protoool
(CIE 3 | =111e! Protocel {TCF/IF) e i [
12 Citain DR S sonver edd'ees aut omaticaly
lgsf2 5 I geNEES U I % Usze the folovng DHS serves addiesses
Dezciiphon Frefaned DNS sarver T
Tranzmezzion Conbiol Probocolfintemet Protocol The default
wide area network, protocod thet provides commumcstion dliearizte DM sedvar E : : :
across diveiss inberconnected nstwarks,
I™ Show scon in kaskbar when connected e
oK | Caee |
ok | camcel |

From Internet Protocol window (above on the right part) change IP address field
according to PLC one (ex: 85.16.33.12) (don'’t forget to notice the existing parameters
in order to restore them if necessary).
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140CPU67160 HotStandby CPU Copro upgrade procedure

Step 3: Upgrade CPU Copro firmware using Unity OS loader

Activate Unity OS loader.

£

o

° Lénguage sélec-l.:i-o-n
i

&, PLC Simulator

@ ReadMe

@ Reqgistration Tool
@ Releasehotes

ﬁ Twpes Library Update

¢ Unity Pro L

Select FTP protocol then click on Next.

Schneider Electric DSLoader: Communication Protocol =15 =]

Schreider Electic 05Loader

Step 1: Please zelect ane af the listed protocols

MODBUS ASCH
NoLBUS RTY

~ Please choose a communication driver

FTP
MEPLLSOT
MODEUSOT
UNITELWAY UNTLwT

< Back I Mext > I Clase Help
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140CPU67160 HotStandby CPU Copro upgrade procedure

Fill the FTP Address field with the PLC IP address (available by the LCD Screen) then:

Schneider Electric 0SLoader : FTP Targek ;Iglll

Schneider Electric 05Loader

Step 2 Pleasze select the T arget Device

— Device Type — Device
. . 7 Mode: 172.25.114.73 - Mot conne
o o :
Preczer Loedbiesies ? Mode: 192.168.0.40 - Nat connes
€ Local Head  Bemote |40 Drop ? Mode: 192.168.0.41 - Mot connec
7 Mode: 192168301 - Mot connes
Slobnumbar Droprumhar ? Node: #5,16.132,12 - Not connec
l— l— -8 Mode: 85.16.133.13 - Host
— Target Addre:
FTP &ddress
8 . 16 133 . 13 | Connect J] L 0
|__I B nodes found
Start FLE | Stop FLLC | Froperties |

< Back

Click on Connect.

Fill the MAC Address field with the PLC MAC Address then click on OK.
x|

e a0 0—00-54—-11—-85-0D

Click on Next.
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140CPU67160 HotStandby CPU Copro upgrade procedure

Choose ‘Download OS to Device’ and Retrieve the firmware file using the Browse facility
(in this example “hsby copro fw_ie80.bin").

Valid by clicking on Next.

Schneider Electric O5Loader: Operation ;IEIZI

Schneider Electic 05Loader

Step 3: Pleaze select which aperation should be parformed

— Select O peration

- ”‘”’”i % Download 05 to device
| | " Upload 05 from device

i
r~ Eilename

I:%hzby copro fw_ieB0.bin Erowse...l

< Back

Close | Help |

The Device identification screen is displayed. Check that the right Copro Firmware will be
downloaded in the device.

Schneider Electric DSLoader: File and Dexice Info B =T =]

Schneider Electric 05Loader

Step 4: Final Comparizon

E File: H { Dievice I
Device Mame: ITSX Guantum 140CF1 Cevice Name: ITSX Guantum 140CPL
Hardware ID ; |DDDD 0000 | Hadware D : |nnnu 000D

05 Versian : l211— | 05 Wersion: |2DD—
Boot Loader Yersion: I— Boot Loader Yersion: I—
Description: Description:

TS5 Quanturn 140CPUETTE0 Y211 |E 80 I TS5 Quantum 140CPUGT1E0Y2.0IE 78 I

< Back I Mest » I Cloze Help
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140CPU67160 HotStandby CPU Copro upgrade procedure

Click on Next then on Download and wait end of transfer.

Schneider Electric DSLoader: Progress - Initialization

< 150 Opening BINARY mode data connection ;I Eloes |
< 226 Transfer complete b

0.00 bytes received/sent in 0,22 zeconds [0.00 bytes/zec)

» WD A _ B . abolt
< 280 Changed directory to "/FLASHO wawnoot 4|

» O conf

< 250 Changed directory to "/FLASHO Awewwront/conf'!

» PORT 85,16.133.12.14.219

< 200 Port zet okay

» MLST *html

< 150 Opening BINARY mode data connection

< 226 Tranzfer complate

0.00 bytes received/sent in 0.20 zeconds [0.00 bytes/zec)
»REBOOT

< 280 Reboot started

Fieconnecting ... Pleaze wait. This may take up to 60 seconds
» OPEM 85161331221

< 220 Wwiorks FTF gerver [Vewiorks 5.4) ready,

FTF session: SUCCESS | -
4] | »

|FTP session: SLICCESS

Step 4: Powercycle the CPU

Power off the CPU.

Power it on.

The change of Copro has been done for this CPU.

Now you can go on and upgrade the OS version for this CPU.
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RIO Head Firmwares (140 CRP 93X00) upgrade procedure

Appendix 5: 140CRP93x00 S908 RIO Head Upgrade
Procedure

Purpose

To outline the steps required for upgrading a RIO Head to make RIO System
CCOTF (Change Config On The Fly) compatible.This Upgrade can be managed by
one of the two communications methods available in the OS loader:

Modbus

Modbus Plus

Follow the steps below to download a new CRP Firmware using Osloader.
Note : Here is the configuration used for the procedure.
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RIO Head Firmwares (140 CRP 93X00) upgrade procedure

Upgrade using Modbus/ModbusPlus protocol.

Step | Action

1 Activate the OSloader program.

2 Click Next to start the OSloader process.

3 Click the MBPLUSO1 button, and click Next.

Schneider Electric OSLoader: Communication Protocol |Z||:,rz|

Schneider Electric 0SLoader

Step 1: Pleaze select one of the listed protocols

Please choose a communication driver

FTP

MODBUSON
LINIT ELW AN

MODELS ASCH
mopBUS RTY

< Back I Mext > I Cloze Help
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RIO Head Firmwares (140 CRP 93X00) upgrade procedure

Step | Action

4 Click the Local Head (for CRP) and precise Slot number (for this
configuration is 6), and click Next.

Schneidern Electric OSLoader: Modbus Plus Target

Schneider Electric O5Loader

Step 2: Pleaze select the Target Device

Device Type Devices
" Processor " Direct Device SEEm | UipeEhiz
* | ozal Head " Remate |/0 Drop [ Mode: 01 -PLC

B8 Mode: 64 -Host
Slot nurmber:

5 [

Target Address

todbus Plus &ddress

o1 00.00.00.00 Cannect

Iv Modbus Plus Target

2 nodes found

| Froperties |

<Back | THext> Close | Help |

Scanning a Network

To scan a network, select the Scan button. As the network is scanned, a
graphic representation of the network is displayed in the Devices scroll box.
All currently active devices are represented by icons on the display.
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RIO Head Firmwares (140 CRP 93X00) upgrade procedure

Step | Action
5 Click the Download OS to device button.
Schneider Electric O5SLoader: Operation
Schreider Electric 05Loader
Step 3: Pleasze select which operation should be performed
Select Operation
I.“," * Download OS5 to device
= L1111
I | " Upload 05 from device
Filename
|D:\CF|A_EIF|F"\qc:lp\.-"I 15.bin
< Back L CTENE Close | Help
6 Click Browse to select the file name, and click Next.
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RIO Head Firmwares (140 CRP 93X00) upgrade procedure

Step | Action
7 The OSloader — File and Device info dialog box opens. Click Next.
Schneider Electric OSLoader: File and Device Info El|§|g|
Schreider Electic O5Loader
Step 4: Final Comparizon
Fil= Device
Dewvice Mame: 140-CRP-93=-00 Device Mame: 140-CRP-33=-00
Hardware ID : 0301 DO0E W | Hardware 1D : 0301 0006
05 Wersion : 115 | OS5 Wersion 1.14
D e=zcription: Drezcription:
MEw OUAMTURM REMOTE 140 HEAD MEW OUAMTUM REMOTE 140 HEAD
< Back I Mext > I Cloze Help
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RIO Head Firmwares (140 CRP 93X00) upgrade procedure

Step

Action

The OSloader Summary — dialog box opens:

Schneidern Electric OSLoader: Summary

05 Loader - Wersion 2.1-71029C
Copyright @ 2003-2007 Schneider Automation 545

Target address: 07.00.00.00.00
Head in slot number: E

Selected Connection Type:  MODEUS PLLS

Requested Service: Download OS5 to Device
Filenamme: D:ACRA_CRPwgorpw115.bin

To continue press the 'Download/A)pload’ or 'Close' button.

% Back Cloze Help

Click Download to start upgrading FW.
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RIO Head Firmwares (140 CRP 93X00) upgrade procedure

Step | Action
10 | The OSLoader — Progress dialog box opens:

Service invoked on; Tue Feb 26 10:14:55 2008 A~ s
Target Address; 01.00.00.00.00 B -
Head in slot number; B

Selected Connection Type:  MODBUS PLUS

Requested Service: Downlaad 05 to Device

Filename: LACRA_CRPYgorpy115.bin

WARMNING: I caze of 3 power outage duning

lnading, the PLC may become completly inoperable!

Fead Hardware |dentifier .~ SUCCESS

Reset Path Connection ; SUCCESS

Select Path Connection : SUCCESS

Enter 05 loader mode ; IN PROGRESS

Enter 05 loader mode : SUCCESS

Download O5: STARTED

Initialize Code Memany : SUCCESS

Exit 05 loader mode SUCCESS

Transfer service: SUCCESS E

< | >

| 23952 Butes Whitten.  Flemaining Time: Daone  [R872 Bytes/zec]

11 | When the process is complete, click Close.
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RIO Drop Firmwares (140 CRA 93X00) upgrade procedure

Appendix 6: 140CRA93x00 S908 RIO Drop Upgrade
Procedure

Purpose

To outline the steps required for upgrading a RIO Drop to make RIO System CCOTF
(Change Config On The Fly) compatible.This Upgrade can be managed by one of the
two communications methods available in the OS loader:

Modbus

Modbus Plus

Follow the steps below to download a new CRA Firmware using OS loader and CRP
93X00.

Note: Configuration used for the procedure is as follows.

EIEX

Connections configure
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RIO Drop Firmwares (140 CRA 93X00) upgrade procedure

Upgrade using Modbus/ModbusPlus protocol

Step | Action

1 Activate the OSloader program.

2 Click Next to start the OSloader process.

3 Click the MBPLUSO1 button, and click Next.

Schneider Electric O5Loader: Communication Protocol ,fg|

Schneider Electric O5Loader

Step 1: Pleaze select one of the listed protocols

Pleaze choose a communication driver

FIF

MODBUSON
LINIT ELWAY

HODBLUS ASCH
mopBUS RTU

< Back | Hext > | Claze Help
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RIO Drop Firmwares (140 CRA 93X00) upgrade procedure

Step | Action

4 Click the Remote I/O Drop (for CRA) and precise Slot number (for this

configuration is 6) and drop number (for this configuration is 2), and click
Next.

Schneider Electric O5Loader: Modbus Plus Target

Schneider Electic 05Loader

Step 2: Pleaze zelect the Target Device

Device Type Devices
" Proceszor " Direct Device Sean | Update
" Local Head ' Remaote |0 Drop ﬂ Mode: 01 - PLC
B9 MNode: B4 - Host
Slot nurnber: Drop nurmber:
E 2

Target Address

Modbus Plus Address

[01.00.00.00. 00 Conrect

v todbus Plus Target 2SS [EUHE

| Properties |

< Back

Scanning a Network

To scan a network, select the Scan button. As the network is scanned, a
graphic representation of the network is displayed in the Devices scroll box.
All currently active devices are represented by icons on the display.
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RIO Drop Firmwares (140 CRA 93X00) upgrade procedure

Step | Action

5 Click the Download OS to device button.

Schneidern Electric OSLoader: Operation

Schneider Electric 05 Loader

Step 3 Pleaze zelect which operation should be performed

Select Operation

- I”‘h’lﬁ * Download 05 to device

I | " Upload OS from device

Filername

= MPublich_Jeffugeray] 25 bin Browse...

< Back Close Help

6 Click Browse to select the file name, and click Next.
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RIO Drop Firmwares (140 CRA 93X00) upgrade procedure

Step | Action
7 The OSloader — File and Device info dialog box opens. Click Next.
Schneider Electric O5Loader: File and Device Info
Schneider Electric 05Loader
Step 4: Final Comparizon
File Device
Device Mame: 1 40-CRA-9<-06 Device Mame: 140-CRA-9ZA-O
Hardweare ID : 0302 0002 W | Hardware ID : 0302 0002
05 Yersion : 1.25 | 05 wersion 1.25
Deszcription: Deszcription:
(=154, 1999 Quantum Remaote [ A0 Drop [c] 5.4, 1939 Quanturn Remote | A0 Drop
REW 1.25 REY 1.25
< Back | Hext » | Close Help
E10000000006403
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RIO Drop Firmwares (140 CRA 93X00) upgrade procedure

Step | Action

8 | The OSloader Summary — dialog box opens:

Schneider Electric OSLoader: Summary

OSLoader - Wersion 3.1-7F1023C I
Copyright 2 2003-2007 Schheider Automation SA5 |
T arget Address: 01.00.00.00.00

Head in =lot number: =1

Femote /0 drop number: 2

Selected Connection Type: MODEBUS PLUS

Fequested Service: Download 05 to Device

Filename: Z:»Publich_Jeffygoraw 25 bin

To continue prezs the 'Download/lpload’ or 'Cloze’ button.

< Back Cloze Help

9 | Click Download to start upgrading FW.
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RIO Drop Firmwares (140 CRA 93X00) upgrade procedure

Step | Action
10 | The OSLoader — Progress dialog box opens:
Schneider Electric OSLoader: Progress (100
Target dddress: 01.00.00.00.00 FS |
Head in glot number; E B Llose
Remate /0 drop number: 2
Selected Connection Type:  MODBUS PLUS
Requested Service: Download 05 ta Device
Filenarne: ZPublich,_Jeffgoravl28.bin
WARMING: [n case of a power autage during
loading, the PLC may becaome completly inoperablel
Read Hardware Identifier:  SUCCESS
Reset Path Connection : SUCCESS
Select Path Connection : SUCCESS
Enter 05 loader mode : IN PROGRESS
Enter 05 loader mode : SUCCESS
Download O5: STARTED
Initialize Code Memary SUCCESS
Exit 05 loader mode : SUCCESS
Transfer service: SUCCESS E
< | >
‘ 245760 Bytes Written.  Flemaining Time: Done  [5806 Bytes/sec)
11 | When the process is complete, click Close.
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