Easy UPS 3PH SNMP
User Manual
V1.2

Management Software for Uninterruptible Power Supply Systems



Table of Contents

1. Software Installation ... 1
2. Easy UPS 3PH SNMP ManNager .........cceevieemmiiiiineeeeeeeeeniinaneeeeeeeeenns 5
2.1. Easy UPS 3PH SNMP Manager Operation and Setting .........c.cccceovirnernieieineneeseseies 5
2.2, ONINE SNMP CArd LISt ...coiiiiiiiiiicieiiieee ettt 6
2.3, SNMP card INTOrMEAtION......ouiiiiicee bbb 7

2.4. Launch Web User Interface ....
2.5.  SNMP Card Network Settings ....
2.6. SNMP Card Firmware Upgrade..

G N o Lo U | S SO SRR 14
R S T = 1= 1 =] o T T SRS 14

2.9. Web User Interface ..

29.1.
2.9.2.

INErOAUCTION ... 15
Easy UPS 3PH SNMP Web User Interface Login Procedure .

2.10. Easy UPS 3PH SNMP Web User Interface & Setting.......ccccocvveierirnnieinnneeseee s 18

2.10.1.
2.10.2.
2.10.3.
2.10.4.
2.10.5.
2.10.6.
2.10.7.
2.10.8.

2.10.9.

2.10.10.

2.10.11

2.10.19

2.10.28
2.10.29

. Configuration > Network > IPV4 ..o
2.10.12.
2.10.13.
2.10.14.
2.10.15.
2.10.16.
2.10.17.
2.10.18.
. Configuration > SNMP > Device Connected ...
2.10.20.
2.10.21.
2.10.22.
2.10.23.
2.10.24.
2.10.25.
2.10.26.
2.10.27.
. Configuration > Web/SSH/FTP > RADIUS Server Setting.
. Configuration > BACNEL.........ccoceiiiieiirie e
2.10.30.
2.10.31.
2.10.32.

INFOrmMation > UPS STAtUS ........c.oiiiiiiiiiiiicc s 18
Information > System Status > System Information..
Information > System Status > UPS Information ...... .19
Information > System Status > Network Status .....
Information > System Status > ConNections STatuS...........ccccervrrierinneeenreeeeeeeeee 20
Information > SMS MOEM SEALUS .......ccvvirrriririceee e 21
INformation > Netfeler. ... 21
Configuration > UPS Configuration > UPS Properties (Please refer to your UPS
SPECITICALION) ...ttt bbbt
Configuration > UPS Configuration > Test L0g..........ccccoouvvrrereirinnnn
Configuration > UPS Configuration > Warning Threshold Values

Configuration > NetWOrk > IPV6 ...
Configuration > Network > EThernet..........cccooiiiiiiiinniisee e
Configuration > Network > Dynamic DNS..
Configuration > Network > PPPOE....
Configuration > SNMP > General......... .
Configuration > SNMP > ACCESS CONTIOl ........ccooviuiiiiiiiriiii e
Configuration > SNMP > Trap NOtification...........ccccoviiiiiiiiiiciccc e

Configuration > Email > Email Setting.........
Configuration > Email > Email for Event Log..... .
Configuration > Email > Email for Daily RepOIt...........ccceoeriiiiiininnieeeiee e
ConfigUIation > SIMIS ..ottt
Configuration > Web/SSH/FTP > HTTPS .
Configuration > Web/SSH/FTP > SSH ..ot
Configuration > Web/SSH/FTP > FTP/FTP-SSL ......coviiiiniiie e
Configuration > Web/SSH/FTP > SSL Information.........

Configuration > SIMS MOOEM.......c.ocuiuiiiiiiit e
Configuration > NEtFEEIEK ..........ooviiiiie e s
Configuration > System > Date/Time.........ccoeiiiiiiieireee s



2.10.33.
2.10.34.
2.10.35.
2.10.36.
2.10.37.
2.10.38.
2.10.39.
2.10.40.
2.10.41.
2.10.42.
2.10.43.
2.10.44.

Configuration > System > Language......

Configuration > System > Save/Restore
Log INfOrmation > EVENT LOQ .....coviiiiiiiiiiieieeeeie et
Log Information > Data Log > Data Chart...........cccceoeiiiieinnncieee e 52
Log Information > Data Log > Data LOg .......ccceouririiiriiinie e 52
Management > Netility Web > Easy UPS 3PH SNMP Card Web...........cccccoovoviiiinennne 52
Management > File IMANAJET ..........ccoeiiriiiieeree e 54
Management > Serial Port Debug > Debug Information ...........ccocooviviiiiiniiiinenns 54
Management > Serial Port Debug > Port Information ... .55
Management > About > AbOUL ..........ceeiirnicinine ... 56
Management > About > Firmware Update Settings.. .56

RetrieVve LOgin PASSWOIT. .......cociiiiiiiieiirieieie sttt sttt sttt e 58






1. Software Installation

Easy UPS 3PH SNMP Manager Install and Uninstall

System requirement:
¢ RAM > 2GB
o Hard disk space >2 GB
o 16-hit color; 800 x 600 resolution
e TCP/IP protocol installed
o Administrator authority required

Supported Platforms:
o Windows 2000
o Windows XP/2003/Vista/2008/2012 (32-bit & x64-bit)
o Windows 7/ 8/ 10 (32-bit & x64-bit)

Software Installation
1. Find installation package and run “Easy UPS 3PH SNMP Manager.exe”

W Easy UPS 3PH SNMP Manager.exe

2. Please follow the instruction to install the software.

Easy UPS 3PH SMMP Manager - InstallShield Wizard — pd

Preparing Setup
Pleaze wait while the InstallShield Wizard prepares the setup.

Eazy UPS 3PH SMMP Manager Setup iz prepanng the InstallShield “Wizard, which will guide you
through the rest of the setup process. Pleaze wait.

InztallShield

Cancel

Easy UPS 3PH SNMP User Manual V1.2



Easy UPS 3PH SMMP Manager setup *

Welcome to the InstallShield Wizard for Easy
UPS5 3PH SHNMF Manager

The InstallShield Wizard will install Easy UPS 3FH SHKP
tManager on your computer. To continue, click Mext.

< Back Cancel

Easy UP5 3PH SMMP Manager setup

Choosze Destination Location

Select folder where setup will install files.

Setup will inztall Easy UPS 3FH SMMP Manager in the following folder.

To install to this folder, click Mext. Toinstall to a different folder, click Browse and select
another folder,

Destination Folder

C:h. MEazw UPS 3PH SMNMP Manager Browse...

InstallShield

< Back Cancel



Easy UP5 3PH SNMP Manager setup

Select Program Folder

Fleaze select a program folder.

Setup will add program icans to the Program Folder listed below. You may type a new folder
name, of gelect ane fram the exizting folders izt Click Mest to continue.

Program Folder:

Schneider IT Ser asy | IPS 3PH SHIP kanager

Exizting Folders:

= -
Accezsibility
Accessones
Administrative Toolz
Autodezk

Borland Caliber

Bow Sync

Business Explorer
Cylance

|rztallShield

< Back || MHexst > || Cancel

Easy UPS 3PH SMMP Manager setup

Setup Status

Eazy UPS 3PH SMMF Manager is configuring your new software installation,

Installing

C:A.AEasy UPS 3PH SHMP User Manual pdf

InztallShield

Cancel




oh Your computer,

InstallS hield Wizard Complete

Setup has finished inztalling Easy UPS 3PH SHMP Manager

< Back

Software Uninstall
Please follow instruction shown below to uninstall the software.

“ Fa_sy UPS 3PH SNMP Manager

Easy UPS 3PH SHMP Manager U...




2.Easy UPS 3PH SNMP Manager

2.1. Easy UPS 3PH SNMP Manager Operation and Setting
Easy UPS 3PH SNMP Manager has two sections:

1. Online SNMP Card List and information

2. Function Menu

W Easy UPS 3PH SNMP Manager - e
Launch
Web User
2.4. Launch Web User Interface terics a Sy
r::m:;: SNMP Manager
2.5. Network Settings
g Serial Number MAC Address IPv4 Address
3827492893 00-03-EA—18-C9-1D 182, 168. 6. 106
2.6. SNMP Card Firmware ' e
pgrade
Upgrade = Online SNMP Card List
2.7. About
L
Hardware Yerzion: HDASO?
Firmware ¥ersion: 3. 7.DAGO7. APC.3
et L, Thoet 902 aat . Estio01d]
- o Localliak Al [60: 203; eaff a2
2.8. Refresh List ( ) e

2.2. Online SNMP Card List

2.3. SNMP card Information




2.2. Online SNMP Card List

When open Easy UPS 3PH SNMP Manager, it will automatically search all available online SNMP cards
from the network with its serial number, IP address, MAC address. Double click on the specific SNMP card
with valid IP address, it will direct to the SNMP card’s webpage. (List

refreshes automatically every 2 minutes)

4l Easy UPS 3PH SNMP Manager — *

asy UPS 3PH

@ i SNMP Manager
Settings -

Serial Number MAC Address IPv4 Address
3927492593 00-03-EA-15-C9-11 192, 168.5. 105

Firmware
Upgrade

Hardware Version: HDASOT
Firmwave Versioen: 3. 7.IA307. AFC. 3
MAC hddress: 00-03-Ea-15-C9-1D

LocalLlr\]( Addr: [£e80: :203: eaff: fel18:0914]
Refresh TFv6 Addr: -
List -




2.3. SNMP card Information
Click on your SNMP card, hardware, firmware, and MAC address information will display in the column. It

will also display the number of SNMP card that is/are found by Easy UPS 3PH SNMP Manager and selected.

4l Easy UPS 3PH SNMP Manager - X

Easy UPS 3PH

@ Senines SNMP Manager
Settings —

Serial Number MAC Address IPv4 Address
J9Z 492593 00-03-EA-18-C8-1D 10,177, 54, 68

Firmware
Upgrade

— Click on your SNMP card

Hardware Version: HDASOT
Firmware Verzion: 3.7.DASO7V. APC. 3
MAC Address: 00-03-EA-18-C9-1D

LocalLink Addr:[£eB0::203: eaff: fel5:c01d]
Refresh IPvE Addr: -
List -




2.4. Launch Web User Interface

Select specific SNMP card from the list and click on Launch Web User Interface to login to the SNMP card

webpage.

W Easy UPS 3PH SNMP Manager - >

s Easy UPS 3PH

@ e SNMP Manager

2. Click the button Serial Number MAC Address IPv4 Address
J92T492883 00-03-EA-18-C9-1D 10, 177. 54, 68 !

Firmware
Upgrade 1. Click on your SNMP card

~—

Hardware Verzion: HDAGODT
Firmware Verzion: 3.7.DASO7. APC.3
MAC Address: 00-03-EA-18-C9-1D

LocalLink Addr: [feB0::203: eaff: fel8: c91d]
Refresh IPv6 Addr: -
List -

Default Account: administrator
Password: administrator.




oa

T8930 Servar sddress

e

2.5. SNMP Card Network Settings

When SNMP card is connected for the first time, please ensure IP address and network setting are
correctly configured before launching Web User Interface via browser.
When select to obtain IP address by DHCP, IP address and other network parameter
will be assigned by the network.
Easy UPS 3PH SNMP Web User Interface offers four types of network protocol - HTTP / HTTPS
/
TELNET / SSH for management with security consideration. If any changes in port number , it
requires full IP address with port number before you can log in.
Example : Change HTTPS port number to 81

The full address to be entered in browser should be

” https://IX. X.X.X:81” (X.X.X.X is the IP address of the Easy UPS 3PH SNMP card)
If the password of SNMP card is enabled, please enter correct password before making any
configuration or updating firmware.
Please ensure IP address and network setting are correctly configured before launching Web User

Interface via browser at the first time.

Easy UPS 3PH SNMP Web User Interface offers network protocol - HTTPS for management with security



consideration.

W\ Easy UPS 3PH SNMP Manager

— % |

1. Select Easy UPS 3PH SNMP card
Launch
Weh Llcar
2. Click the button Ea Sy U PS

@ Network SNMP
Settings

Serial Number MAC Address IPv4 Md[

3927492693 O0-03-EA-16-CO-1D 192, 166.5. 105
uriiie s Metwork Settings

pgrade

IPv4 Address | IPvG Address | Advanced | Password |
San ﬁddress Corfiguration

. " Obtain IP add DHCP
Select to assign IP Address by m_ ( R
DHCP or Static IP Address Yersion: 3 ( & |se following Static |P address

Addr: [£esl

J

IP Address

IP Address: I 10 . 177 . b4 . 68
- Subnet Mask: |255255255D

Gateway: 10 177 . 54 1

F» Metwork Settings X

ok | cancel |

IPv4 Address | IPv6 Address Advanced | Password |

—Management Protocol
™ Enable HTTP Function
HTTP port rurber [1-65534]; ISD

¥ Enable HTTPS Function
HTTPS port number {1-85534): I-HG

[ Enable Telnet Function
Telnet port number [1-65534): |23

¥ Enable S5H Function
55H port number (1-65534): |22
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Fo Network Settings

IPv4 Address | IPvE Address | Advanced Password

Device Password

™ Enable password setting

New password: I
Corfim password I

[ ox |

Cancel

4 Easy UPS 3PH SNMP Manager

Launch

= Easy UPS 3PH

@ Network SNMP Manager
Settings. -

Serial Number MAC Address IPv4 Address
3927492893 00-03-EA-18-C9-1D  10.177.54.68

Firmware
Upgrade

Hardware Version: HDASOT
Firmware Version: 3. 7.DASO07. AFC.3
MAC Address: 00-03-EA-16-C8-1D

LocalLink Addr:[£280::203: eaff: fa18: c91d]
Refresh TFvé Addr:

List

2.6. SNMP Card Firmware Upgrade

Please follow instruction shown below to Firmware Upgrade.

e  This is to upgrade or reload the firmware to the Easy UPS 3PH SNMP card. Please ensure correct

model, hardware version for the correct firmware version (.bin)

o  Different ways to select SNMP card for firmware upgrading

11



(1) Click on the specific SNMP card from the Easy UPS 3PH SNMP Manager — Online SNMP
card list

(2) Press and hold on CTRL key then select multiple SNMP cards from the list=> this method is
to upgrade multiple cards at once

(3) Click on the first SNMP card in the list, then press and hold on SHIFT button and click on the
last SNMP in the list =>This method can be operated if all SNMP cards in the list are of the same
model

Note:

1. Please ensure all selected SNMP cards are same model

2.When selecting multiple SNMP cards or consecutive to upgrade, please ensure the network
environment is stable.

If any failure occurred during firmware upgrading, please upgrade firmware again until upgrade
process is successfully done

While upgrading, the red and yellow LED will flash alternatively, or red led will keep flashing.
DO NOT remove any cable or power to the SNMP cards. Once firmware is successfully upgraded,

SNMP card will reboot automatically itself.

12



Launeh
Weh User
Irterisce

@

‘Serial Number MAC Address 1P Adaress Sersal lumber MAC Address. 1P Adaress.

N5 DALEALI4S 1921630218 JSISIBY  O4AMIGEBIMF 1921630210
WUND  DOOLEAIITASE 19250605 O0DO-EAOD0 192163025 92560576 0D0FEA-DD0004

W05H WAFEAIZEFC 1921630105 J9sesese2
00QSEA1350TD EADIGE 1921630107 92060666
DQVEA143569 009EA 192165038 025068916
0003EA1441-42 01 1921680115 392550505
003EA-14-046F 58 1921630112 3925569976
C003EL1BDEF) 1921620312
WOSELISE 803 1921830175 0008 EA03-T2-12

o s 7 btk arc
Abdnes:

Upgrade Single SNMP Selection of Multiple Upgrade consecutive
card SNMP cards SNMP cards

‘ File name: [D:\FIRMWARE\3.5 BY506\3.5 BY 506 bin| N

File name:  DAFIRMWAREQ 5 BY5063 5 BY506 bin d E File nae:  [DAFIRMWARED 5 BY5060 5 BYS06 b . |
t
Download Status
\ P [~ Downladingy | e m—
[umtsucoess, Ownittad.
. . Device Download Status.
2 1, Select .bin file 392722508 pownlosd Successtully

4. Cancel to exit

3. Upgrade message

I
' /

Dovwnload Cancel

F
2. Click on Download s o Doy cocd |

13



2.7. About

It displays Schneider Electric logo and current version of Easy UPS 3PH SNMP Manager.

About X ‘

Lifels On | Schneider
0Electr|c

Version:EASY UPS 3PH SHMP Manager V5.1.6
https://www. schneider—electric. com

This software will work only with specific UPS designed for Schneider Electric.
Powered by:
(C)2001-2020 by Schneider Electric. Schneider Electric logo are
owned by Schneider Electric Industries S A S, or their affiliated companies.
All other trademarks are property of their respective owners.

Help

2.8. Refresh List

Online SNMP card list will refresh every 2 minutes automatically. Manual refresh is also available by

clicking on “Refresh List”

4l Easy UPS 3PH SNMP Manager - X

Network
Settings

SNMP Manager

Serial Humber MAC Address IPv4 Address
3927492893 00-03-EA-13-C8-10  10.177.54.68

Firmware
Upgrade

List of all Online Easy UPS
3PH SNMP cards

Hardware Version: HDABOT

Firnware Version DABOT. AET. 3

WAL Address: D0-03-EA-16-CE-1D

LocalLink Addr: [fefi0::203: eaff: fe18:c81d]

IPv6 Addr

14



2.9. Web User Interface

2.9.1. Introduction

Easy UPS 3PH SNMP Web User Interface can be launched via web browser with protocol of HTTPS to

monitor UPS status.

a-

<@

HTTPS

i

SSH

P )
P

A
=
v

15



2.9.2. Easy UPS 3PH SNMP Web User Interface Login Procedure

7

1.Connect SNMP card to modem/router

\
a Ny
2. Install Easy UPS 3PH SNMP Manager under same network
\ S
( )
3.Easy UPS 3PH SNMP Manager will search all available Online SNMP cards within same network
.
4 N
4. Configure IP address of SNMP card (1) DHCP IP (Default) (2) Static IP
\ 7
N
5. Enter IP address of the SNMP card on browser
Or
double click SNMP card from Easy UPS 3PH SNMP Manager
(Default Username: administrator; Password: administrator)
G J

Sign in
hitps://10.177.54.89

Username

Password

m Carce'

6. The browser will display the Easy UPS 3PH SNMP Web User Interface webpage

Note:

Each SNMP card has unique serial number / MAC address / Password, which can be found on the label.

16



Tested to Comply
With FCC Standards c € C
1 e For Home or Office Use
...:] : N SIN:0SYYWWAZZZZZ  Model: DABO7
NetAgentA

L

MAC:00-00-00-00-00-00
Password: X XXXXXXX

M ON
1000M SIN:3927495790




2.10. Easy UPS 3PH SNMP Web User Interface & Setting
2.10.1. Information > UPS Status
This page is to show the current UPS connection status in graphic mode with Voltage, Frequency and other

information.

Sdbnsﬁlgﬁr Easy UPS 3PH T —
W omin il g

UPS Status g

[ emodemouie | Inpt Voage: 2300V Bypass Veliage: 22V P Ot Velage: 25V
| Notroser | Batery Voage: 420 Power Ratng: 060K Connacion Mods: 3843001

& |
O

anay

UPS Manutacturer Schneider

UPS Firmware Version: V328000

UPS Model PSB0K

2.10.2. Information > System Status > System Information
Here shows all the basic information of the Easy UPS 3PH SNMP Web User Interface including hardware /

firmware version; Serial Number; Uptime...etc.

&b’%le'igﬁlc' Easy UPS 3PH 1488891 Sarver sidress cam i s rovaed

=

UPS Critical Capacity

Wiarning will ba inftiated 10 minute(s) befors Scheduled Shusdown Event

Send Emai for Daity Report (M)

18



2.10.3. Information > System Status > UPS Information
This page shows UPS information/Battery Information/Rating Information. The data is obtained from the

reply of UPS or the settings from [UPS Configuration] webpage.

Schneider Easy UPS 3PH e

19



2.10.4. Information > System Status > Network Status
This page shows the network information of SNMP card.

Schneider Easy UPS 3PH

UPS Status

MAG Address 0003 EA 1BCEAE

Connaction Type 1008

IP Address 1017754 50
Subnet Mask

Garwway 10177841
Primary DNS Server 1086611

Secondary ONS Server 166,95 102 1

[14/85:59] Server address can not be resahved.

Email Sarvar
Time Sarver bme rvat gov
PRROE 1P

PPPOE IPve

1P Addrass

LinkLocal Address 1e00:203 caftfe 18 cO1884
104 Address
Gateway

Primary DNS Server

Secondary DNS Server

2.10.5. Information > System Status > Connections Status
Connection status of HTTP/HTTPS/TELNET/SSH/FTP/FTPS/Modbus are in the section, connection logs is

listed here.

Schneider Easy UPS 3PH e J

e Conactons st )
HITPHTTP TELNETSSH

[2015-08:01 16:91:45] 10,231 52.63 login Thace 15 1 iateat s,

20



2.10.6. Information > SMS Modem Status
This page shows the Modem status when GPRS modem is connecting with SNMP card.
2.10.7. Information > Netfeeler

This page shows the environmental status when USB NetFeeler/ NetFeeler 1l and its accessories are

connected with SNMP card.

2.10.8. Configuration > UPS Configuration > UPS Properties (Please refer to your UPS
specification)

UPS Communication Type: In order to establish the connection between SNMP card and UPS, select the
compatible protocol which your UPS supported from the list. Wrong protocol selected would cause no
communication at all. (Three Phase (3 in — 3 out) is default protocol)

UPS Serial Number: this data can be written and saved into SNMP card.

UPS Voltage Rating(V): In order to save some key information, SNMP card can accept user to set UPS
Voltage Rating(V) in this page.

Date of Last Battery replacement(mm/dd/yyyy) : Enter the date of last battery replacement for battery

maintenance.

Schneider Easy UPS 3PH
T

UPS Canfiguration

Date of Last Batary Replacement (mm/ddiyyyy)

li:’].

2.10.9. Configuration > UPS Configuration > Test Log

UPS Data Log : To enter the time interval for data refreshing

21



Schneider Easy UPS 3PH

Log Information

Ei

2.10.10.

I
S

UPS Data Log

Configuration > UPS Configuration > Warning Threshold Values

Time out after loss of connection : Send warning alarm when your SNMP card is disconnected
from UPS at this configured time.

Critical Load (%) : Send warning alarm when UPS loading reaches at this % configured.

UPS Temperature (°C) : Send warning alarm when UPS temperature reaches at this °C
configured.

Critical Capacity (%) : Send warning alarm when UPS battery capacity reaches at this %

configured

22



Sch'%leidel' Easy UPS 3PH .

ectric

Ink [LIT RPN SR Worning Threshold Value

UPS Configurati

Critical Capacity (%)

o [ e ]

Lag Information

EU

2.10.11. Configuration > Network > IPv4
This page is to set SNMP card’s Network settings. IP address of SNMP card can be obtained through

drop-down list with options including Manual, Using DHCP. If the IP address and DNS has been configured

in Easy UPS 3PH SNMP Manager, your information will display automatically here.

Schneider Easy UPS 3PH R

Electric

|EI

Matwork

0

2.10.12. Configuration > Network > IPv6

Easy UPS 3PH SNMP supports IPv6. IP address can be obtained from the drop-down list with option of

23



(Automatic / Stateless DHCPV6 / DHCPV6 / Manual) Once click on Apply, Easy UPS 3PH SNMP will

reboot automatically.

Schneider Easy UPS 3PH (T

LElectric

wva IR0 Ethemet | Dynamic DNS | PPPOE

Mazimum Number of IPv8 Prefix

Multicast Address

2.10.13. Configuration > Network > Ethernet

. Connection Type

This section is to set communication speed between SNMP card and Network. Once click on
Apply, SNMP card will reboot

e  Stop UPS communication when Ethernet disconnected

This section is to define if the user wants to stop UPS communication when SNMP card

disconnects with Ethernet

24



Schneider Easy UPS 3PH —r——

wvi | Py [[EUSEEE Dynamic ONS | PPPoE

Conmction Type

$10p UP§ communcation when Ethernet disconnected K

2.10.14. Configuration > Network > Dynamic DNS

This is a free service that allows the user to alias a dynamic IP address to a static hostname. Ensure

account/password has been registered from the DNS service provider.

Service Provider

Dynamic DNS providers can be selected from the list

Domain Name

This is the Domain Name you have created from the above selected DDNS provider

Login Name

This is the Login / Account name that you have created with the selected DDNS provider.

Login Password:

Enter the Password you have assigned to your DDNS Account.

Use external STUN server to get Public IP to register

Choose Yes to ensure that Easy UPS 3PH SNMP Web User Interface uses the WAN / Public IP to

update the selected DDNS server

25



Schneider

0Electric

T

Tio-03:43]

Easy UPS 3PH

i

Configuration

Network

o get Public IP to register

TUN Server P anzerss

Secondary STUN Server IP

Log Information

ii

Management

2.10.15. Configuration > Network > PPPOE
Use this option to allow SNMP card to connect to the Internet directly using your XDSL modem by PPPoE.

Enter the Login name and password to enable the connection. Once set-up, SNMP card will connect directly

to the Internet, any abnormal connection failure would also cause re-dial

| DSL MODEM
UPS SNMP card
S"&"Eﬁ'ﬂﬁf Easy UPS 3PH e

T
T | | -

[ oo | r=ct ]




2.10.16. Configuration > SNMP > General
This page is to configure Easy UPS 3PH SNMP card settings to be used by NMS (Network Management

System).

Schneider Easy UPS 3PH e

EE

Syvem Locason

SNMP UDF Port

——
e
e

SHMPY Engine D T

27



2.10.17. Configuration > SNMP > Access Control

Schneider Easy UPS 3PH o e s

LT i T o
Configuration .

UPS Configuration Manager (P Address Version Community Permission Description

= >

s .

% 3v» e

Ea— . -

O

@ ] e At least 8 characters

Manager IP Address :

This is to set the IP address that the administrator can manage SNMP card from. It is valid for up
to 8 IP addresses. To manage SNMP card from any IP address, enter *.*.*.* into Manager IP
address.

Version:

This is to select V3, user name, password, authentication and privacy are required

Community :

This section is to set a Community name for NMS. The community name has to be as the same as
the setting in NMS. (Default is public)

Permission :

This is to set authorities of administrators. Options are Read, Read/Write, and No Access.

Description :

This is to make note for administrator’s reference

**** means any IP I

28



Manager [P Address. Version Community Permission Description

«

User Name ool
Auth. Protocol [D5 * Privacy Pratocol | DES *
Auth, Password s Privacy Password e

After clicking this arrow, users must input User Name, Auth. Protocol, Auth. Password, Privacy Protocol,
Privacy Password and must make sure set same information in Easy UPS 3PH Shutdown Software side,
because it’s a connection channel setting between SNMP card and Shutdown software, setting information

should be same.

2.10.18. Configuration > SNMP > Trap Notification

Trap Notification

. Destination IP Address: To set receivers IP address for receiving traps sent by SNMP card. It is
valid for up to 8 IP Addresses.

e Accept: Select the trap type of its SNMP version or Inform from drop down list. When SNMPv3
trap or SNMPvV3 Inform is selected, username/password and authentication information are
required.

e Community: Trap receiver and Easy UPS 3PH SNMP card must be the same community. (Default
is public)

e  Trap Type: Select from PPC MIB or RFC1628 MIB (Default is PPC) * MIB file is available in the
CcD

e Severity: This section is to set Trap level for each receiver. There are three levels as below -
Information: To receive all traps. - Warning: To receive only “warning” and “severe” traps. -
Severe: To receive only “severe” traps. (Please refer to NMS manual for Trap levels.)

. Description: This is to make note for administrator’s reference

. Events: This is to select events for SNMP card to send traps. Click on Select to show the full
Events List. Click on Test to send test trap to ensure all setting is correct

Send Power Restore and Adaptor Restore Traps for X time(s) in X second(s) Interval.
This is to set number of traps to send in preset seconds when power restore on SNMP card. This also checks

if the communication between trap receiver and SNMP card remains well or not after power recovers
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e SNMP Inform Request
This is to set the number of times that the SNMP card can request a response from the

sending Inform host with a preset value. (Default is 3 times and an interval of 5 seconds)

Sc l‘lsﬁigﬁl: Easy UPS 3PH e e

‘Trap Notification

Send Power Restore and Adapter Restore Traps for time{s) in 0 recondls) nterval

SNMP Inform Roquast
Humbar of Retries

Timeout (sec)
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2.10.19. Configuration > SNMP > Device Connected
This section is to set power consumption and connection status of other devices which connects to the same

UPS as SNMP card.

neider Easy UPS 3PH 1 S s

Electric

Rating (%)

2.10.20. Configuration > Email > Email Setting

To send email notification when event occurs or data log.
e  Email Server:
Enter the address of email server
e  Email Port:
Email Port that use for sending email
. Sender’s Email Address:
To enter the email address that for sending email
e  Email Server Requires Authentication:
If such email server requires authentication or not
e Account name:
If authentication is required, enter its account name

. Password:
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If authentication is required, enter its password
. Sending Test Mail:

Enter email address to check all configuration is correct or not to receive mail

Scmle.iggl: Easy UPS 3PH L —

ol Sarver [
emoitbon

Endble 3L on Emall Tansmission

Sendar's Emal Addrass

Emad Sarver Reauires Auharsiarion

Account ams

[—

o
7
Sening tost it - - et o |

2019/7/30 (BZ) 14:00

Easy UPS 3M 60K(10.177.54.68):This is a test email

If you received this test mail,it means that your mail settings are correct.
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2.10.21. Configuration > Email > Email for Event Log
To receive email notification. To set email addresses for receiving warning email sent by Easy UPS 3PH

SNMP Web User Interface when selected event occurs. It is valid for up to 8 Email addresses.

sc'bneide'r Easy UPs 3PH [12:88:88] Earver sdiress con ot bt razoived

Electric

[Enyang corey hugse com

2.10.22. Configuration > Email > Email for Daily Report

To receive daily report
This section is to set email addresses to receive Easy UPS 3PH SNMP Web User Interface’s Daily Report at

pre-set time. It is valid for up to 4 email addresses. Daily report will be the content of event and data log.

SC l‘leidel" Easy UPS 3PH 1488 88] Sarver adiresa aan ok by rescived

Electric

Emall Setting | Email for Event Loy [l

Jy— =
Accounz
Ascoums
Account

Sand Email for Daily Report (hh:mm) YES * |t 1200
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2.10.23. Configuration > SMS

When UPS events occurs, it allows Short Message Signals (“SMS”) to be sent and received using a

GSM/GPRS/CDMA Modem. Operation information are as below for single and three ports of SNMP card.

—
7 Local Modem =
o
UPS NetAgent SMS MODEM %
=
’ o
- Remote Service
SIS
R
~ /}
UPS NetAgent HUB  SMS SERVER SMS MODEM
. SMS Setting :

Send SMS When Event Occurs:
> Disable : No SMS Service
> Use Local Modem : When GSM modem is connected to SNMP card directly (Refer to SMS
Modem section for its installation)
> Use Remote Service : When GSM modem connects to PC with SMS Server software installed
(Refer to SMS Server section for SMS Server Software installation)
SMS Server :
If select to use Remote Service to send SMS, then enter the IP address of the SMS Server. (The PC that

installed SMS Server Software)
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SMS Port :

If select to use Remote Service to send SMS, enter the port number that SMS Server uses for sending SMS.
(Port 80 is default)

Account Name :

If select to use Remote Service to send SMS, enter SMS Server’s account name if required

Password :

If select to use Remote Service to send SMS, enter SMS Server’s password if required

Sending test SMS :

When modem and configuration are ready, enter a mobile number to receive testing SMS

Schneider Easy UPS 3PH e

‘Sena SuS Whan Evamt Dceurs s

WS Server

Password

Senlng s SHE =3
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Use Local Modem:

Schneider Easy UPS 3PH s

Electric

SM Soting

Sunc SMS When Evant Occars

FERT

Scl&neide_r Easy UPS 3PH B

Elecrtric

e  Mobile for Event Log

To set the recipient’s mobile number for SMS notification when event or NetFeeler event occurs. A total of 8

mobile numbers can be assigned.

ider Easy UPS 3PH R ———

ectric
T I N

:
foooeaae

2.10.24. Configuration > Web/SSH/FTP > HTTPS
HTTPS Account

. User Name :
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To set password for Easy UPS 3PH SNMP Web User Interface web access.

e  Password :

To set password for Easy UPS 3PH SNMP Web User Interface web access.

e  Permission :

To set No Access / Read/ Read &Write) Permission Rule : At least one user account must be Read/Write
Permission Rule: User name with Read and Write cannot be blank

. IP Filter :

Only specific IP address could login to Easy UPS 3PH SNMP Web User Interface *.*.*.* means any IP
address Auto Logoff after Idle for __ minute (s). (0 is disabled) Easy UPS 3PH SNMP Web User

Interface webpage will be logoff automatically if it idles for the pre-set value.

neider g i v s

Electric

Passwor o Parmission 1P Filter
Web/SSHIF TP

Auto LagOft afer idis for minute(s) {0: Disabis]

I
[ atoden |
[ Netrester |
[ Goom ]
O

2.10.25. Configuration > Web/SSH/FTP > SSH

Enter specific port number to access or disable for SSH
SSH Account
e  Same as HTTP account/password settings
This is to duplicate the same settings from HTTP
. User Name :
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To set password for Easy UPS 3PH SNMP Web User Interface Telnet access.
e  Password :
To set password for Easy UPS 3PH SNMP Web User Interface Telnet access.
e  Permission :
To set No Access / Read/ Read &Write) Permission Rule : At least one user account must be
Read/Write Permission Rule: User name with Read and Write cannot be blank
. IP Filter :

Only specific IP address could login to Easy UPS 3PH SNMP Web User Interface *.*.*.* means

any IP address

Schneider Easy UPS 3PH A

n | RADIUS Server Settings )

Enable $5H Function *
S5H port” 2

@ Same as HTTP accountipassword settings.

User Name Password @ Filter

Wb S SHIFTR

Log Information

Ei

[ rovtr | et ]

2.10.26. Configuration > Web/SSH/FTP > FTP/FTP-SSL
To select the access between FTP and FTP-SSL with specific port number or to disabled it

FTP/FTP-SSL Account
e  Same as HTTP account/password settings
This is to duplicate the same settings from HTTP

. User Name:
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To set password for Easy UPS 3PH SNMP Web User Interface FTP access.
e  Password:
To set password for Easy UPS 3PH SNMP Web User Interface FTP access.
. Permission:
To set No Access / Read/ Read &Write) Permission Rule : At least one user account must be
Read/Write Permission Rule: User name with Read and Write cannot be blank
o IPFilter:

Only specific IP address could login to Easy UPS 3PH SNMP Web User Interface *.*.*.* means

any IP address

Sclgﬁlcc!ﬁlc' E e

Implicit FTP.&5L
Server Port

FTPIFTP-SSL Account

¥ Same as HTTP sccountpassword settings

User Hame. Paszword
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2.10.27. Configuration > Web/SSH/FTP > SSL Information
. SSL Information

This is to upload the SSL certificate. When both public key and certificate are uploaded to Easy UPS 3PH
SNMP Web User Interface web server, the communication will be encrypted by SSL

(To communicate via Https, make sure to enable Https port 443.)

e  HTTPS Protocols

Select the encryption version

e  SSLv2 (disable in default)

. SSL v3
e TLSvV1O
e TLSvV11

e  TLSv1.2 (Default selected)

Once click on Apply, Easy UPS 3PH SNMP Web User Interface will reboot

[1488:64] Sarvar address can ot ba resoived.

Schneider gasy UPS 3PH

W oo [[ENIEIIRE RAOIUS Server Sattings
TIPS Protocol
ssLvz
8L
nivie

Webi 8 SHIF TP

BT | A [ Upiost and Repiace |
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Privacy error x  +

C A Notsecure | https//192.1680.120 % O

When connect via HTTPS with its own
generated public key and certification, browser
g may show error, please ignore and continue.

Your connection is not private

Attackers might be try your informatic /ffom 192.168.0.120 (for example

rds). Learn r_dfe

vanced Back to safety

2.10.28. Configuration > Web/SSH/FTP > RADIUS Server Setting

If RADIUS server authentication is required for the network, Easy UPS 3PH SNMP card could be added by

entering following parameter.

UPS
RADIUS SERVER
USER [N 3 . |
% —— eque% Access Request
- y pr SNMP
ccesosR e card Access Accept
: R
Access Reject Access Reject

e  Enable RADIUS in Web/Telnet Login:
To select if to enable RADIUS
e  RADIUS Server Address :
To enter the IP address of the RADIUS Server

. Authentication Port :
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RADIUS port number (Default is 812)
e  Shared Key :
Enter the Shared Key between RADIUS Server and client When connect via HTTPS with its own
generated public key and certification, browser may show error, please ignore and continue.
e  Connection Timeout :
Set the number of seconds to suspend the login time after the RADIUS server is rejected
e  Connection Retry :

Sets the number of connections to the RADIUS server again

Schneider Easy UPS 3PH b

Rl ADIUS Server Setings
Configuration r

UPS Configuration Enable RADIUS in WebiTelnet login

RADIUS Sarver Address

second(s)

Web/SSHIFTP

20

2.10.29. Configuration > BACnet
SNMP card supports BACnet/IP (Building Automation and Control/Internet Protocol)

. BACnet
BACNet Device Configure the device ID and access port number for the SNMP card when using BACnet for
communication Notification Enter the IP address of the PC that to be notify by BACnet software when event

occurs.
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Wireless LA

2.10.30. Configuration > SMS Modem

When compatible GPRS modem connects with SNMP card, it is able to send SMS notification when event

occurs

o Modem Setup Procedure
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2. Place the SIM card on the holder and
insert into GSM Modem

3. Attach antenna to the modem I

1. Press the button to eject
the SIM card holder

Modem Led |

Modem Led Status

1. If flash every 0.8 seconds :

= Modem initializing, please wait

Ll If no respond
(1) Check if PIN is correctly entered, or if PIN is required
(2) Check if SIM card is inserted corrected
(3) Check if no or low signal

2. If flash every 3 seconds : vModem is ready for operation
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e SMS Modem Setting

Modem Communication Port :

Select “ ttyUSBO0” for USB modem connects with SNMP card directly ;
SMS Communication :

Select between GPRS or CDMA

SIM Card PIN :

If PIN is required for the SIM card, please enter

Confirm SIM PIN :

Retype SIM card PIN

When all done, click on Apply. Modem Information and Status can be check from Information> SMS
Modem Status

. Once click on Apply , SNMP card will reboot

Schneider Easy UPS 3PH

Confim SIM Card PN

ion
[

M5 Modan

I
E
Em
[6) t

o Send Message

Cellular Phone number :
Enter mobile number
SMS Content(Max.70 Characters) :

Enter the SMS content text and select coding. Unicode or Character
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Schneider Easy UPS 3PH

2.10.31. Configuration > Netfeeler

NetFeeler is the external optional environmental sensor. It is to detects temperature, humidity and water.
NetFeeler has RF receiver built-in to work with extension sensors such as smoke, security sensor.

. NetFeeler

NetFeeler

Humidity/Temperature Critical value :

To set the lowest and highest critical values for temperature and humidity. NetFeeler will send a warning
message when it detects temperature or humidity values below and above these settings.

Security Label

NetFeeler may connect up to 7 security sensors that communicate via RF. This section is to set the location or

name of each sensor.

Electric

Schneider Easy UPS 3PH B s
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2.10.32. Configuration > System > Date/Time

This page is to set Easy UPS 3PH SNMP Web User Interface’s system time, language and configuration.
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Easy UPS 3PH SNMP Web User Interface to synchronize with external or internal Time Server for correct

date and time.

System Time

Restart

System Time (yyyy/mm/dd hh:mmm:ss) :

To display the current system time/date of Easy UPS 3PH SNMP Web User Interface. Or click on
Adjust Now to adjust to the correct time/date automatically

Time Between Automatic Updates :

To set an interval for time synchronization.

Time Server :

Time server can be selected from the drop-down list or added from other time server manually.
Time Zone (Relative to GMT)

To select its GMT time zone

Using Daylight Saving Time :

Select whether to use the daylight-saving time system to adjust the clock for 1 hour in advanced

Auto Restart System for Every (0 is disabled):
To restart automatically at preset hour or minute
Manual Restart System After 30 seconds :

Once click on Apply, Easy UPS 3PH SNMP Web User Interface would restart after 30 seconds
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Time Between Automatic Updates.
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2.10.33. Configuration > System > Language
Interface Language

To set the language of Easy UPS 3PH SNMP Web User Interface pages, when first login to the webpage of
Easy UPS 3PH SNMP Web User Interface, it will auto detect the OS language of the PC and shows the same
language accordingly.

Note:

Users will have to enable cookies before using this function.

Email Preference

Select preferred language when USER Receives emails.

Schneider Easy UPS 3PH e

 Mstacnc—
T
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System

.

2.10.34. Configuration > System > Save/Restore

e  Save Current Configuration
Click on Save to save the configuration to your PC. The text file will have a default format of
YYYY _MMDD_###.cfg.

e Restore previous configuration
Use this function to restore a *.cfg configuration that has been saved earlier. Click Browse... to

the location of the file and click Restore.
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e  Reset to factory default

This function will reset all settings to its default value.

Schneider Easy UPS 3PH Tt Cofi e

patermime | Language [ @
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2.10.35. Log Information > Event Log
Event List shows record of all events, giving the Date/Time of the event with detailed description of each.

Event can be checked on specific date from the calendar.

Sclg}ﬁlcc!gl: Easy UPS 3PH ;';.'....s;.v...,.".“.,....m.,.,.,

L
. Configurats

NI | | [[as [ - e (D D D D

Event Log

sun. Mon. Tue. ‘Wea. Thu. Fri. Sat.
1@ @ 30 Events List
o0
o4
40 50 60 70 80 90 100
10 120 130 140 150 160 170
180 190 200 210 220 230 240
250 260 270 280 200 300 310

Event census

Here is to present the event statistically on the selected date.

TT&:58:88] Server address can ot be resoived
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2.10.36. Log Information > Data Log > Data Chart

Data Chart records UPS Input Voltage/Output Voltage/ Frequency/ Loading/Capacity/ Temperature...etc. in

chart format. Logs can be saved in CSV format by clicking on “Save”. The bar on top can be adjusted to

check the log status at specific time of the day.

Schneider Easy UPS 3PH
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2.10.37. Log Information > Data Log > Data Log
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2.10.38. Management > Netility Web > Easy UPS 3PH SNMP Card Web

This is to display all SNMP cards in the same network.
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Sdél‘lsleeiggf Easy UPS 3PH o

Devica MAC Address Hardwars, Firmuare 18 Addrezs

If the SNMP card is accessed by WAN IP, Easy UPS 3PH SNMP Card Web would also be able to list out all
the other available SNMP cards under the same LAN as the SNMP cards that have WAN IP. HTTPS port
444 must be enabled on the Easy UPS 3PH SNMP cards with WAN IP and domain to be as

https://xxx.xxx.xx:444 (xxx.xx is the WAN IP or domain name)

Schneider Easy UPS 3PH g
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2.10.39. Management > File Manager

Logs can be removed and downloaded in this page.

Sclénneelgﬁf Easy UPS 3PH T T

& _root 3+ @ j 0

log
¢ L
i bamw"g Current Location: fant Log/eventlog @
- datalcg 20190801 dat Trre fame size Wodifind Tira Accass Time
datalog_20190802 dat
i~ eventlog
smslog tatal 1 files, directories.

5] evert log_ 201905, da 7052 2019/88/01. 14:55:00 201508101 10:05:48

2.10.40. Management > Serial Port Debug > Debug Information
It shows the communication status between Easy UPS 3PH SNMP cards and UPS by Sent and Received

columns.
Command can be sent automatically by Easy UPS 3PH SNMP cards, or user manually enter the command to

UPS.

. Sent Information
This column shows the real time sent command
. Received Information

This displays the response that Easy UPS 3PH SNMP cards receives from UPS
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s =

Recsived Information

Z019108/02 09:52:08 #Schneidsr
2019i0B/02 09:52:08 1224,5/225.1/226,5 226.0/228 (V226.3 230./229.4/229.5 (100,0/000.0/000 0w
2019i0B/02 09:52:08 100010001 00000111 00000000
2019/08/02 09:52:04 (224.5 000.0 230.3 000 50.0 00.0 26.0 OO0O0000NT
2019i08/02 09:52:02 1000 000 000D 000.0 +26.0 50.0 50.0 50.00
2019008/02 09:52:00 [230V/400Y 3PAW 050 Z30V/400V 3P4W 050 230V/IP4W 050 480 DGOKVA \r
58 #Schneider
02 095168 1224.2/224 6/205 3 224.7/225.7/226.0 230,229 412295 000.0/000.0/000.0\
06:61:64 (224.4 000.0 230.3 000 50.0 00.0 28.0 00000000

2.10.41. Management > Serial Port Debug > Port Information

This is to configure the communication parameter between Easy UPS 3PH SNMP cards and UPS.
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2.10.42. Management > About > About

It shows Easy UPS 3PH SNMP cards’ hardware/firmware and serial number.

Schneider Easy UPS 3PH e
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2.10.43. Management > About > Firmware Update Settings
If FTP server is available, user can find FTP Update Settings in Web Ul.

Please follow these steps:
1. Install and setup an FTP Server in your computer (Now set Filezilla as an example), launch and run it

after installation

2. Set FTP server as Passive mode

3. Set both port 21 and 22 as open

4. Set user account and home directory

5. Configure FTP IP and user, password in Web Ul
6.  Wait for upgrade complete.

(1) if firmware is already latest, it will show a message in pop window.
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P https://10.177.54.69/update fw.cgi?acti.. — O X
A FZ=2 | 10.177.54.69/update fw.cgi?action=status

This is already the latest version Firmware.
Exit

(2) if it’s not latest firmware version, it will enter upgrade process in pop window.

This is not the latest version firmware. Update the
firmware now?
Yes | No

Downloading........ -83 %

Update Complete. o
[ Exit ]
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2.10.44. Retrieve Login Password
1. Use SNMP Manager to get the current IP address of DA807.

2. Use aweb browser to access the links: https:/xxx.xxx.xxx.xxx/password.cgi. (Note: XXX.XXX.XXX.XXX i$

the IP address of DA807)

@ httpsi//192.168.5251 /passwo. X || +

< C A F==2 | 192168525/password.cqi w“ B 6

Enter the 1D and PWD info (shown on the back label) to retrieve either the Web or Utility password.

3. Login with ID: admin PWD: “Password” on the label of card.

Tested to Comply
With FCC Standards c € F@
For Home or Office Use

S/N:0SYYWWAZZZZZ Model: DA807
MAC:00-00-00-00-00-00
Password: XXXXXXXX

4. Then you can get all accounts information in list:
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5.

UserName:administrator
UserName:
UserName:
UserName:
l UserName:
UserName:
UserName:
UserName:

Utility password:

@ htps//192.168.5.251/passwo: X M +

&« C A F==2 | 1921685.251/password.cgi

Web passwords:

Password:administrator
Password:
Password:
Password:
Password:
Password:
Password:

Password:

Clear All password:

Clear Al |

If you need to clear all user information, enter the ID and PWD in the “Clear All Password” field and

click “Clear All” button.
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