How to add VMware ESXi Host Security Certificate to the PowerChute-
keystore Manually.

Step 1: Log into the PowerChute VM.

elcome to PowerChute Metwork Shutdown 5.8.8 for Wuware

Flease complete the PowerChute Setup wizard to ensure that your UMware Hosts and Virtwal Machines
re protected.

o conf igure PowerChute Network Shutdown using the Setup Wizard, browse to:

https:/-192.168.8.119:6547

localhost login: root
Password:

Step 2: Stop the PowerChute service.
Enter the command systemctl stop PowerChute (Linux is case sensitive. Take note of capital letters)

@ root@localhost/opt/APC/PowerChute/group 1

Step 3: Edit the pcnsconfig.ini file.
If familiar with using the vi editor, enter vi fopt/APC/PowerChute/group1/pcnsconfig.ini
In the [NetworkManagementCard] section, add the lines
PowerChuteKeystorePassword = <New password> New password can be replaced with a password of
your choice. It must be at least six characters.

@ root@localhost/opt/APC/PowerChute/group
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If unfamiliar with vi editing, log into the PowerChute VM using Filezilla from the Windows system and use a text
editor to edit the file. WinSCP can also be used to log into the VM.

Note: SSH must be enabled on the PowerChute VM to allow the connection.
Once logged in, navigate to /opt/APC/PowerChute/groupl.

Right-click on pcnsconfig.ini and select View/Edit.

ﬂ sftp://root@192.168.0.143 - FileZilla — O x

File Edit View Transfer Server Bookmarks Help
EH e TRIORO | TAss

Host: | sftp://192.168.0.1¢ Username: Password: ‘--------- ‘ Port:‘ ‘ |Quickconnect hd

Status: File transfer successful, transferred 23,882 bytes in 1 second ~
Status: Starting upload of C\Users\sesa89312\AppData\Local\Temp\fz3temp-2\pcnsconfig.ini
Status: File transfer successful, transferred 23,952 bytes in 1 second
Status: Disconnected from server v
Local site: | CA\APC-MGE\PowerChute\PCNS\PCNS 5.0% ~ | Remote site: | /opt/APC/PowerChute/group1 v
~ ') media ~
') mnt
BH- 1 opt
=) APC
‘ = PowerChute
group1
P e 110,061+
v - 7 ursler_ﬁles v
Filename - Filesize Filetype Last modified A | Filename - Filesize Filetype Last modifi... Permissi. »
Beta File folder /2472023 8:55... a pcnsconfig.ing SR 11/14/2023...
PCNS_en_5.0.0.0va File folder 7/24/2023 8:57... i+ pensconfig_b 4 Download 11/14/2023... -rw-rw--
T erorlog 11381 LOG File 11/13/2023 10... [ PowerChute-t " Add files to queue 11/14/2023.. -rw-r—r-
5] New-Installpcnscon.. 23,976 Configuration .. 11/13/2023 1:3... [ powerchute.s Yiew/Edit 4/17/2023 .. -rwxr--r-
D pcns500Linux-x86-6..  90,663,8.. GZFile 5/172023 3:27... D powernet433 Create directory 4/17/2023 ..  -rw-r--r-
¢ pcns500win-x86-64...  127,609,.. Compressed (z.. 5/1/2023 3:27:.. || psaggregatol Create directory and enter it 41772023 .. -rw-rw--
; PCNS_en_5.0.0.0vaz. 170994.. Compressed(z.. 5/1/2023 3:31:... v : Create new file >
5 files and 2 directories. Total size: 1,928,251,523 bytes Selected 1file. i~ Refresh
Server/Local file Direc.. Remote file Size Priority Status Lelele ]
Rename
Copy URL(s) to clipboard
File permissions...
Queued files Failed transfers Successful transfers (5)

) Quene: emnty e

Example of an edited file in Notepad

1 *pensconfig - Notepad

File Edit Format Wiew Help
[MetworkManagementCard]

mode = single

P 1 =

port = 443

protocol = https

enrolWithumc = true
powerChuteKeystorePassword = NewPassword|
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If the connection fails, verify SSH has been enabled on the PowerChute VM.

=
| File Edit View Transfer Set.-e’ Bookmarks Help
2 - (BT o 1‘30 v FaAes
|Host m Username: _ Password: |"uou" | Port: | | | Quickconnect | ¥
|Status: Connecting to 192.168.0.119... ~

|Response: fzSftp star ted, protocol_version=11
|Command: open "root@192.168.0. 1 19" 22
|Error: Could not connect to server

The command to check SSH status on the PowerChute VM is systemctl status sshd.

.@ root@localhost,/opt/APC/PowerChute/group1 — O x

In the example above, the connection failed because SSH was inactive on the PowerChute VM.
To start SSH, enter the systemctl start sshd, then run the command systemctl status sshd to verify the service
started.

@ root@Ilocalhost/opt/APC/PowerChute/group1 — O et
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Step 4: Restart the PowerChute service Once the pcnsconfig.ini file has been edited and saved.
The command is systemctl start PowerChute.

@ root@localhost/opt/APC/PowerChute/group — O *

Step 5: Verify that the PowerChute-keystore password has been changed
cd to /opt/APC/PowerChute/groupl.
Enter the command ../jre*/bin/keytool -list -v -keystore PowerChute-keystore. You will be asked to
enter the PowerChute-keystore password. The keystore data should be displayed on the screen. In the
example below, the keystore contains 0 entries because we have not added any certificates to the
keystore.

@ root@localhost/opt/APC/PowerChute/group 1 — O x

Step 6: Once the PowerChute-keystore password change has been verified, stop the PowerChute service.
The command is systemctl stop PowerChute.
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Step 7: Download the ESXi host security certificate to your Windows or Linux system.
To do so, open a Chrome or Edge browser and enter the host's IP address or domain name.

In the example below, we used Edge.

Click on Not Secure

® O ' Log in - VMware ESXi X |+

O A A Not secure | Bps//192.168.0.175/ui/#/login

Click on “Your connection to this site isn’t secure.”

About 192.168.0.175 X

A Your connection to this site isn't secure

Don't enter any sensitive information on this site (for
example, passwords or credit cards). It could be stolen
by attackers.

You have chosen to turn off security warnings for this site.
Turn on warnings

,P Permissions for this site

Pop-ups and redirects E' Allow (defau... ™

Caookies (1 cookies in use) >
IE_TN Tracking prevention for this site (Balanced) 0

Trackers (0 blocked) >

—*ll
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In the next window, click on the certificate icon.
.ﬁ. Mot secure hps//192.168.0.175/ui/#/login

Your connection to this site isn't secure E X

The certificate for this site is not valid.

Because this connection is not secure, information (such as
passwords or credit cards) will not be securely sent to this site and
may be intercepted or seen by others.

Ve suggest you don't enter personal information into this site or
avoid using this site.

Learn more

In the next window, select Details — Export — enter a file name and save it as a Base64-encoded ASCII certificate
chain. The file will be downloaded to the browser's default download folder, or you can choose a new folder.

C M A Notsecure | kips//192.168.0.175/ui/#/login

. X
Certificate Viewer: 192.168.0.175
Certificate Hierarchy
© save s X
1 & > ThisPC » Downloads > v [&] £ Search Downloads
Organize ~ New folder B= - (7]
¥ Downloads ~ Name Date modified Type ~
D Music
[&] Pictures &
E Videos
&9 Windows (C)
=y data (\\nam.gad
¥ Network
= MYCLOUD-259Lk
W TSLAB-WIN10A
v
= WIN10-SYSTEM1., 3
File name: | 192.168.0.175 “
hd
Save as type: |Baseb4-encoded ASCII, certificate chain
Baseb4-encoded ASCI, single certificate
Baseb4-encoded ASCII, certificate chain
~ Hide Folders DER-encoded binary, single certificate
PKCS #7, single certificate
PKCS #7, certificate chain
All files
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Step 8: Copy the certificate to the PowerChute directory on the VM. In the example below, we used Filezilla to
copy the file to the PowerChute VM group1 directory.

[a sftp/froot@1982.168.0.143 - FileZilla — O X

File Edit View Transfer Server Bookmarks Help

@ =ORO L TAH
Host: W Username: _ Password: |ooooooooo | Port: ‘ | | Quickconnect | ¥

Status: Retrieving directory listing of “/opt/APC/PowerChute/group1”.. ~
Status: Listing directory /opt/APC/PowerChute/group
Status: File transfer successful, transferred 23,882 bytes in 1 second
Status: Disconnected from server v
Local site: | C\Users\r---"n7em mo-te- =t ~ | Remote site: | fopt/APC/PowerChute/group1 v
~ 7 media ~
'? mnt
= opt
51 APC
: - PowerChute
+ group1
S e 11016141
v . ? ufer_files v
Filename : Filesize Filetype Last modified | Filename h Filesize Filetype Last modifi.. Permissi. ™
s 192.168.0.141.crt 1,698 Security Certifi.. 11/1/2023 3:02.. 5/ 192.168.0.175.crt 1,522 Security.. 11/14/2023.. -rw-r--r-
s 192.168.0.175.crt 1,522 Security Certifi.. 11/13/2023 11... 5/ 192.168.0.178.crt 1,418 Security.. 11/14/2023.. -rw-r--r-
5 192.168.0.178.crt 1,418 Security Certifi.. 11/13/2023 8:1... ) accesslog 0 LOGFile  11/14/2023.. -rw-r--r-
- | amjsffzhzhycjenlwyjinbdjdlyydec... 87 File 11/14/2023...  -rw------
| ampwhfhgzbsnjlfssdwnwspglyd... 4,608 File 11/14/2023...  -rw------
» apc1C7398.crt 688 Security .. 11/14/2023.. -rw-r--r-,
v o< >
18 files and 3 directories. Total size: 1,376,753 bytes Selected 1 file. Total size: 23,882 bytes

Step 9: Add the ESXi host certificate to the PowerChute-keystore

On the PowerChute VM from the group1 directory, enter ../jre*/bin/keytool -importcert -alias ESXi
host IP address or domain name -keystore PowerChute-keystore -storepass <keystore password> -file
<certificate file name.crt

@ root@localhostfopt/APC/PowerChute/group1 — O et

Step 10: Verify the certificate was added to the PowerChute-keystore
Enter the command ../jre*/bin/keytool -list -v -keystore PowerChute-keystore. You will be asked to
enter the PowerChute-keystore password. The keystore data should be displayed on the screen.

@ root@localhost:/opt/APC/PowerChute/group1 - O X

‘@ root@localhost;’opthPC;’PowerChute[group1 — Oa *
1h 11.0.16.1+1,

Step 11: Restart the PowerChute service.
The command is systemctl start PowerChute. The certificate is now available for use.
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