How to add VMware vCenter Server Security Certificate to the
PowerChute-keystore Manually.

Step 1: Log into the PowerChute VM.

elcome to PowerChute Metwork Shutdown 5.8.8 for Wuware

Flease complete the PowerChute Setup wizard to ensure that your UWware Hosts and Virtwal Machines
re protected.

o conf igure PowerChute Network Shutdown using the Setup Wizard, browse to:

ttps/-192.168.8.119:6547/

localhost login: root
Password:

Step 2: Stop the PowerChute service.
Enter the command systemctl stop PowerChute (capital letters matter with Linux commands)

@ root@localhost/opt/APC/PowerChute/group 1

Step 3: Edit the pcnsconfig.ini file.
If familiar with using the vi editor, enter vi fopt/APC/PowerChute/group1/pcnsconfig.ini

In the [NetworkManagementCard] section, add the line
PowerChuteKeystorePassword = <New password> New password can be replaced with a password of
your choice. It must be at least 6 characters.
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If unfamiliar with vi editing, log into the PowerChute VM using Filezilla from a Windows system and use
a text editor to edit the file. WinSCP can also be used.

Note: SSH must be enabled on the PowerChute VM to allow the connection.

Once logged in, navigate to /opt/APC/PowerChute/groupi.

Right-click on pcnsconfig.ini and select View/Edit.

ﬁ sftp://root@192.168.0.119 - FileZilla - O X
File Edit View Transfer Server Bookmarks Help

H-ETEICRO L LIFAr s

Host: Username: |root ‘ Password: |ooooooooo ‘ Port: | ‘ | Quickconnect | ¥

~
W
Local site: | C\TEMP\VMware Certs\download\certs\win\, ~ | Remote site: | fopt/APC/PowerChute/group1 v
TextFiles ~ =~ groupl ~
UPS_OVA_Deployment -~ ? bin
B- 1 VMware Certs 7 comp
B download -7 EULA
=~ certs -2 lib
b lin -2 session
mac ; ? temp
i e v b Ll v
Filename : Filesize Filetype Last modified Filename - Filesize Filetype Last modifi.. Permissi. ™
. pcnscon" i e s our.. 172272024 .. -rw-rw-
[l dbad4059.0.crt 1,809 Security Certifi.. 1/19/2024 4.03... %] penscon 4 Download gur.. 1/22/2024 .. -rw-rw--
i | dbad4059.r1.crl 937 Certificate Rev.. 1/19/2024 4:03... Dpowercr‘i- Add files to queue e 4/17/2023.. -rwxr--r-
[ ] powerne View/Edit le  4/17/2023 .. -rw-r—-r-
[ Tpsaggre  create directory il 4/17/2023 .. -rw-rw—
[ record.n Create directory and enter it oc.. 1/22/2024.. -rw-r--r-,
< Create new file >
Selected 1 file. Total size: 1,809 bytes Selected 1f Refresh

Example of an edited file in Notepad

) *pensconfig - Notepad

File Edit Format Wiew Help
[MetworkManagementCard]

mode = single

IP 1 =

port = 443

protocol = https

enrolWithNmc = true
powerchuteKeystorepassword = NewPassword
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If the connection fails, verify SSH has been enabled on the PowerChute VM.

|: e Edit View Transfer Set.-e’ Bookmarks Help

-+ il 0 FQ
|H05t m Username: _ Password: |-ooooo-oo | Port: | | | Quickconnect | ¥

|Status: Connecting to 192.168.0.119... ~
|Response: fzSftp star ted, protocol_version=11
|Command: open "root@192.168.0. 1 19" 22
|Error: Could not connect to server

-

The command to check SSH status on the PowerChute VM is systemctl status sshd.

.@ root@localhost,/opt/APC/PowerChute/group1 — O x

In the example above, the connection failed because SSH was inactive on the PowerChute VM.
To start SSH, enter the systemctl start sshd, then run the command systemctl status sshd to verify the
service started.

@ root@Ilocalhost/opt/APC/PowerChute/group1 — O et
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Step 4: Restart the PowerChute service Once the pcnsconfig.ini file has been edited and saved.
The command is systemctl start PowerChute

@ root@localhost/opt/APC/PowerChute/group1 — O e

t@ 1h groupl]# systemctl : rt P C ~

Step 5: Verify that the PowerChute-keystore password has been changed.

cd to /opt/APC/PowerChute/group1l

Enter the command ../jre*/bin/keytool -list -v -keystore PowerChute-keystore. You will be asked to
enter the PowerChute-keystore password. The keystore data should be displayed on the screen.

‘@ root@localhost;/opt/APC/PowerChute/group - O X

[root@localhost groupl]#

Step 6: After verifying the keystore password was changed, stop the PowerChute service.
The command is systemctl stop PowerChute.

Step 7: Download the vCenter security certificate to your Windows or Linux system.
To do so, open a web browser. In the example below, we used Chrome. Navigate to the vCenter web

page.
Click on Download trusted root CA certificates.

vmware

Getting Started For Administrators

Web-Based Datastore Browser
LAUNCH VSPHERE CLIENT
Use your web browser to find and download files (for

Documentation example, virtual machine and virtual disk files).

Browse datastores in the vSphere inventory

VMware vSphere Documentation Center For Developers
vSphere Web Services SDK
Leamn about our latest SDKs, Toolkits, and APIs for
managing Viware ESXi and Viviware vCenter. Get
sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.

Learn more about the Web Services SDK

Learn more about vSphere Automation SDKs

Browse objects managed by vSphere

Browse vSphere REST APIs

|:> Download trusted rool GA certificates

A .zip file named download.zip will be downloaded to the browser's default download folder.
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NOTE: If the .zip opens in the browser right, right-click inside the page and select save as. Save the file as
a compressed file.
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1 » This PC » Windows (C:) » TEMP » VMware Certs v | Search Viiware Certs el
Organize » Mew folder -
A
Smart-UPS_Firm ™ MName Date modified
 This PC Mo items match your search.
§ 3D Objects
B Desktop
Documents
4 Downloads
b Music
| Pictures
B videos
Windows (C:)
v € >
~
Save as type: | Compressed (zipped) Folder ~

~ Hide Folders Cancel

Public



After downloading the file, navigate to the folder the file was saved to, right-click on the folder, and

uncompress the folder.
» This PC » Windows (C) » TEMP » VMware Certs >

~ Name Date modified Type Size

s dowmla=d 1110/2024 3:53 PM Compressed (zipp... 7 KB
Open

Open in new window
ﬂ Edit with Notepad ++
ll' Scan for threats

Extract All... |
7-Zip >
Pin to Start
& Share

Open with...

Restore previous versions

Send to >

Cut
Copy

Create shortcut

Delete
Rename
Properties
X
; Extract Compressed (Zipped) Folders
Select a Destination and Extract Files
Files will be extracted to this folder:
CATEMP\VMware Certs\download Browse...

Show extracted files when complete
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Next, open the uncompressed folder and navigate to the win folder. You will see a security certificate

that ends with a zero.

— v 1 » This PC > Windows (C) » TEMP » VMware Certs > download > certs > win
~ Name Date modified Type Size
# dbad4059.0 1/19/2024 4:03 PM Security Certificate 2KB
i dbad4059.r1 )24 4:03 PM Certificate Revoca... 1KB

Step 8: Copy the certificate to the PowerChute VM. In the example below, we used Filezilla to copy the

file to the PowerChute VM.
@ sftp://root@192.168.0.119 - FileZilla
File Edit View Transfer Server Bookmarks Help

G- ETRo®O N Fas e

e =rs

Host: | sftp//192.168.0.1"| Username: Password: |uunu- | Port| ‘ |Quickconnect -

Status: Retrieving directory listing of "/opt/APC/PowerChute/group1”...
Status: Listing directory /opt/APC/PowerChute/group
Status: Directory listing of "/opt/APC/PowerChute/group1” successful
Status: Disconnected from server
Local site: | C\TEMP\WMware Certs\download\certs\win\, ~ | Remote site: | /opt/APC/PowerChute/group1
TextFiles A = group1
UPS_OVA_Deployment - @ bin
= | VMware Certs -2 comp
= download ? EULA
= L certs 7 lib
lin 7 session
mac ? temp
o v L7
Filename : Filesize Filetype Last modified Filename : Filesize Filetype Last modifi.. Permissi.
. | comps.m11 463 M11File  4/17/2023 ..  -rw-rw--
p/dbad4059.0.crt 1,809 Security Certifi.. 1/19/2024 4:.03... ; configuration.log 70,350 LOG File 1/22/2024 .. -rw-r--r-
¢ dbad4059.r1.crl 937 Certificate Rev... 1/19/2024 4.03... B8 dbad4059.0.crt . 172272024 .. T
4 debug.log 1274784 LOGFile  1/22/2024.. -rw-r--r-
; error.log 18,183 LOG File 1/22/2024 .. -rw-r--r-
=| EventlLog.txt 1431 Text Doc.. 1/22/2024.. -rw-r--r-
< >
Selected 1 file. Total size: 1,809 bytes Selected 1 file. Total size: 1,809 bytes

In the example above, the file was copied to /opt/APC/PowerChute/groupl.

Step 9: Add the certificate to the PowerChute-keystore

On the PowerChute VM, cd to fopt/APC/PowerChute/groupl and enter the command
..[jre*/bin/keytool -importcert -alias <vCenter IP address or domain name> -keystore PowerChute-
keystore -storepass <keystore password> -file <certificate file name.crt>

@ root@localhost/opt/APC/PowerChute/group1 — O e

[ @localhce groupl] #
Chute-ke
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Step 10: Verify the certificate was added to the PowerChute-keystore.
Enter the command ../jre*/bin/keytool -list -v -keystore PowerChute-keystore. You will be asked to
enter the PowerChute-keystore password. The keystore data should be displayed on the screen.

@ root@localhost/opt/APC/PowerChute/group1 — O X
[r @l 1h pll# ../jre-11.0.16.14+1/bin/key

Step 11: Restart the PowerChute service.
The command is systemctl start PowerChute. The certificate is now available for use.
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