Application Note

Example of user log on Magelis HMI with
XB5S5B2L2 biometric switch.

Version: 1.0
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Technical Specifications

Hardware: Firmware:

HMIGTO4310
XB5S5B2L2

Software: Versao:

Vijeo Designer 6.1 SP3.1

| st OChneider
@ Advanced Technical Support - Brazil g Electr c




Compatibility
MagelisHmis

Biometric USB switch
XB5S5B2L2
Magelis :1PC Yes
XBTGT (except Yes
GT1000 series)
XBTGK Yes
XBTGC Yes
HMIGTW Yes
HMIGTO Yes
HMIGXO Yes
HMISTU Yes
HMISTO No
HMISCU (according to | Yes
version)
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Connection Diagram- Configuration

5§ Vijeo Designer

USB

XB5S5B2L2
+ : 24 Vdc, Brown / Marron / Braun

§@g: + —:0V, Blue/ Bleu / Blau
- N.C. : Not connected, Black / Non connecté,

——N.C. noir / Nicht angeschlossen, Schwarz
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Connection Diagram- Application

1

1

!

XB5S5B2L2
+ : 24 Vdc, Brown / Marron / Braun

§@§: + —:0V, Blue/ Bleu / Blau
- N.C. : Not connected, Black / Non connecté,

——N.C. noir / Nicht angeschlossen, Schwarz
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Vijeo Designer

e LOG visualization config

: File Edit Build HMI Arrange Variable Report View Draw Tools Window Help
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BIOMETRICO

B E] Terminal 1

% Graphical Panels
E% Base Panels

1: Panell
2: Panel2
E Popup Windows
Master Panels
rrg Forms &Reports

Acti .
- [aaf] Actions UPDATE

Select the desired panel on
Vijeo Designer and insert
Event Summary object by

5 Resoece Ly Rl : clickin g on grap hical tool
-8B Alarms &Events ’ g
i R e T |
E:c‘mpfzggmg R t at XXXXXXX = t00|bar.
Variables
10 Manager

@ InterruptorBiometricol

4]

@]Vuea Manager |Pr01ect

Event Sum

MName EventSummary01
Top 80

Left 40

Width 560

Height 360

Description

Alarm & Event ( SystemEventGroup
General
[#] Messages
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Vijeo

Designer

e LOG visualization config

(5} BIOMETRICO - Vijeo-Frame - [Terminall - Panel2 - Idiomal] *

: File Edit Build HMI Arrange Variable Report View Draw Tools Window Help
02 B\ % B Y. .t__,cmm@@@ W s @ — + suteo - .
L EleE ) e le G2 |EH |z 4+ 50 4

DN . Na ¥

BIOMETRICO

B g Terminal 1

B- % Graphical Panels
B % Base Panels
Panell
2: Panel2
i Popup Windows
Master Panels
Forms & Reports
|j Actions

- [34] Environment

% Resource Library
'ilJ Alarms & Events
i, Redpes

@ Data Logging
E
Z

o A

H-

ot

Variables
10 Manager
E InterruptorBiometricol

4]

@Vuea Manager | Project

Property Inspector * I x
Betsm. [ |

MName EventSummary01
Top 80

Left 40

Width 560

Height 360

Description

Alarm & Event ¢ SystemEventGroup
General
Messages

EE]

"0 PG (-=-AE-|T-§-
rrrcecre—

General | Messages I Columns I Buttons I

Laml P [7?0. aab o

1 MName nt Summary( Cursor Type IAm)w j
Date Fommat [y /mmiad =]
Toefoma [2+0000 E By double mouse clicking at

[~ Enable Touch Action

Event Summary object , select

Led L Led L Lo

] Sort By ITime Cursor On Action INone j
o seolDmaen g 7 Ao Cusr SystemEventGroup on Alarm
'8__ Display Mode ISingIe Line ¥ Direct Selection H

| i A & Event Group window.

: v Frame v Row S
g‘ Line Color Izl Line Color Izl
T e m— o
- Line Syle  [—— 0: S0LID | Line Style | E— N0 =

Line Width Line Width |
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Vijeo Designer

e LOG visualization config

(3] BIDMETRICO - Vijeo-Frame - [Terminall - Terminali] *

: File Edit Build HMI Arange \Variable

Report

Tools Window Help

LER e ORARNE TS — + sueo

 EOE®Ew g s s | = 4 S b SRt i S B BLE e LT
ih|-N-p-A B0 o @-=-AB- T - B-CH- @ aEi-e RS- s B-Eop
~ Terminall - Panel2 - Idiomal /~ Terminall - Terminall X |
& G 8k 8] T
B sloMETRICO & Network ‘ General
=[] Terminalt
E"E‘}j u@é‘ﬂlﬂ'ﬂﬁ' Panels Hardware e | Terminal1
14y Base Panels L . .
B e [ optins = ! At the Navigator screen, right
%pjp :\::::ws 5= Remote Access Type IHMIGFO Series = I E k AI
 ooue i e s T T 5 mouse click on arm &
Forms & Reports
[ ke , oo = Events and select System
[f-[3] Environment i
E - Resource Library & Alarm Initial Panel ID _I 1: Panell Eve nt G ro u p
: New Alarm Group Insert Download Juse =l
[+] T DiEgnoste Alarm, Group
R  New Event Group Event Group EE
= Z IOManag ey Alarm & Event Categnry System Error Group I
-0 Interr e femote Cateaary, System Event Group
Paste Group L[ - I J
Delete &l Alarms B EvEnts.  Delete Balid Rate | _vl
Properties Alt+Enter User Application [Main Drive =l
il J ]

B " IE.—, e
" "

L ladude SditacReolect

Alarm &Ev...

Backup Alarm G Yes i
Print/Save Clea Control Variable
Real-time Printir Disabled

Tradk User in Al Yes

Group Count 0

E-mail Attachme

Shaw System Ei Yes

¥ Preserve Run-Time Data

ol

path |
Install Options
SRAM Usage
Alarms & Events
Logging Group

Retentive Variables

4534 KB fFree [(E12 kE
OKE
OikE

(e}
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Vijeo Designer
e LOG file config

[3} BIGMETRICO - Vijeo-Frame - [Terminall - SystemEventGroup - Idiomal] *
i File Edit Bulld HMI Amange Variable Report Tools Window Help

iDPE  BEEAGYCXDRTXAE e OB ARIT: + stteo 1B
I EE D Y A R A e ey o ' R Y e
TR YT TR oY M e L E-E-

. Terminall - Fanetz-]d'mmal_/v Terminall - SystemEventGroup - Idiomal X |

BIOMETRICO Event Group Name: ISysDemEventGroup
£ Temont X
E% Graphical Panels - =
i B % Base Panels Output aharing Control |meat[
© [ 1 Panelt e & o
- [] 2: Panel2 W save o Fie z iy € ead oy Corttrol Variable
¢ Popup Windows - 3 ) - =
: et m ‘Batch Printing ml € Read) Wirike || Status Vaniable ra Varable. #s data b W
@ Forms & Reports. . - " i bl Dbl e ol
[ Actons Total Records | 100 H; ™ Eror Vanable Sntera vald Vanable. #s dats by
@ Environment o
o i Backup Records [es =l Fie Name |
File Mo Varisble  [FILE_NO_VAR [

-8 Alarms & Events
" [ SystemEventGroup

Record Starage [ramare =] _ - . .
- Ho s I 2 Check Save to file option, then

7 i essnsin [0 3] % N A e : :
8-, 10Mansger Sevrity = Fie Format Sampie: ARYYMMDDOOOOD csv click on Conﬂgure button and

Go to System Event Group e — In the next window define
Boolean variable to Control

screen, select Yes to Backup ===/ | _

Records and SRAM & Eile to m———= Variable. On Save to screen,
Record Storage. This config select the System Event
will allow generated files to be e MGlrloup S EE L)
saved on a removable media
(removable USB media, CF ou
SD Card)
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Vijeo Designer

e LOG file config

% BIOMETRICO - Vijeo-Frame - [Terminall - Terminall] =

© File Edit Build HMI Arange \Variable Repart

DRR S REEHE0 XN

Taols

Window Help

By double mouse clicking, select
Terminall, select Options, click on
-/ Data Locations button and in the

| ET

EoEmgise|s 4> (00

LT

~.25 Data Locations window, select

options described below:

Secondary Drive — Removable USB

media

iRk |e N -0 > - S A :
Navigator hi i | Terminall - Panel2 - Idiomal r Terminall - Security.” Terminall - Terminall x |
= — S
O ) 3 7 General
| Options
E‘E:J Terminall -E Network
sy anels [ Hardware Type HMIGTO Series.
-H[E Forms & Reports
- [ig}] Actions =] Options Model HMIGTO4310 (640x480)
e} |g| Environment
[#- = Resource Library Remole Ascess
[#-Tgr Alarms & Events ¥ Multimedia Startup Options:
AE Recipes Pt I—
tar a
# E Data Logaging [Fa] Keys Startup Delay{Sec)
- [Z&| Variables - i
% i Alarm ¥ Custom Welcome Screen || Splash.jpg

E3 2‘, 10 Manager

B Vijeo-Manager Project

Properiy Inspector - A X
Target L
Marne Terminal1

Description

Type HMIGTO Series
TargetColor 64 Colors

Model HMIGTO4310 (640x%

InitizlPanellD | 1: Panell
Startup O

Buzzer Enabled
ToConfigurati 2 Corner
Download  USB
Data Shari Disabled
Web Serve Disabled

I CheckProject Integrity
™ Timie: Management
™ #ito Start{seconds)
SHAM: Data Flush HatelSec)
Data Locations
¥ Low Space Notification (ME)
= | Exclusfive Tnput
Time Zone
¥ Time Adjustment (DST)
Type
Add Time
Subtract Time.
Amount of Time
I~ E-mail
™ Allow Self Download

Seli-Davmload b

Optional Drive — CF ou SD Card.

Data Locations ﬂ

Download To:
| User Application: [ManDive 7]
Data Files / Forms: lm
Recipes: lm
Web Server: [MainDive 7|

Note: Selecting Main Drive for the Web Server may require you
to manually install the Web Gate cliert files onto client PC.

Runtime Data Location:
(Data Logging, Alarm & Event,

I(LITC£3:00) Buenos Aires

=

Rule

IOptionaI Drive - l

and Media)
Secondary Drive
Drive: Optional Drive
Secondary: I
Optional: I

I Third Saturday Gctcber & 23:53

|Thir:| Saturday February @ 23:59
I +60

Schneider Electric - Advanced Technical Support— Flavio Mesquita Carneiro — 02/2014

10



: File

Vijeo Designer
e LOG config

5} BIOMETRICO - Vijeo-Frame - [Terminall - Panel2 - Idiomal] *

Edit Build HMI Arrange

Variable Report View Draw Tools Window Help

-5

AOBEXAL pie2ORAREITLE =+ sueo =i
: B HSRSHEE

TR G L L I b ol 2 41

N v ,J\T,Nr\_ O~

= = =i
© 26 (-=-AE- T i -E-G Q0 -O - @E-Fg &8 5 F: F-g

Havigatar > &%

=
BIOMETRICO
= [ Terminal1

@Vueo-Manager @Prqect

-1 Graphical Panels
| B} Base Panels

i [ Popup Windows
¢ -} Master Panels
+-I[ Forms &Reports
Actions
Environment

Data Files

Y Security
IR b Languages [Tdioma1]
Resource Library
E Alarms & Events
{, Recipes
[ Data Logging

Variables

%, 10 Manager

~ Terminall - Panel2 - Idiomal X} Terminall - Security ] Terminall - Terminall |

S

Tc

@ FFFLFE

212

Property inspector w QX

itch

[y Casibehnt

600

In this example we created an Update |
button that is in charge of updating |
the LOG’s file with latest changes,

saving on removable media. You can

Lot

General | color | Label | Visibiity | Advanced |

Mode (%" Siitch " Switch with Lamp ~ Category [Primitive i

To update the LOG'’s file, you should
enter a value of 4 (four) in Control
Variable. For more details, go to help
menu 16.3.6.3 — Control Tab Settings,

X

Mame |SW|bchUl
Style 00005 w
State "-1!’|‘:r Up} .
Lamp B ) I™ Reverse On Touch
When Touch | while Touch | When Release |
Opetion [wors I x|t[+
Source
[+ ]
Operation
= set £ AND
 Add oR
" subtract £ XOR
Destination
[conmroL_var [
Apply add>  ||4] ||
oK I Cancel Help

create another method to do the same
function(creating Actions).
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Vijeo Designer

e Creating Security Groups

£ BIOMETRICO - Vijeo-Frame - [Terminall - Security] *
! File Edit Build HMI Arrange Variable Report Security Tools Window Help

NEE G REERAgi9 o X ',:":";‘-\J i ﬂm:&@@ﬁ@ @ Q—+staten |

EEEe gm0 5 & S Tk I T8
PR N N - glr'L-'v—v:\. | - '-ﬁ]-..; E_L.“E"D:"fﬁ 52 _E],Qg#,a
wvigatol - '[. inall - Panel2 - Idiomal - Terminall - Security X |
B & = [OeEE
| BIOMETRICO = s = =
B[ Termnain Group [New Group] 4] securitylevel  PasswordfFingerprints.  Download Security  DataManager Security Vb Gatte / Web Server
=8 % Graphical Panels
E| % Base Panels oot e FEmE T T —

[&] 1: Panelt
[&] 2: Panel2
Popup Windows
Master Panels

Hi}::j:’“ Create a Security Group by
* i sy clicking on the New Group
&m button in the Environment,
i oo Security menu.

[+~ z 10 Manager

il | anguages [Idiomai]

@Vuea-Manager Praject

Property Inspector

e 1| | S€lect Use Security on Target
searges  sony Security option.

Web Gate [ We

Vijeo Design'Air

Vijeo Design'Air  Security Disabled
Security Dat Use Local

Feedback Zone

Schneider Electric - Advanced Technical Support— Flavio Mesquita Carneiro — 02/2014



Vijeo Designer

e Creating Security Groups

{3 BIOMETRICO - Vijeo-Frame - [Terminall - Security] *

i File Edit Build HMI Aran

ge Variable Report Security Tools Window Help

OAR .@l@ﬁi‘-’?@im P [F B S *g--ﬁi@ﬂbﬁ@@@ﬁ? @ — + staten =
ek s 5 F 4 > O = | Ut [ S B = o5 e 5 T
T Y Y Ly e |G
" Terminall - Panel2 - Idiomal  Terminall - Security x |
g :ﬁ-f.' | g = "ﬁh@@ﬁ
__g’:::fnc;l’l G “«| Seauritylevel  PasswordfFingerprints | Dowrload Security | Data Manager Security | Web Gate / Web Server
E% Graphical Panels SecurityGroup01 11 Fingerprints Allowed | Read/Write/Delete Read Only

EI--% Base Panels
[#] 1: Panel1

- [7] 2: Panel2

.E Popup Windows

-. -- Master Panels

Forms & Reports

[ Actions

=1-[3] Environment

[ -- Data Files

Security

[#- Languages [Idiomai]

[+ Resource Library

[]---% Alarms & Events

& Redpes

(1[5 Data Logging

% Variables

I:I---z 10 Manager

Bl vijeo-Manager |[E Project

User Name Password Fingerprints Group in Terminall

Change Password/Fingerprints
window to Fingerprints. Other
parameters need to be

Property Inspector
Security

configured according to project

Target Secu Use Security
Download Se| Security Disabled
Data Manager £ Anonymous

Web Gate [ We

Vijeo Design'Air

Vijeo Design'Air  Security Disabled
Security Dat | Use Local

definitions.

Feedback Zone

|
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Vijeo Designer

e Creating Security Users
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Biometric switch connected to USB
port.
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Vijeo Designer

e Creating Security Users - PC

{31 BIOMETRICO - Vijeo-Frame - [Terminall - Security] *

i File Edit Build HMI Arange Variable Report Security Tools Window Help
DPH . REEBR9 MY e OB AR TS @ — + seteo
(EDEeE g = TR k[ 2 -
T ¢=vﬁ§ - ¥-¢-T-8-

(- @ s |

Havigat i sl | Terminall - PAel2 - Idiomal /. Terminall - Security X |
[EevigRtay 5% = S ye
" oy e =
B | & < Bz [O)eEE
——]

BICMETRICO User Y = e = = 5
E] il Group =seturity Level Fingerpr Download Security DataManager Security  Web Gate | Web Server

EI% Graphical Panels SecurityGroup01 b5 Fingerprints Allowed | ReadWrite Delete Read Only

E% Base Panels

E 1: Panell

User Name Password Fingerprints Group in Terminall

[y Forms & Reports.

Actions

Environment

Data Files
Security
Languages [Idioma1]

[+ Resource Library

[]---% Alarms &Events

& Redpes

I:I"-E Data Logging

- [ variables

[:I---Z IO Manager

Click New User button to
e e — create a new user.

pector * o X

Property
Security

Target Secu Use Security
Download St Security Disabled
Data Manager £ Anonymous
Web Gate f We

ijeo Design'Air

Vijeo Design'Air Security Disabled
Security Dat se Local

Feedback Zone
I
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Vijeo Designer

e Creating Security Users — PC

(3} BIOMETRICO - Vijeo-Frame - [Terminall - Security] *

: File Edit Build HMI Arange Variable Report Security Tools Window Help

02

BEPHAE 9GS NOFXAEE e2ORARE TS @ — + st o 8
|D'|@|Q|&a A P EE S - - T 1 (T »ﬁ: z ﬁ =Ml I e gl — = ‘,'_.‘i
ih| N A B0 o= AR T 0B WO @ E e R BB
Navigator " Terminall - Panel2 - Idiomal * Terminall - Security x | Terminall - Terminall |
I OekEE
gm‘;ﬂ Group 4] Searitylevel  Password/Fingerprints  DownloadSecurity | DataManager Security  Web Gate / Web Server
-1 Graphical Panels SecurityGroup01 1 Fingerprints Allowed Read/Write/Delete Read Only
Forms & Reports
E] :::.: :zmmt [User Name Password Fingerprints Group in Terminall
o i £
-0 Languages [Idioma1] User Name IUser1
[]---% Resource Library _
G- A8 g & Events Password
B P To create your S
Data Logging . . _ |
credentials, insert all Peseved
[]---z 10 Manager Corffirm Password I'
requested information T

@ Vijeo-Manager Project

Praperty Inspector

| Security

Target Secu Use Security

[+] Download 5t Security Disabled
Data Manager £ Anonymous

Web Gate  We|

Vijeo Design'Air

Vijeo Design'Air | Security Disabled
Security Dat| Uss Local

(User Name,
password), select
Security Group then
click on Start button to
validate fingerprints,

% Lz= Fitidempiints

Provide three sample fingerprints from each of two fingers.

Finger No. 1:

74

[ ] €—

| 1:5ecutyGroupd? =l

ok | ez |

You should register 2
different fingerprints,
reading each one
three times.

[
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Vijeo Designer

e Creating Security Users - PC

(1] BIOMETRICO - Vijeo-Frame - [Terminall - Security] *

: File Edit Build HMI Arange Variable Report Security Tools Window Help
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Term'matl—F’aneLZ-Idmmal/ Terminall - Security Xr Terminall - Terminall |
B4 = El= OleER
E;E:.Incai Group 4] security Level sword/Fngerprint Download Security  DataManager Security Wb Gate / Web Server
i % Graphical Panels SecurityGroup01 i1 :F'u'lgerpnnis Alowed Read/Write Delete Read Only

=k % Base Panels

E 1: Panell

@ Popup Windows
fitf]l Master Panels

‘ Forms & Reports

Artions

E IE Environment

-5} Data Files

i, Seauity

Languages [Idioma1]

- Resource Library

[]"% Alarms & Events

& Recpes

- Data Logging

& Variables

- 2’, 10 Manager

@Wjeu -Manager .Pro)ect

Target Secu Use Security
[*] Download S¢ - Security Disabled
Data Manager Anonymous

Vijeo Design'Air |
Vijeo Design'Air Security Disabled
Security Dat, Lise Local

5] 2 Panelz Lser Name: Password Fingerprints

Group in Terminal1

After that, you'll see a
success message on
Fingerprints  screen,
otherwise, repeat the
procedure again.

Usefﬂame IUser‘I

Password

IV Uss Password
Password [s

Confim Password [+

rpwthemm
Finger No, 1;
& & &
Finger Mo, 2;

Semltyavw | 1:SecurityGroup 1 j
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that, go to Security on

Toolchest Folders.
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Vijeo Designer

e Creating Security Users - HMI

Ll Toolchest w 0 X
(o] e @
g e T B o= e m e = B &=
% Authorization ClearBiome... FixedMamelL... Login Loginsmall Logout PasswordCh... PasswordCh... Systemlogin [WESYEEREWEE UserManag...
% T
Within Toolchest, drag
UserManager object
to panel screen.
i
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Vijeo Designer
e Creating Security Users - HMI

[+ Vijeo-Designer Runtime 6.1.3.3092

USER MANAGEMENT PANEL

GrupodeSeqguranca®l

d=zeril

Once the biometric
switch is connected to
the HMI, you can
replicate the same
procedure mentioned
on pages 16 and 17.
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Vijeo Designer

e Downloading to HMI
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LD2E b WEENEE i OB AN ITN @ — + staeo =

N A OD-0 DG (- E-A
Terminall - Panel? - Idiomal X ]

Qo 100

HOME

BIOMETRICO
E.]Te"“'”a“ USER LOG PANEL

% Graphical Panels

=] % Base Panels
1: Panell TERRiE
2: Panel2 LOG FILE
31 Popup Windows =
Master Panels [ JData  [Hora _ [Nome do usuario |
D p [gysmmdd [[ZAro@:ef [Uubulala ]
Forms & Reports B Ly nsdd 24:00:09  UuUululo Sk
| gy smmsdd - 24:00:00 Lol
3] |Z| Environment -___
e % Resource Lirary O ) Eetanien e et Bt e
588 Alarms & Events I A R
o, Recipes [T A ¥ Delete all Runtims Data
e E Data Logging {Crvemides the "Preserve Runtime Data” settings)
[&] variables
23] 2’, 10 Manager

TR
Target: Terminall
Status:  Connecting

@Vuen-manager |Project ’_

Property Inspector

= —

::?:héolor E{O,]ﬂ;,“&a)

fotenes . During the download procedure, check DeIete all Run-time
o o i J . Data to update all Security Settings on HMI

Feedback Zone
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Vijeo Designer

e Program simulation

3] Vijeo-Designer Runtime 6.1.3.3092

USER LOG PANEL

T JLoeere
[ [Data__[Hora _|Nome do usuario |Mensagem

a0VANCED TECHMICAL SUPPORT - SCHMEIDER ELECTRIC BRAZIL

You can use the simulator to test all configuration (biometric
switch must be connected to the computer).
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