Creating Inbound and Outbound Windows Firewall Rules

Go to Start > Control Panel.
Click on Windows Firewall.
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Click Advanced settings on the left side of the window.
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Select Inbound Rules on the left side of the window and then click New Rule... on the right side of
the window.
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Select the type of firewall rule to create.
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Rule Type
Program

Protocol and Ports
Scope

Action

Profile

Name

On the first screen of tﬁz New Rule
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Mame Group Profile Enabl #
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What type of rule would you like to create?

() Program
Rule that controls connections for a program.
) Port
Rule that controls connections fora TCP or UDP port.
() Predefined:
‘\ BranchCache - Content Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience.

© Custom
Custom rule.

Leam more about nule types




Use this for the next screen

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
Rule Type Does this rule apply to all programs or a specific program?
Program
Protocol and Ports © Al programs
S Rule applies to all connections on the computer that match other rule properties.

Action

Profile

€0 m path:
‘ J l Browse

Example: c:\path‘program exe
“%ProgramFiles%\browser\browser.exe

Name

Services

Specify which services this rule applies to.

Leam more about ifving programs




Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

s . To which ports and protocols does this rule apply?

Program

Protocol and Ports Protocol type: [TCP

Scope Protocol number:

Action

Profile Local port: [ All Ports

Name ‘
Example: 80, 443, 5000-5010
| Al Ports

l

Example: 80, 443, 5000-5010

Intemet Control Message Protocol | Customize
(ICMP) settings: :

Leam more about protocol and ports




Use this for the next screen In place of 127.0.0.0 use the IP addresses for each PC that needs

Specify the local and remote IP addresses to which this rule applies.

Steps:
Rule Type
Program Which local IP addresses does this rule apply to?
Protocol and Ports @ Any IP address
Scope () These IP addresses:
Action
Profile

Name

Customize the interface types to which this rule applies:
Which remote IP addresses does this rule apply to?
() Any IP address
@ These IP addresses:

27000

Leam more about specifying scope




Use this for the next screen
#i# New Inbound Rule Wizard

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
Rule Type What action should be taken when a connection matches the specified conditions?
Program
@ Allow the connection
Fresacalsnt F o This includes connections that are protected with IPsec as well as those are not.
Scope
i () Allow the connection if it is secure
o This includes only connections that have been authenticated by using IPsec. Connections
Profile will be secured using the settings in |Psec properties and rules in the Connection Security

Name -
Customize ’

(") Block the connection

Leam more about actions




10.

_ Use this for the next screen

Specify the profiles for which this rule applies.

Steps:
Rule Type
Program
Protocol and Ports
Scope
Action
Profile

Name

When does this rule apply?

Domain

Applies when a computer is connected to its corporate domain.
Private

Applies when a computer is connected to a private network location.
Public

Applies when a computer is connected to a public network location.

Leam more about profiles




11.

Specify the name and description of this rule.

Steps:

Rule Type

Program

Protocol and Ports
Scope Name:
Action
Profile Description {optional):

Name

StnxureWare Licensing

12. ' Create an identical outbound rule.



