This knowledgebase Article explains user on how to configure System Server & Remote
Engineering client communication in Ecostruxure Process Expert 2023.

Ecostruxure Process Expert 2023 supports Multi Engineering Client configuration. There are some
few additional settings which needs to be done apart from Process Expert settings, when compared
to Process Expert 2021.

We shall work on the below shown system architecture where we have one system Server and one
Engineering client and will configure Local authentication.

System Server Remote Engineering client

192.168.10.127 192.168.10.156

A. System Server Side Configuration:

1. Open Security Editor and login with default credentials which are: Username: SecurityAdmin,
Password: Azertyuiop12!.

User can change the default password after first login if required.

In order to avoid expiry of User, we recommend to select “Password never expires” for
SecurityAdmin user which can be found in Local users under Computer management.

SecurityAdmin Properties ? X

General Member Of Profile

& SecurityAdmin

Full name: ||SecurityAdmin

Description: Schneider Electric user for M580

User must change password at next logon
[] User cannot change password
Password never expires
[ Account is disabled

Account is locked out

General



2. Now create a User in Security Editor, which will be used for logging into System server.

e
AT

ecurity editor
I~ Server
SecurityService as server v
Port nb: 50051 Add a user X
Server State :  Running
Login Policies | Certificate Actions I Certificate whitelist et aame:
@ User information &) Users I Profiles ] &2 Policies EPEINo
—User(s)
Add Password: IW
~
safety_user_Adjust —disabled-
saf:yy:user:De}gug disabled Delete I Confirm the password: |""“"""‘"‘""““’1
safety_user_Operate —disable Export

safety_user_Program disable With the following attributes:

Secuntyf\dmm ’ Import ]

user_Adjust —disabled— EPE2023 |
user_Debug —disabled- Disable I

0 =
i1er Proaram —dieahlad—

Password must be at least 8 characters long and contain at least

Clear Password one uppercase letter, one lowercase letter, one number and one

non-alphanumeric character.

~ Profile(s)
Product: Profile(s):
-DK Cancel
| Control Expert ~| [EIReadOnly P Q
T3 Cfbne Nnmrmitn ¥
OK Cancel Help

3. Ensure that the required profiles are selected for the created User. In normal scenario, select ESX

CE Operator, ESX CE Engineer in Control Expert and also select all Profiles given in Process Expert, as
shown below.

Add
A
safety_user_Adjust —disabled- Delete
safety_user_Debug -—disabled _user_| ¢
safety_user_Operate —disable Expott safety_user_Operate —disable Export
safety_user_Program —disable safety_user_Program —disable
SecurityAdmin Import SecurityAdmin import ]
user_Adjust —disabled— user_gc:igst —ﬂ_satﬂle;—
user_Debug —disabled— i user_Debug -disabled- ;.
user_Opera%e ~disabled— S Jeie user_Operate —disabled— o sl
\iear Pmaram —dieahled-- s P 1eec_Pmaram . —diashled— Clear Password
- Profile(s) ~ Profile(s)

Product: Profile(s): Product: Profile(s):
Control Expert ~| |CJProgram A v SX PE Template Designer
I =1 SR et & X PE Operator
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SX PE Server Admin
ESX PE Engineer

Apply

Apply |
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4. Keep authentication mode in Local for Centralized authentication depending on your system
configuration. Here we are explaining about local, so Local needs to be selected. Also ensure that
Security Service as Server is selected and its state is in running, as shown below.

Security editor X
—Server
SecurityService as server |V
Port nb: 50051
Server State :  Running
@ Userinfomation I &) Users I Profiles I EZ Policies |
Login Policies Certficate Actions | Certficate whitelst |
— Network SecurityService

—LDAP Protocol Detals

Authentication Mode - LDAP group(s)
Centralized Protocol : NoProtocol 2 l

$S

HostlP @ [192.168. 10 .128 CIESX CE Engineer

[C1ESX CE Operator
[(1ESX PE Engineer
[C1ESX PE Operator
[CJESX PE Server Adr
[CJESX PE Template |
[JOperate v

Base DN I ‘

Boot | import Aoply

5. Next Open Server Configuration and select Ethernet Adapter which is used for Server connection,
as shown below.

Server Configuration =i

< Listening Connections Back Up Database Manage Backup File B

[RE N REFNLIEEY  Ethernet #0 192.168.10.127

0.0.00

127.004

Ethernet0 #0 192.168.10.127

Apply
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6. Open Control Expert Topology and go to settings, then provide the IP address of Server machine as

shown below.

User Preferences x 4

General Networks And Servers

Y AT S Manage network and server settings
FedtDtm Settings

System Project Control Engineering Server Address:

Control Expert Server Address:

192.168.10.127:19950 b

Applying the changes will outomaotically stort the connection fo the Control Expert server,

Reset Settings

OK Cancel Apply

7. These are the additional settings which a User needs to perform in Ecostruxure Process Expert
2023 when compared with Process Expert 2021. The rest Settings are same like in System server,
User needs to open basic settings and generate Certificates as shown below.

System Server Configuration Wizard

Configure the System Server

Control P The ion and i ion of certificates is required to help secure client/server communication.
To generate and install cerificates in this station, select 'Generate and Install cedificates’. To use your own self-signed root
cerlificate and install certificates, select Install Ceriificates’.

Security
Install Cerlificates
Audit Trail o
® Generate and Install Certificates
Hosting
Root Certificate File Name: CAU
Data Folders

EE)

Install Certificates

Password:

Confirm Password:

Walid Till: 08/0612026

Uninstall Certificates

Uninstalls all the installed cerfificates from this station.

Installed System Server Certificates

Installed On- 06-08-2024 10-15:00
Rool Certificate Valid Till: 06-08-2026
Enfity Cerlificate Valid Till: 06-08-2026

Hybrid DCS Root pfx

Root Certificate File Name:  C:\Users\A

Closing or cancelling this wizard will not revert the changes done in this page.

Uninstall
loads\EcoStruxure Hybrid DCS Root. pfic
< Back Next = Cancel

8. There is one point to consider. The local Engineering Client cannot be connected with the default
settings. The local engineering client also need to be configured same as remote engineering client.

The procedure is as follows.

General



B. Remote Engineering Client Side Configuration:

1. Open Control Expert Topology and provide our Server IP address in the Control Expert Server
address in the same format as shown below.

User Preferences x|

General Networks And Servers

betwoiksiinglenver: Manage netwerk and server settings

FdtDtm Settings

System Project Control Enginesring Server Address:

Control Expert Server Address: 192.166.10.127:19950 V
Applying the changes will automaticelly start the connection fo the Control Expert server.
oK Cancel Apply

Reset Settings

2. Now Open Server Configuration, ensure that Listening IP address is selected with either 127.0.0.1
or Network Adaptor which will connect to Server. Do not select 0.0.0.0, which may cause some

connectivity related issues.

Server Configuration

s Listening Connections Back Up Database Manage Backup File -,

Listening IP Address  EthernetD #0 192.168.10.156

Intel(R)} 825741 Gigabit Network Connection
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3. These are the additional configurations to be done on remote engineering client. Apart from these
Process Expert side, User needs to open Engineering Client configuration and provide System server
IP address as shown below.

Engineering Client Configuration Wizard Jx)

Configure the Engineering Client

Sysiem Server

Security

Host Name / IP Address | 192.168.10.127 Test Cerdificates

Port 9950

4. Then copy the System server generated root certificate on the remote client machine and select it
from configuration. Provide the same password which was given while generating the root
certificates in system server. Click on Install, to generate certificates on Client machine, as shown
below. After this user can open engineering client and login on remote machine.

r

Engineering Client Configuration Wizard (]

Configure the Engineering Client

System Server The configuration and installaion of certificates is required to help secure client/server communication.
Server and client stafions should install cerificates using the same Root Cerlificate in order to establish the communication.
Security Install Cerificates

Root Certificate File Name: CUsers\Test EPE2023_W10\Deskiop\EcoStruxure Hybrid DCS Root.pfx

Password: ssseassenne ‘

Valid Till 02/06/2025

Install

Uninstall Certificates
Uninstalls all the installed cerlificates from this station Uninstall
Installed System Server Certificates

Installed On 06-03-2024 16:31:00

Root Certificate Valid Till 06-08-2026

Entity Cerfificate Valid Till: 06-02-2025

Root Cerificate File Name: CAUsers\Test_EPE2023_W10\Desktop\EcoStruxure Hybrid DCS Root.pfi

Closing or cancelling this wizard will not revert the changes done in this page

< Back Save and Close Cancel

[

This completes the process of configuring communication between System Server and Engineering
client.
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